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FOREWORD 


This volume was completed just before Pakistani 
President Musharraf imposed a state of emergency ia 
November 2007. The political turmoil that followed 
raised concerns that Pakistan's nuclear assets might be 
vulnerable to diversion or misuse. This book, which 
consists of research that the Nonproliferation Policy 
Education Center (NPEC) commissioned and vetted 
in 2006 and 2007, details precisely what these worries 
might be. 

Dr. Ashley Tellis of the Carnegie Endowment for 
International Peace and Dr. Peter Lavoy, now the 
National Intelligence Officer for Southwest Asia at the 
National Intelligence Council, were instrumental in 
the selection of authors as well as producing original 
research. Thanks is also due to Ali Naqvi and Tamara 
Mitchell of NPEC's staff who helped organize the 
workshop at which the book's contents were discussed 
and who helped prepare the book manuscript. Finally, 
special thanks is due to Professor Douglas C. Lovelace, 
Jr., Ms. Marianne Cowling, and Ms. Rita Rummel of 
the Strategic Studies Institute (SSI). This is the ninth 
in a series of edited volumes NPEC has produced with 
SSI. To the book's authors and all who made this book 
possible, NPEC is indebted. 


Henry Sokolski 
Executive Director 
The Nonproliferation Policy 
Education Center 
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CHAPTER 1 


PAKISTAN'S NUCLEAR WOES 
Henry D. Sokolski 

Raise the issue of Pakistan's nuclear program before 
almost any group of Western security analysts, and 
they are likely to throw up their hands. What might 
happen if the current Pakistani government is taken 
over by radicalized political forces sympathetic to the 
Taliban? Such a government, they fear, might share 
Pakistan's nuclear weapons materials and know-how 
with others, including terrorist organizations. Then 
there is the possibility that a more radical government 
might pick a war again with India. Could Pakistan 
prevail against India's superior conventional forces 
without threatening to resort to nuclear arms? If not, 
what, if anything, might persuade Pakistan to stand 
its nuclear forces down? There are no good answers to 
these questions and even fewer near or mid-term fixes 
against such contingencies. This, in turn, encourages a 
kind of policy fatalism with regard to Pakistan. 

This book, which reflects research that the 
Nonproliferation Policy Education Center commis- 
sioned over the last 2 years, takes a different tack. 
Instead of asking questions that have few or no good 
answers, this volume tries to characterize specific 
nuclear problems that the ruling Pakistani government 
faces with the aim of establishing a base line set of 
challenges for remedial action. Its point of departure is 
to consider what nuclear challenges Pakistan will face 
if moderate forces remain in control of the government 
and no hot war breaks out against India. A second 
volume of commissioned research planned for 
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publication in 2008 will consider how best to address 
these challenges. 

What proliferation risks might the current gov- 
ernment still be tempted to take? What is required 
of Pakistan to maintain nuclear deterrence with 
India? What new vulnerabilities will the expansion of 
Pakistan's civilian nuclear sector require Islamabad 
to attend to? Finally, how daunting a task might it be 
to keep Pakistan's nuclear weapons assets from being 
seized or to take them back after having been seized? 
Each of these questions is tackled in the chapters that 
follow. 

Along the way, a number of interesting discoveries 
are made. First, from the historical analyses done by 
Bruno Tetrais and George Perkovich, we learn that 
despite the significant nuclear export control efforts 
of the current Pakistani government, it might well 
proliferate again. Why? The same reasons that previous 
Pakistani governments tolerated and, at times, even 
sanctioned the nuclear-rocket export-import activities 
of Dr. A. Q. Khan: Perceived strategic abandonment 
by the United States, lack of financing for its own 
strategic competition against India, insufficient civilian 
oversight of a politically influential military and 
intelligence services, and a perceived need to deflect 
negative international attention from Pakistan to third 
countries. (See Table 1 at the end of this chapter for a 
historical review.) 

One or more of these factors were in play throughout 
the last 3 decades. Two still are. Certainly, the United 
States has done all it can to reassure Pakistani officials 
about Washington's commitment to Pakistan's 
security. Yet, there still is Pakistani cause for concern. 
Might Washington tie future security and economic 
assistance to Pakistani progress toward democratic 
elections and cracking down more severely against 
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radical Islamic groups in Pakistan? As for the matter of 
being isolated, Pakistan now has to be concerned not 
just about maintaining good relations with Washington, 
but somehow fending off the encircling efforts of 
India. Most recently, these activities included formal 
military-to-military ties with Iran; the construction of 
a major naval port at Chahbahar near Pakistan's own 
new naval base at Gwador; the joint construction with 
Iran of roads to Afghanistan (and Indian aid efforts 
to Afghanistan); the stationing of Indian intelligence 
officers at Zahedan, Iran close to Baluchistan rebel 
activities in Pakistan; the creation of an Indian air base 
in Tajikistan; Indian energy investments and commerce 
with Iran and countries in the Gulf; and continued 
Indian military, nuclear, and rocket enhancements. All 
of these developments have put Pakistan's military 
and political officials on edge. 

As for oversight of the military and intelligence 
services, this remains an open question. The elections 
may give some indication of things to come, but for now 
the military and intelligence arms of the government 
are still in clear control of much of Pakistan's political, 
military, and economic activities. A new president 
may try to reduce the amount of power the military 
and intelligence sectors have over Pakistan but this is a 
long-term undertaking. 

This, then, brings us to an enduring nuclear 
challenge Pakistan faces no matter who is running 
the government: What must Pakistan's military do 
to deter nuclear war against India? Greg Jones of 
RAND, Peter Lavoy, and Zia Mian and his coauthors 
all have different takes on what will be required. Mr. 
Jones takes a somewhat optimistic view. Pakistan and 
India currently have roughly the right level of forces 
and are unlikely to increase them dramatically for the 


3 


next 20 years. Pakistan's nuclear force requirements 
would have to grow dramatically, Mr. Jones notes, 
merely to destroy just 5 percent of India's population 
(This would require a five-fold increase in Pakistan's 
current nuclear force.) or only a relatively small 
portion of India's conventional forces (a task which 
would require a doubling of Pakistan's current nuclear 
forces). Enlarging Pakistan's forces to these levels, he 
argues, would be quite costly. Using history as a guide, 
Mr. Jones argues that India, meanwhile, seems unlikely 
to press Pakistan by building up its nuclear forces. 

Perhaps, but others are not so certain. In his 
chapter, "Islamabad's Nuclear Posture: Its Premises 
and Implementation," Dr. Peter Lavoy notes that the 
prospect of the U.S. and Indian strategic partnership 
"shifting" the "strategic balance" announced in 2005 
set off a series of nuclear alarms in Islamabad. The first 
of these fears is that India, with U.S. high-technology 
targeting and intelligence assistance, might knock 
out Pakistan's nuclear assets in a "preventative" 
attack. This, in turn, has already prompted Pakistan's 
National Command Authority to announce that if the 
nuclear deal alters the nuclear balance, the command 
would have to reevaluate Pakistan's commitment to 
minimum deterrence and to review its nuclear force 
requirements. This, in turn, will require making Pakis- 
tan's nuclear weapons assets even more survivable 
through increased mobility, hardening, and numbers. 
The second Pakistani worry is much more basic: The 
U.S.-India nuclear deal could enable India to outstrip 
Pakistan's capacity to make nuclear weapons. 

How likely is this? The short answer is very. A much 
more detailed analysis can be found in the chapter 
by Zia Mian, A. H. Nayyar, R. Rajaraman, and M. V. 
Ramana entitled, "Fissile Materials in South Asia and 
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the Implications of the U.S.-India Nuclear Deal." Here 
the authors detail how critical the import of additional 
uranium fuel might be to expand India's ability to make 
more nuclear weapons while expanding its nuclear 
power industry. The authors also cite one Indian expert 
who suggests that India will attempt to build roughly 
400 nuclear warheads— at least four times what the 
Pakistanis currently possess. Matching this number 
and controlling the nuclear system deployments that 
might be made would demand a good deal of Pakistan's 
government and nuclear establishment. So far, the 
Pakistani government has hedged its bets against 
this contingency by beginning construction of a new 
plutonium production reactor and a new reprocessing 
plant. 

Beyond this, Pakistan has announced plans to 
expand its own civilian nuclear power sector roughly 
20-fold by the year 2030 to 8.8 giga watts generating 
capacity. The idea would be to have a nuclear weapons- 
making mobilization base that could be used to make 
power if India did not make more weapons. This 
hedging strategy seems to be reasonably cautious. It, 
however, cannot be implemented without running 
several important attendant risks. 

Besides being uncompetitive against non-nuclear 
energy alternatives, such a nuclear buildup is likely to 
increase the vulnerability of Pakistan's civilian reactor 
sector to sabotage and attack. The good news is that 
the Pakistani government understands this point. In 
his detailed analysis, "Preventing Nuclear Terrorism 
in Pakistan," Abdul Mannan, a senior official serving 
in Pakistan's nuclear regulatory agency, details the 
ramifications of a terrorist attack against Pakistan's 
civilian nuclear sector. Mr. Mannan believes attacks 
against Pakistan's nuclear facilities are far less likely 
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to inflict damage than a possible attack against spent 
fuel that is likely to be shipped from Pakistan's power 
reactors to Pakistan's reprocessing plant. Fortunately, 
such attacks, even in or near Karachi, are unlikely to 
produce many fatalities. Unfortunately, they could 
contaminate a considerable amount of property, and 
will require the decontamination and quarantining 
of large numbers of people. To cope with these 
contingencies, Mr. Mannan calls for the establishment 
of an extensive list of civil defense measures to be taken. 
He is optimistic that Pakistan can take these steps to 
assure nuclear power's safe expansion. 

Dr. Chaim Braun of Stanford's Center for 
International Security and Cooperation, though, is 
not so sure. In his analysis, "Security Issues Related 
to Pakistan's Future Nuclear Power Program," Dr. 
Braun examines Pakistan's nuclear reactor operating 
history, its ability to license new reactors and regulate 
their operation properly, to train sufficient numbers 
of new qualified nuclear operators and regulators for 
the planned expansion of Pakistan's nuclear power 
sector, and to screen this new staff to assure none 
have terrorist organization ties. His final assessment is 
troubling. Pakistan, he fears, will have great difficulty 
avoiding a major nuclear accident or terrorist-induced 
sabotage, as well as defending the planned number of 
civilian facilities against military attacks. Among his 
key concerns is Pakistan's current lack of qualified and 
security-screened nuclear personnel. To staff up for 
the planned nuclear reactor expansion, he estimates 
that Pakistan will need to find and train 1,000 qualified 
nuclear regulators and operators per year over the next 
20 years. Dr. Braun also believes that Pakistan's nuclear 
expansion will create a large number of tempting 
terrorist targets— spent fuel ponds— all of which could 
be vulnerable to terrorist or military attacks. 
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This, then, suggests one of the most sensitive 
challenges an expanded nuclear program in Pakistan 
presents— the possible seizure of the plants by 
subnational groups and the need to take them back 
by force, if necessary. Thomas Donnelly examines this 
issue in his analysis, "Bad Options." What we learn is 
that even in the case where the Pakistani government 
invites U.S. forces to help it to retake the most sensitive 
Pakistani nuclear facilities at Kahuta, the logistics and 
military challenges facing U.S. and Pakistani forces are 
extremely daunting. Besides the logistical challenges 
of landing a large enough force to retake the city-sized 
complex at Kahuta, the expeditionary force would 
have to be prepared to fight its way through a single 
access road and move quickly enough to assure no 
material was passed off to terrorist organizations or 
other opposing groups. Assuming success and taking 
control of the facility, many questions would remain. 
Is all the nuclear material that could be fashioned into 
bombs accounted for? How could we know? Would 
the United States hand the material it had secured back 
to the Pakistani government immediately or hold in 
trust until the dust of civil disorder had settled? If so, 
would we render it "safe" and what might this mean? 
To get the answers to these questions, Mr. Donnelly 
strongly recommends that the government of Pakistan 
and the United States work together closely on these 
issues now. 

What is the upshot of all of this analysis? One 
bottom line is that the government of Pakistan has 
its hands full with more than enough nuclear issues 
even if it never goes to war against India, is attacked 
by Indian forces, or is overthrown by radical Islamic 
parties. Certainly, to deal with all of the nuclear issues 
these analyses have raised, one would need to have a 
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fairly robust and active national government capable 
of mastering nuclear regulation, nuclear physical 
security, emergency preparedness, peacetime military 
strategic planning, energy research and development, 
and electrical system planning. It is most unlikely that 
such a government would be the kind that could be 
overthrown or destabilized very easily. 

This insight brings us to the second series of studies 
to be commissioned on Pakistan's nuclear future. These 
will focus on what can be done to reduce Pakistan's 
need to expand its civilian nuclear sector. On the one 
hand, what can be done with India and China to reduce 
Pakistan's justified fears that India will expand its own 
nuclear stockpile? Could more be done to address 
Pakistan's energy needs in a more cost effective manner 
without building additional nuclear generators? How 
might India and Pakistan cooperate in promoting less 
nuclear powered futures for both their countries and 
one in which the nuclear physical security threats are 
kept to a minimum for both countries? More generally, 
what can be done to reduce Pakistani fears of being 
encircled or overwhelmed by Indian conventional 
forces (the key propellants for possible future 
proliferation, nuclear buildups, and war)? What might 
be done to reduce the most likely escalation threats? 
Finally, what might be done to pacify Pakistani politics 
so that greater mutual confidence could be built with 
India? These questions will serve as the basis for the 
next volume. 
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PART I: 

ISLAMABAD'S PROLIFERATING PAST 


CHAPTER 2 


KAHN'S NUCLEAR EXPORTS: 
WAS THERE A STATE STRATEGY? 

Bruno Tertrais 

HOW THE NETWORK OPERATED 

Pakistani nuclear-related exports began about a 
decade after their imports network was set up in the 
mid-1970s. The Pakistanis thus had acquired a very 
significant experience in dealing with nuclear transfers, 
legal and illegal. Contacts and procedures used for 
Pakistani imports were sometimes of direct use to 
exports when they involved transfers from Western 
firms, intermediaries and shell companies. 

The network exported two different things: know- 
how on uranium enrichment and weapons design, 
and centrifugation technology. Its clients were North 
Korea, Iran, Iraq, Libya, and maybe others. Once fully 
matured, it comprised several main "nodes" : the United 
Arab Emirates (UAE) (the "company's headquarters" 
starting in 1999), Malaysia, Turkey, and South Africa — 
not including various personal properties around the 
world.^ There were half a dozen "workshops" around 
the globe, with Dubai serving as the main platform 
for re-exporting.^ A. Q. Khan set up dozens of shell 
companies to that effect, sometimes just for one-time 
use. 

A total of about 50 people were actively involved 
in the network.^ But Khan operated with a dozen key 
close associates, who were sometimes in competition 
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with each other. It was a real "family business." Those 
included: 

1. Buhary Syed Abu Tahir, a Sri Lankan national. 
He was, so to say, the "chief operating officer" of the 
exports network. His involvement started in the second 
part of the 1980s.'' His "headquarters" was the Dubai- 
based firm, SMB Computers. 

2. S. M. Farouq, an India-born businessman based 
in Dubai (and Tahir's uncle), who made the initial 
contacts with Iran and was also involved in the Libya 
deal.s 

3. Heinz Mebus, a German businessman and college 
classmate of Khan, who was also involved in the early 
deals with Iran.^ 

4. Peter Griffin, a British national who designed the 
Libyan "Machine Shop 1001." He imported machines 
from Spain and other European countries for that 
project.^ 

5. Paul Griffin, Peter's son, who operated Gulf 
Technical Industries, one of the main Dubai-based 
front companies.* 

6. Urs Tinner, a Swiss national and long-time 
associate of Khan, who oversaw the production of 
centrifuge parts in Malaysia as a "consultant" until 
2003. 

7. Friedrich Tinner (Urs's father, president of the 
Swiss firm CETEC). 

8. Marco Tinner (Urs's brother, president of the 
Swiss firm Traco). Both Friedrich and Marco were 
involved in the Iran and Libya enterprises. Their role 
was essentially to buy components from Europe. 

9. Gotthard Lerch, another long-time associate, a 
German national who has been described as Tahir's 
main contractor. Involved in both the Iran and Libya 
cases, he was, in particular, in charge of the South 
African "node."^ 
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10. Gerhard Wisser, a German mechanical engineer 
and an old acquaintance of Lerch, who involved him in 
the Libya operation. Wisser in turned involved Daniel 
Geiges (a Swiss mechanical engineer who worked in 
his company, Krisch Engineering) and Johan Meyer (a 
South African engineer).^" 

11. Mohammed Farooq, a KRL official in charge of 
procurement and sales abroad." 

The main companies reportedly involved in 
centrifuge exports were Khan Research Laboratories 
(Pakistan), which provided ring magnets, aluminium 
and maraging steel, flow-forming and balancing 
equipment, vacuum pumps, noncorrosive pipes and 
valves, end-caps and baffles, and power supply; Scomi 
Precision Engineering (Malaysia), which provided 
aluminium and maraging steel, end-caps and baffles; 
SMB Computers (UAE) which provided noncorrosive 
pipes and valves, end-caps and baffles, and power 
supply; ETI Elektroteknik (Turkey), which provided 
aluminium and maraging steel, power supply; and 
Trade Fin (South Africa) which provided flow-forming 
and balancing equipment, vacuum pumps, non- 
corrosive pipes and valves.^^ Other companies involved 
included Bikar Mettale Asia (Singapore), Hanbando 
Balance Inc. (South Korea), Krisch Engineering (South 
Africa), CETEC (Switzerland), Traco (Switzerland), and 
EKA (Turkey)." Equipment for Libya was imported by 
the Tinner family from Spain (vacuum pumps, flow- 
forming machines), Italy (special furnaces), France, the 
United Kingdom and Taiwan (machine-tools), as well 
as Japan (a 3-D measuring tool).^'* 

As will be seen, however, there is evidence that 
high-level political and military leaders were also 
involved in nuclear exports. This occurred despite the 
written assurances given twice to the United States 
(first by Zia ul-Haq in November 1984, then in October 
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1990 by president Ghulam Ishaq Khan) and countless 
official statements testifying to the immaculate state of 
Pakistan's proliferation record. 

Thus, the network was not a "Wal-Mart," as 
International Atomic Energy Agency (IAEA) Director 
General Mohammed El-Baradei wrongly characterized 
it. Rather, it was an "Import-Export Enterprise." From 
the initial import-oriented network under the direction 
of M. A. Khan, a separate, export-oriented branch 
developed under the direction of A. Q. Khan starting 
in the mid-1980s. In the late 1990s, it became more 
decentralized as A. Q. Khan realized he was under 
surveillance. It became a "privatized subsidiary" of the 
imports network. 

The story cannot be reduced to the simple "reversal 
of the flow" described by some. However, there were 
clear links between the import and export networks. 
Some of the components that A. Q. Khan exported were 
also components he needed for the national program; 
thus, starting in the mid-1980s, he reportedly began to 
order more components than necessary for the national 
program.^^ 

Also, several key individuals involved in Pakistani 
exports were also involved in the imports. Mohammed 
Farooq, A. Q. Khan's principal deputy, was reportedly 
in charge of overseas procurement for KRL.^^ Others 
were long-time associates, whom he had met in the 
1960s and 1970s. They included Peter Griffin (who was 
involved in early imports of inverters from the UK); 
Gotthard Lerch (who used to work at Leybold Heraeus, 
which was to become a key contractor of Pakistan) ; Otto 
Heilingbrunner (same); Henk Slebos (who studied with 
A. Q. Khan, used to work at Explosive Metal Works 
Holland, and sold various equipment to Pakistan over 
the years, including bottom bearings in 2001 which 
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were probably meant for Iran or Libya); Friedrich 
Tinner (who used to work at Vacuum Apparate 
Technik, a firm which sold equipment to Pakistan in 
the 1970s); and Heinz Mebus (who was involved in the 
first centrifuge transfers to Iran in the mid-1980s). 

Other elements of commonality exist between 
the two networks. Tactics designed to fool Western 
exports controls were learned for imports and used for 
exports. States such as the UAE and Turkey were major 
platforms for both imports and exports. And the Bank 
of Credit and Commerce International (BCCI) was, it 
seems, one of the conduits used (until its demise in 
1991) for payments made to Pakistani officials.^^ 

Iran. 

The issue of transfers to Iran is complex. To this day, 
it remains difficult to tell the exact degree of implication 
of the various Pakistani centres of power in decisions 
related to the sharing of nuclear technologies with 
Tehran. One individual played a central role: Mirza 
Aslam Beg, Vice Chief of Army Staff (VCoAS, 1987- 
88), then CoAS from August 1988 until August 1991.i« 
There seem to have been three different phases. 

Phase 1: 1986-88. First, beginning in 1986 there was 
a period of limited cooperation probably approved 
by general Zia-ul-Haq himself. In November 1986, 
the Pakistani press reported that Zia had answered 
favorably to an Iranian request for nuclear cooperation.^^ 
A secret bilateral agreement was signed between the 
Pakistan Atomic Energy Commission (PAEC) and its 
Iranian counterpart in 1987, which provided inter alia 
for the training of Iranian scientists.^" A. Q. Khan's 
dealings with Iran started at the same time. He may 
have visited Iran as early as January 1987.^^ Later 
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that year, a negotiation took place in Dubai for the 
seUing of PI centrifuge diagrams, an enrichment plant 
diagram, and spare parts for at least one PI machine 
(but probably many more, since the offer involved 
2,000 machines).22 

President Zia, it seems, had authorized the 
initiation of bilateral nuclear cooperation while asking 
for it to remain limited.^^ He did not want Iran to get 
the bomb. He was wary of A. Q. Khan whom he saw 
as "politically naive and a publicity seeker"; he was 
reportedly upset when Khan upstaged him in the 
famous 1987 interview that revealed to the world that 
Pakistan had the bomb.^'* 

Khan was reportedly telling military authorities that 
the transfers were of very limited importance, since they 
concerned only used and or obsolete equipment. ^ He 
probably felt "covered" by Zia's approval for limited 
nuclear technology transfers to Iran. But he may also 
have been encouraged by general Mirza Aslam Beg, in 
his capacity as Army Vice Chief of Staff, who was ready 
to do more, and was probably in a position to do so: he 
was in fact the real Co AS, since Zia was also President. 
Beg reports that emissaries from Iran first approached 
Pakistan near the end of the Iran-Iraq war, with broad 
requests for military sales, which were, according to 
him, denied by President Zia. This is consistent with 
what a former Pakistani ambassador to Iran reported, 
namely that Zia refused to abide by an Iranian request 
made in Tehran in January 1988 for mastery of the fuel 
cycle.^^ 

Phase 2: 1988-91. After Zia's death, the two parties 
may have envisioned a more complete cooperation, 
under pressure from general Beg, but probably with 
the knowledge of political authorities. A. Q. Khan was 
certainly encouraged to act in this direction by General 


18 


Beg and President Khan when they abruptly came to 
power after Zia's death in August 1988. According 
to a Pakistani account, A. Q. Khan's first move when 
Benazir Bhutto came to power (December 1988) was to 
ask her to make him PAEC director; when she refused, 
he chose to place his loyalty with Beg and G. I. Khan.^^ 

General Beg came back from a February 1990 visit 
to Iran with assurances from Tehran regarding support 
for Pakistan about Kashmir.^ He has mentioned an 
Iranian request for the bomb made in Islamabad 
that same year.^^ He has consistently denied having 
approved such transfers, but has confirmed the scope 
of nuclear discussions between Tehran and Islamabad 
at the time. According to him, the contacts had been 
made at Iran's initiative; he and Benazir Bhutto 
(who remained Prime minister until August 1990) 
were playing "ping-pong" with their interlocutors, 
constantly telling them to go and see the other party.^" 
A former U.S. administration official, Henry Rowen, 
says that Beg threatened in January 1990 to transfer 
military usage nuclear technology should Washington 
stop arms sales to Pakistan.^^ A. Q. Khan himself says 
that the transfers were explicitly authorized by Beg. 

There is evidence that Benazir Bhutto's government 
knew about this cooperation. She was told in 1989 by 
Hashemi Rafsandjani that the Pakistani military had 
offered nuclear technology to Iran, and that Rafsandjani 
wanted her approval — which she says she did not give.^^ 
(According to Beg, she told him that the Iranians had 
offered four billion dollars for nuclear technology.^*) A. 
Q. Khan says that the transfers were in fact encouraged 
by the military adviser to Mrs. Bhutto, General Imtiaz 
Ali.^^ And one meeting in Karachi between Khan and 
the Iranians reportedly took place at the request of 
another Bhutto adviser.^^ Mrs. Bhutto says that by 1989 
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she had made her way into the inner circle of nuclear 
decisionmaking?^ She had been extensively briefed on 
her own country's program by the U.S. administration 
during her June 1989 visit to Washington.^^ (Former 
U.S. Ambassador Dennis Kux confirms that she was 
probably "in the loop" until early 1990.^^) In fact, her 
knowledge of nuclear transfers may also have been a 
factor in her dismissal. She was pressed hard by the 
United States about Pakistan's nuclear program. In the 
summer of 1990, she became seen as a problem, and A. 
Q. Khan reportedly asked Beg for her sacking.*" Thus, 
even though there is no evidence that Mrs. Bhutto 
approved any transfer, she was aware of Iran-Pakistan 
discussions; and some of her advisers may have given 
the nod to Beg and Khan. 

Phase three: 1991-95. In a third phase, the two 
countries seem to have begun a closer cooperation, in 
line with a growing convergence of interests. 

Two events changed Pakistani perspective. One was 
the invasion of Kuwait. The other was the imposition 
of U.S. sanctions under the Pressler amendment, which 
became inevitable on October 1, as U.S. President 
George Bush refused to certify that Pakistan did not 
have a military program. 

An Iranian-Pakistani nuclear cooperation was 
coherent with General Beg's strategic choices. Beg 
initially approved Pakistan's participation in the 
coalition against Iraq; but by the end of 1990, he 
changed his mind and made it public in late January 
1991.*^ He actively sought a partnertship with Iran 
in order to protect both countries against the United 
States.''^ (He ended up grudgingly accepting Pakistani 
participation in the coalition as long as it was limited 
to the defense of Saudi Arabia.) Political reasons were 
not the only ones at play. General Beg and others 
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thought it was a good way to finance the defense 
budget and Interservice Intelligence (ISI) operations in 
Afghanistan and Kashmir, especially in light of coming 
U.S. sanctions. Several former officials of Nawaz 
Sharif's first government (November 1990-July 1993) 
have separately confirmed that in 1991, General Beg 
tried to convince Mr. Sharif to undertake large-scale 
nuclear cooperation with Iran.*^ 

There were indeed high-level contacts to that effect 
between the two governments during 1991. Envoys of 
Hashemi Rafsanjani (including Mohsen Rezai, head 
of the Pasdarans from 1981 until 1987) visited Sharif 
in February and July 1991. Pakistani authorities have 
confirmed that Beg was involved in transfers to Iran 
in 1991.*^ In November 1991, general Asif Nawaz (who 
had succeeded Beg in August) went himself to Tehran; 
meanwhile, Beijing reportedly gave its blessing to 
Iran-Pakistan cooperation.'*^ General Beg himself has 
confirmed that contacts with Iran continued after 
Benazir Bhutto's departure in August 1990.^^ 

It is difficult to know with certainty what became 
of these projects. Some claim that Pakistan and Iran 
did agree on nuclear cooperation and discussed the 
possibility of a mutual defense treaty.^^ According 
to Beg, an agreement was indeed reached in 1991 
for nuclear cooperation in return for conventional 
weapons and oil.^* However, several sources have 
stated that the Pakistani political authorities refused to 
go ahead. One claims that president G. I. Khan sought 
Sharif's approval for the deal; when he refused, the 
deal was abandoned.*^ According to U.S. Ambassador 
Robert Oakley, Nawaz Sharif and G. I. Khan told 
Rafsanjani that Pakistan would not implement the 1991 
agreement.^" 
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What is clear is that the bilateral cooperation that 
was envisioned by the two countries was a two-way 
street; it did not concern only nuclear technology, 
but also conventional arms, probably oil, as well as 
mutual political support. In the nuclear realm, the 
known transfers of that period involved diagrams for 
PI and P2 centrifuges, and 500 used PI centrifuges in 
a disassembled form. (Three actual P2 machines may 
also have been delivered.^^) The negotiation for these 
purchases took place in the fall of 1993, and the deal 
was reportedly struck in October 1994.^^ The goods 
were delivered in 1994 and 1995. They included a 
document describing, inter alia, "the casting of enriched 
and depleted uranium metal into hemispheres, related 
to the fabrication of nuclear weapons components."^^ 
According to a reported IAEA account, no less 
than 13 meetings took place between Tehran and 
representatives of the network in the years 1994 to 
2999 54 Some shipments reportedly took place after 
1995, perhaps as late as 2000.^^ 

This second influx of Pakistani technology to Iran 
took place during Mrs. Bhutto's second mandate 
(October 1993-November 1996). Given the extent of 
government-to-government contacts, it certainly took 
place with the knowledge of several key authorities. 
She has confirmed that an offer had taken place and 
that there was a debate in Pakistan's ruling circles 
about it.^^ 

The full scope of Pakistani exports and transfers 
to Iran— be they envisioned, planned or realized — is 
probably not yet known. Several questions still need to 
be addressed. Did the infamous "Chinese blueprint" 
for a nuclear weapon ever find its way into Iran? How 
many PI spare parts and P2 parts (ring magnets in 
particular) were actually delivered to Iran by the Khan 
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network?^^ Given the similarities between the Pakistani 
Khushab reactor and the planned Iranian Arak reactor, 
was there any Pakistani help involved? 

Iraq. 

Available sources indicate that the initial contact 
with Iraq was made just a few weeks after the invasion 
of Kuwait. A note from the Iraqi intelligence services, 
dated October 6, reports that A. Q. Khan was ready to 
help Baghdad to "establish a project to enrich uranium 
and manufacture a nuclear weapon." It reported that 
A. Q. Khan was prepared to give Iraq "project designs 
for a nuclear bomb." Equipment was to be transferred 
from European companies to Iraq via a Dubai-based 
company.^* The Iraqi government, however, feared 
that it was a sting operation.^'' 

Such a gesture would have been consistent with 
GeneralM. A. Beg'sopposition to Pakistani participation 
in the international coalition (an opposition he began 
to express at the end of 1990). At the same time, 
however, if Beg was keen to help Iran, it would have 
been illogical for him to support the development of an 
Iraqi bomb at the same time. Helping Saddam Hussein, 
Iran's mortal enemy, to get nuclear weapons might 
have been consistent with Beg's political preferences (a 
staunch opponent of U.S. influence in the region), but 
completely at odds with his personal culture (a Shi'a 
with strong admiration for Iran). 

North Korea. 

The Pakistan-North Korea strategic connection 
was established as early as ia 1971, when Z. A. Bhutto 
made Pyongyang a major source of conventional 
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arms procurement. The Iraq-Iran war cemented 
the partnership between the two countries, both of 
which aided Tehran's missile program.^" According 
to Indian sources, Pakistan and North Korea began 
their missile and nuclear cooperation in 1988.^^ Most 
sources agree, however, that the nuclear side of the 
bilateral cooperation began only around 1993. A 
defense cooperation package was agreed upon at the 
occasion of Benazir Bhutto's December 1993 visit to 
Pyongyang. ^2 A. Q. Khan seems to have "paved the 
way" for Bhutto's visit. He and the military involved 
Benazir Bhutto for the missile deal, because of the good 
relations of her father with North Korea.^^ A. Q. Khan 
travelled extensively to North Korea. He was given a 
tour of Pyongyang's nuclear facilities in 1999.** That 
same year. Democratic People's Republic of Korea 
(DPRK) experts were seen visiting the Khan Research 
Laboratories (KRL).''^ But the extent of his personal 
initiative in the matter of nuclear transfers remains 
open to question. It is possible that he felt that he was 
"covered" by the military authorities because of the Iran 
precedent. In any case, it seems likely that the military 
knew about the nuclear exports. General Jehangir 
Karamat (CoAS from 1996 to 1998, and ambassador 
to the United States until 2006) seem to have played a 
significant role in the DPRK-Pakistan connection.** It is 
also possible that the DPRK sometimes would serve as 
a conduit for Chinese assistance to Pakistan. 

The usual explanation of what happened with North 
Korea is that it was a quid pro quo. This is what the 
U.S. Government believed in the late 1990s.*^ However, 
the story seems to be more complex. Nuclear exports 
seem to have begun much later than missile imports. 
Benazir Bhutto insists that the North Korean missiles 
were bought, not exchanged for nuclear technology.*^ 
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(Some well-informed analysts insist that the latter were 
financed by "money and rice."'''^) Later, the Pakistani 
"reserve crunch" might have prompted Pakistan to 
turn from cash to nuclear technology in return for 
missile technology 7° A former aide to Kim Il-Sung 
states that this deal was concluded in the summer of 
19967^ Centrifuges went to North Korea between 1997 
and 1999, but other transfers took place until around 
July 20027^ According to an early Musharraf account, 
"probably a dozen" centrifuges were sold7^ Most 
available sources refer to PI technology, but some have 
suggested they may have included P2 centrifuges7* 
The transfer of P2s was later confirmed by Musharraf, 
who mentions ia his memoirs a total of "nearly two 
dozen" centrifuges7^ There are also allegations of a 
broader cooperation in the nuclear area7*' 

The missile imports were discovered by the 
United States around 1997-987^ In April 1998, the 
State Department applied sanctions against KRL. At 
about the same time, Washington also discovered that 
Islamabad exported nuclear technology to Pyongyang7® 
It asked Nawaz Sharif to cease transfers; Sharif made 
a commitment not to transfer nuclear weapons to 
Pyongyang, but refused to go further7^ 

Whatever the reality, the most detailed studies about 
the DPRK-Pakistan ballistic and nuclear relationship 
have refrained from drawing definitive conclusions 
about its nature, especially given the uncertainties 
about the exact scope of the nuclear relationship.^" 

Libya, 

The nuclear relationship with Libya began in the 
mid-1970s. It is likely that Tripoli financed Pakistan's 
nuclear program up to several hundred millions of 
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dollars. During an internal Department of State (DoS) 
meeting in 1976, one of the participants mentioned "an 
intelligence report that Libya has agreed to finance 
the Pakistani reprocessing project in return for some 
unspecified future nuclear cooperation."^^ However, 
initial transfers to Libya were limited to knowledge 
and expertise through training. This first phase ended 
with the deposition of Z. A. Bhutto. Concrete transfers 
took place only after the reinvigoration of Libya's 
program in 1995. Contact was made with A. Q. Khan 
at that time.^2 

In 1997, Libya received 20 complete LI centrifuges, 
and most of the components for another 200. In 2000, 
it received two complete but "second-hand" L2 
centrifuges, as well as two small cylinders of UF6. In 
early 2001, it received one larger cylinder containing 1.7 
tons of UF6. In late 2001 or early 2002, documentation 
on nuclear weapons design, including the "Chinese 
blueprint," was transferred. A. Q. Khan was still directly 
in touch with the officials in charge of Libya's nuclear 
program in 2002.^^ In late 2002, components for a large 
number of L2s began to arrive.*^ Libya is probably the 
only documented case of Pakistani nuclear exports 
where the expression "Wal-Mart" (used by IAEA 
Director EI-Baradei) could apply. 

There is little evidence of direct involvement of 
Pakistani authorities in the Libya deal. Some have 
even pointed out that Khan himself was not always 
involved in all transactions. The network, it seems, had 
then taken on a life of its own.^ 

Saudi Arabia. 

There is no hard evidence of Pakistani-Saudi 
cooperation on nuclear issues in the public domain. The 
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hypothesis of such cooperation rests on a combination 
of ample anecdotal evidence and strong political 
logic. 

Saudi financial support for Pakistan's nuclear 
program in the 1970s is well-documented (see above). 
U.S., Israeli, and Saudi sources (including Mohammad 
al-Khilawi, a diplomat who defected to the United States 
in 1994) reported in the early 1980s that Saudi financial 
support for the Pakistani program was continuing.^^ 
The BCCI may have been one of the conduits used.^'' 
This would make the banks a key institution, both 
involved in imports and exports. Khalid Hassan, a 
former adviser to Ali Bhutto, confirmed that Saudi 
Arabia was indeed an essential foreign fundgiver to 
the Pakistani program. Nawaz Sharif called Prince 
Abdallah for his opinion before giving the go-ahead to 
the 1998 tests.*^» 

In 1990, Saudi Arabia was reportedly tempted to 
get Pakistani nuclear weapons for its CSS-2 missiles.^^ 
Islamabad is said to have refused because of the 
political risks involved.^" In May 1999, Prince Sultan 
(then defence minister) was the first-ever foreign leader 
to visit Kahuta. A. Q. Khan, for his part, visited Saudi 
Arabia at least twice (November 1999, September 
2000).^^ Saudi leaders have attended Pakistani Ghauri 
test launches (2002 and 2004). 

The nuclear question seems to have been raised anew 
after 2001, including in discussions with Islamabad. '^^ 
Prince Sultan was reportedly given a tour of Pakistani 
nuclear installations in August 2002.^^ President Bush 
himself is reported to have included Saudi Arabia in 
a list of countries of proliferation concerns in January 
2003, and Ryad may have begun direct financing of 
KRL around that time.^^ According to U.S. ambassador 
Chas Freeman, in 2003 King Fahd asked for a nuclear 
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guarantee in case Iran produced the bomb.''^ Whatever 
was said by Washington, it is doubtful that in the post- 
September 11, 2001 (9/11) context Ryad beUeves it will 
always be protected by the United States. (The 2003 
U.S. military withdrawal from Saudi Arabia may have 
been another incentive.) According to the Guardian, 
three options for the Saudi nuclear future were 
considered that year by Ryad: a nuclear deterrent; a 
security guarantee; or a nuclear-weapons free zone 
in the region. (Prince Turki implicitly confirmed the 
existence of the document by stating it was not followed 
by action.'^) A visit by Prince Abdallah in October 2003 
was reportedly the next occasion for Islamabad and 
Ryad to discuss nuclear cooperation. Several sources 
have asserted that a "nukes for oil" barter was agreed 
upon on this occasion. Ryad may have formally asked 
for nuclear warheads to equip its CSS-2.'^** Other 
sources say that several Saudi C-130s made return trips 
to Pakistan between October 2003 and October 2004, 
followed by visits of nuclear experts in 2004-05 under 
cover of the Hajj.'''' (The same sources say that Ryad's 
decision to recall 80 diplomats in January 2004, and 
general Musharraf's unexpected trip to Saudi Arabia 
in late June 2005, were caused by the windfall of the 
Abdul Qadeer Khan affair.i°«) In April 2006, a French 
media outlet stated that Prince Khaled, vice-minister 
for defense, visited KRL in October 2004. It affirmed 
that nuclear cooperation between the two countries 
was now well underway. It stated that an agreement 
on nuclear cooperation was made on the occasion 
of King Abdallah' s visit to Islamabad in February 
2006, followed by a visit to KRL by Prince Sultan bin 
Abdulaziz, defense minister, in April. A few weeks 
later, a German report stated that the Al-Sulayyil base, 
where CSS-2s are believed to be hosted, now houses 
Pakistani Ghauri missiles.^"^ 
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Most of these elements are unconfirmed reports, 
but they are extraordinarily persistent. The doubts 
about Ryad's intentions have been further raised by 
the country's decision in April 2005 to ask the IAEA 
for a "Small Quantities Protocol" (SQP), exempting 
the Kingdom from intrusive monitoring of nuclear 
activities. 

Other Countries. 

It was reported in 1999 by a Pakistani newspaper 
that the UAE made a request for nuclear assistance to 
A. Q. Khan during a visit of minister of information 
Shaykh Abdullah Bin Zayid Al Nahyyan; A. Q. Khan 
reportedly said that he would not give nuclear weapons 
to the UAE "on a platter," but would consider nuclear 
training and education.^"^ There are good reasons to 
believe that the UAE could have expressed an interest 
in nuclear weapons: (1) its central role in the foundation 
of the BCCI, which was probably used as a conduit 
for Pakistani imports and exports; (2) its pivotal role 
as a "node" in Khan's exports network; (3) its unease 
about the development of Iran's nuclear program; (4) 
its possession of Black Shaheen cruise missiles (as well 
as a few ageing Scud B ballistic missiles), which could 
probably host a small-size nuclear warhead. 

It was reported in 2004 that an offer for nuclear 
technology and hardware was made by A. Q. Khan to 
Syria.^°^ A. Q. Khan gave several lectures in Damascus 
in late 1997 and early 1998.^°^ But he is also suspected 
of having met a top Syrian official in Beirut to offer 
assistance with a centrifuge enrichment facility.^°^ 
After 2001, A. Q. Khan's meetings with Syrians were 
reportedly held in Iran.^"^ Not much is known about 
the Syria case. Some intelligence sources reportedly 
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believe that the country has imported centrifuges from 
the network.^"** However, other sources have stated 
that the offer was decUned.^"^ 

Other countries have been mentioned. It was 
reported in 2004 that A. Q. Khan offered nuclear 
assistance to Egypt, which is said to have turned down 
the offer."° Some suspect that A. Q. Khan may have 
transferred centrifugation technology to Brazil.^^^ There 
have also been throughout the 1980s and 1990s several 
mentions of Turkey as a possible recipient of Pakistani 
nuclear technology.^^^ Finally, several sources claim 
that Pakistan exported its URENCO centrifugation 
technology to China, which had a relatively weak 
centrifuge enrichment program.^" 

PAKISTANI NUCLEAR EXPORTS: WAS THERE A 
STATE POLICY? 

An Individual Initiative? 

Most knowledgeable observers of the Pakistani 
scene agree that A. Q. Khan had an important degree 
of autonomy. If nuclear weapons exports had been a 
consistent State policy, then it would have been logical 
that PAEC had a role in it too, which does not seem to 
have been the case. This does not exonerate Pakistani 
authorities, but as an informed observer put it, "Khan 
likely exceeded whatever mandate he received from 
the Pakistani leadership.""* He may have felt that 
he was "covered" for whatever he did by the large 
amount of trust and autonomy he was enticed with.^^^ 
It seems, in fact, that A. Q. Khan was able to manipulate 
the government, and the Pakistani authorities did not 
want to know what was going on. For instance, he 
would tell the Prime minister that he needed to go to 
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Iran for reasons of national security, and that would 
be enough."^ "As long as Khan's group delivered the 
goods, no state authority questioned his tactics.""^ 
That Pakistani Air Force planes were chartered does 
not necessarily indicate a government implication 
in nuclear transfers: In the case of North Korea, a 
legitimate explanation was the missile and other arms 
transfers (such as air defense systems); in the case of 
Libya, the explanation would have been the export of 
conventional weapons. 

The network's actions were made easy by the se- 
crecy and compartmentalization of Pakistan's program 
until the late 1990s, which did not create the best condi- 
tions for oversight. Security precautions were made to 
protect KRL from the outside world, not to protect 
the outside world from KRL — and security officers 
reported to Khan.^^^ Another reason was that KRL had 
become, by the late 1980s, a large weapons manufacturer 
embedded in Pakistan's military-industrial complex; 
many officials did not have an interest in rocking the 
boat. An Army investigation for details about KRL and 
PAEC procurements went nowhere."'' 

However, at some point, it became not good 
enough. Three events changed the picture: the 1998 
tests, the 1999 coup, and the 2001 attacks and their 
aftermath. There was a progressive reorganization of 
Pakistan's nuclear program between 1998 and 2001. 
The nuclear laboratories, which for a long time had a 
large operational and financial autonomy, were reined 
in. A. Q. Khan was forced to retire from KRL in March 
2001. 

Several explanations exist as the reasons for this 
decision. Some U.S. administration officials have said 
that this was an American request.^^^ It may also have 
been Musharraf's own initiative — or a combination of 
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both. After the 1998 tests, Pakistan was under strong 
pressure from the United States to show responsible 
behavior, and it was in dire need of Western assistance. 
There was an ISI investigation of Khan's finances in 
1998-99.^^^ Another inquiry by the newly-created 
National Accountancy Bureau at the request of 
Musharraf revealed unapproved financial transactions; 
it was not pursued due to the sensitivity of the matter. 
Then came reports of North Korean experts visiting 
KRL. Although the visits were even then denied by A. 
Q. Khan, according to Musharraf the event triggered 
surveillance of his activities. According to several 
sources, the ISI— which since 1999 reported directly to 
Musharraf —followed A. Q. Khan to Dubai in the fall 
of 2000. When asked for an explanation by Musharraf, 
who was concerned about financial improprieties, he 
complained about the surveillance, gave false excuses, 
and continued his travels.^^* The same thing happened 
when he was asked by Musharraf to explain an aircraft 
landing in Zahedan, Iran.^^ But A. Q. Khan probably 
felt invulnerable. He was clearly reluctant to abide 
by the new rules, which included a better oversight 
of nuclear officials. He was making it known that he 
disapproved of the reorganization of Pakistani nuclear 
policy.^^^ 

The official version, which includes in particular 
the report that Pakistani authorities only discovered 
A. Q. Khan's unsanctioned activities after the ISI 
raided a cargo plane leaving for North Korea in 2000, 
is not convincing.^^'' But there was definitely a personal 
element in his activities. 

Why, then, given that extensive transfer of nuclear 
technology to North Korea and Libya could have taken 
place from 2001 to 2003, at the exact time of Pakistan's 
consolidation of nuclear policymaking, and well after 
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Khan's dismissal in March 2001, was he allowed to 
continue his travels?^^^ The reason may be that he 
had the keys to the imports network, still vital for the 
Pakistani nuclear program.^^^ Note that A. Q. Khan 
remained Special Adviser to the Chief Executive on 
Strategic and KRL Affairs after his dismissal, until a 
Nuclear Command Authority (NCA) decision stripped 
him of this title on January 31, 2004. 

Khan's motivations were complex and evolved 
over time. They cannot be reduced to a single factor. 
According to David Sanger, "to understand A. Q. Khan, 
you have to understand ego, greed, nationalism, and 
Islamic identity."^^" A first motivation was to ensure 
his personal role and legitimacy in Pakistan's nuclear 
program: Transfers were the counterpart of imports 
made for the sake of the Pakistani program, or of 
financial assistance given to Pakistan by countries such 
as Libya or Saudi Arabia. A. Q. Khan also reportedly 
wanted to deflect attention from Pakistan. He said 
in his debriefing sessions that he thought that "the 
emergence of more nuclear states would ease Western 
attention on Pakistan.""^ A second motivation, which 
seems to have gained in importance over time, was 
pure and simple greed. Supply created demand: Excess 
inventories of centrifuges and spare parts (notably PI 
centrifuges, since they were being replaced by P2s) 
were looking for customers. A third element was 
pure and simple hubris. A. Q. Khan was a man who 
enjoyed defying authority and norms. He talked about 
centrifugation technology as if it was his own property. 
This is where the Islamic dimension comes into play: 
He may have been willing to be recognized as the one 
who gave the Bomb to the Umma. He reportedly said 
that his transfers "would help the Muslim cause."^^^ 
That said, some of those who know him say A. Q. Khan 
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is not an Islamist, and that he emphasized his faith to 
bolster his support in the country. A. Q. Khan may 
simply have wanted to "defy the West" — given that all 
known customers were on unfriendly terms with the 
United States and Europe. 

A State Policy? 

Most known exports happened between 1988 
(the death of Zia) and 1999 (the Musharraf takeover). 
In August 1988, the program came into the hands of 
Senate chairman G. 1. Khan (who immediately became 
President according to succession rules) and CoAS 
Mirza Aslam Beg. 

In the ensuing decade, the structure of Pakistani 
power was complex, and divided among three 
individuals: the President, the Prime Minister, and 
the CoAS. For this reason, it is obviously difficult 
to answer the question "Who knew what?" As two 
knowledgeable observers put it, "The diffusion of 
authority enabled national security organizations to 
manipulate the system and become nearly autonomous. 
In this environment. Khan would have needed to 
convince only one of the centers of power that sharing 
nuclear technology with foreign entities would be in 
Pakistan's interest.""* 

What seems clear is two-fold. First, the Prime 
Ministers during that period (Benazir Bhutto and 
Nawaz Sharif in particular) were not completely out 
of the loop. Indeed, the Pakistani government openly 
acknowledges the role of two (conveniently dead) 
individuals close to the Bhutto family: General Imtiaz 
Ali, military secretary to Z. A. Bhutto and defense 
adviser to his daughter, Benazir; and family dentist 
Zafar Niazi.^^^ Second, a handful of Pakistani leaders 
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seem to have played a key role. One was General 
Mirza Aslam Beg, vice-Co AS, then Co AS from August 
1988 until August 1991. There is ample evidence of his 
involvement in Iranian-Pakistani nuclear cooperation. 
As stated above, his personal background (a Shi' a) and 
political preferences led him to take a consistent pro- 
Iranian, anti-Western stance. Another key individual 
was Ghulam Ishaq Khan. One quasi-official statement 
reported G. I. Khan as being actually in charge of the 
nuclear program from 1975 until 1991.^^^ As defense 
minister, he was involved in the decision to make 
Kahuta a separate entity under A. Q. Khan."^ He 
was a member of the three-man KRL oversight board 
when it was created ia 1976.^^^ As finance minister, 
he was present at the first 1983 cold tests.^'^ He also 
gave tax-free status to the BCCI, which was used as a 
conduit for Pakistani nuclear imports and exports.^*" 
Being chairman of the Senate, he automatically became 
president, at the same time as M. A. Beg became Co AS, 
after Zia's death, and remained in that position until 
July 1993. He was close to Beg and broke with him 
only when it became clear that he wanted to topple 
Nawaz Sharif. (G. I. Khan also opposed Beg's preferred 
candidate for his own succession. General Hamid Gul, 
a former ISI chief.) In 1990, A. Q. Khan acknowledged 
that G. I. Khan had been a key supporter of the nuclear 
program."^ He even described him as guarding the 
program "like a rock."^*^ When he died, A. Q. Khan 
had a mausoleum built for him in the "G. I. Khan 
Institute," for which he had been the project director. 
Finally, it is hardly conceivable that successors to M. 
A. Beg as chiefs of Army staff (Generals Azif Nawaz, 
Abdul Wahid Kakar, Jehangir Karamat, and Pervez 
Musharraf) were completely unaware of any transfers 
of nuclear technology. At the very least, they proved 
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unwilling to ensure that Khan was not able to proceed 
with unsanctioned exports. General Jehangir Karamat 
in particular may have been a key player in his capacity 
of CoAS from December 1996 until his resignation in 
October 1998. He was on good terms with A. Q. Khan. 
He reportedly ensured KRL participation in the 1998 
tests.^''^ (He was nominated ambassador to the United 
States in November 2004: but in March 2006, the 
Pakistani press announced his early departure from 
his position, for unknown reasons.) A. Q. Khan has 
reportedly admitted that both Kakar and Karamat knew 
and approved of his dealings with North Korea.""* 

During 1987 to 1999, A. Q. Khan, who was certainly 
good at manipulating the system, may have been him- 
self manipulated so as to ensure "plausible deniability ." 
A. Q. Khan's personal profits were reportedly known 
by the ISI since 1988, but Pakistan's military authorities 
refused to act."^ In 1989, the ISI reported suspicious 
activities to President G. I. Khan, but, as the protector 
of A. Q. Khan, he just told Khan that he needed 
to be careful."^ Knowledgeable observers suggest 
that a combination of factors in the year 1987 led to 
the emergence of the network: the shift towards P2 
centrifuges, creating a large "excess inventory" of Pis; 
the arrival of M. A. Beg as VCoAS; the "Brasstacks" 
crisis with India; and the "dress-down" given by Zia to 
A. Q. Khan for having boasted about Pakistan's nuclear 
capability in an interview. 

So, were nuclear exports a personal initiative or a 
State policy? The answer is: a little bit of both, in various 
proportions, according to the circumstances. Different 
transfers probably reflected different situations. There 
are, first, the three cases where the network was not 
directly involved: China, North Korea, and possibly 
Saudi Arabia. The possible quid pro quo with China 
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(centrifugation technology in return for UF6 or heavily 
enriched uranium [HEU], as well as a weapon design) 
would have been a state policy. Some claim that such 
a deal was concluded in the mid-1980s. In any case, 
the scope of Pakistan's nuclear cooperation with 
China, which extends for more than a decade, strongly 
suggests governmental approval. The transfers to 
North Korea may have been a State policy made with 
knowledge of some high-level Pakistani authorities 
(including perhaps Benazir Bhutto and Nawaz Sharif), 
although this point remains unclear. In any case, no 
element of Islamic solidarity was present there. Rather, 
it was the need to ensure the continued development 
and reliability of the liquid-fuel (G^flun-type) family 
of Pakistani ballistic missiles. Finally, any nuclear 
cooperation discussions with Saudi Arabia would 
have been, in all likelihood, sanctioned by the highest 
political and military authorities. 

And then there are the cases where the network 
was directly involved: Iran, Libya, Iraq, possibly 
Syria, and others. Iran is the most complex case. The 
launching of a military-oriented nuclear cooperation 
was probably not sanctioned by President Zia ul- 
Haq. However, during 1988 to 1995, exports to Iran 
were known by most Pakistani leaders, including 
Prime Ministers Bhutto and Sharif, and deliberately 
encouraged by some, such as M. A. Beg and G. I. Khan. 
The case of Libya was probably a Khan initiative. To 
some, including Khan himself, this may also have been 
"payback time." When Tripoli agreed to give financial 
support for the Pakistani program in the early 1970s, it 
asked for nuclear technology in return. (Z. A. Bhutto 
never committed himself to go that far.^*^ But he may 
have created expectations in Ghaddafi's mind.) Finally, 
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offers to Iraq and possibly to Syria were probably A. Q. 
Khan's own initiative. 

It seems reasonable to say that there was no constant 
and consistent state policy govemiag the nuclear 
exports made, or sanctioned, by Pakistani officials 
in the past 30 years. Concrete interests, personal and 
national, seem to have been the primary driver behind 
these exports. They were made possible by the large 
freedom of manoeuvre given to A. Q. Khan's activities 
until the end of the 1990s. But there has been, at least 
in one instance, in the late 1980s, an attempt to make 
nuclear exports part of a broader national strategic 
orientation. 

Some argue, however, that Pakistani nuclear 
exports do reflected a consistent State policy. According 
to Simon Henderson, there were two successive 
Pakistani strategies. First was a strategy of exchanges 
or barters: one with China (centrifuge technology for 
HEU and bomb design), and one with North Korea 
(centrifuge technology for ballistic missiles). Second 
was a strategy designed to blackmail the United States, 
through exports to Muslim States."^ Alternatively, 
different actors of the Pakistani leadership may have 
had different strategies. 

FUTURE RISKS 

There is no reason to believe that the current 
Pakistani leadership would today deliberately transfer 
expertise and knowledge to other States or nonstate 
actors, at least in peacetime. The risk of further 
deliberate transfers of nuclear technologies by the 
Pakistani authorities appears much weaker today — at 
least as long as there is an objective alliance between 
Pakistan and the United States. And there are good 
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reasons to believe that Pakistan has put its nuclear 
house in order, as deduced from a series of decisions 
and reorganizations made between 1998 and 2003. 
The Strategic Planning Directorate (SPD) is a serious 
organization manned by serious people. 

The Risk of Further Unsanctioned Transfers. 

However, risks have not disappeared. It is not 
certain that the additional security procedures set up 
by Pakistan since 2001 make it impossible to have 
significant unsanctioned transfers of know-how and 
expertise by lower-level scientists or engineers. No less 
than 10,000 to 16,000 people are employed by PAEC."^ 
A total of 6,500 scientists and 45,000 people are 
reportedly involved in the whole nuclear program.^^° 

Precedents are not reassuring. The full story of the 
travels of Sultan Bashiruddin Mahmood (a former 
PAEC director), Chaudry Abdul Majid (a former New 
Labs director), and Mirza Yusuf Baig (a PAEC engineer) 
to Afghanistan has yet to be written. The same for 
Suleiman Asad and Muhamed Ali Mukhtar's alleged 
links with Al-Qaida.^^^ Some of these individuals were 
previously associated with A. Q. Khan, including 
Mahmood who had been his first boss in 1975. The old 
question of "Who will guard the guardians?" remains 
relevant in Pakistan. 

In the past, key government officials were known 
for their Islamist sympathies. This was apparently the 
case for key scientists such as Abdul Qadeer Khan 
and Bashiruddin Mahmood, or military leaders such 
as Mirza Aslam Beg and Hamid Gul (a former ISI 
director). This was also the case of Muhammad Aziz 
Khan (a former chairman of the joiat chiefs of staff and 
as such responsible for nuclear procurement until 2004, 
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and known to consider the United States as the enemy 
number one of the Muslim world). Some scientists and 
engineers may have divided loyalties if approached by 
a nonstate Islamist actor. For a long time, this was not 
viewed as a problem by those overseeing the program: 
It was thought that piety was conducive to respect for 
authority.^^^ 

Risks of transfers would also exist in a crisis 
situation: Pakistan could pre-delegate launch 
authority for fear of preemption or decapitation. 
Putting nuclear weapons systems on alert involves 
the relocation of several elements (physics packages, 
assembled warheads, and delivery systems), making 
them vulnerable during transit. Also, it should be 
noted that a pilot flying a nuclear-armed aircraft is 
reportedly given all necessary codes before taking 
off .^^'^ One former official has even mused with the idea 
of a deliberate transfer to a nonstate actor in wartime 
in order to ensure a capability to retaliate on Indian 
soil; such a scenario would fall into the category of 
sanctioned transfers.^^^ 

The lack of real checks and balances and democratic 
controls in today's Pakistan might make it still possible 
in a post-Musharraf future for a Pakistani CoAS to 
order, on his own, a direct transfer of key technologies 
or equipments. 

The Risk of Further Sanctioned Transfers. 

If Iran encountered technical problems in the 
advancement of its nuclear program, it surely would 
like to benefit again from Pakistan's expertise. But it is 
very unlikely that Islamabad would agree. At the same 
time, two critical Iranian players of the Pakistan-Iran 
discussions of the 1980s are still in power in Tehran: 
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Rafsanjani (head of the Expediency Council) and 
Mohsen Rezai (secretary of the Expediency Council and 
a former candidate in the 2005 elections whose views 
on the United States are close to Ahmadinejad's). Their 
knowledge about the Pakistani system may put them 
in a position to approach certain players. In any case, 
new state-sponsored transfers would certainly suppose 
a breakdown in U.S.-Pakistan relations. Note also that 
Islamabad would have to make a choice between Ryad 
and Tehran. 

As far as Saudi Arabia is concerned, three scenarios 
can be conceived. A first scenario is a Pakistani nuclear 
guarantee without deployments, such as the one given 
by the United States to Japan. Ballistic missiles based 
in south-western Pakistan would have the range to 
cover a significant portion of the Saudi neighborhood, 
including U.S. bases (though not Israel). Some 
Pakistani planners acknowledge that such an option 
would be conceivable.^^^ It would not question the 
existence of U.S.-Saudi and U.S.-Pakistan alliances.^^" 

A second scenario would be a security guarantee 
involving nuclear deployments on Saudi soil, such as 
the one given by the United States to Germany. It would 
not be a violation of the Nuclear Nonprolifeeration 
Treaty (NPT), and if Pakistan continues to build up its 
arsenal, would not detract from immediate deterrence 
needs vis-a-vis India. It would be a win-win proposal, 
since Pakistan would gain in survivability against 
a hypothetical Indian preemptive strike (although 
even Shaheen-2 missiles would not be able to threaten 
Delhi from Saudi territory). Being detectable, such 
deployments would only be conceivable if relations 
were good between Washington on the one hand, and 
Ryad and Islamabad on the other. However, Pakistani 
planners acknowledge that such deployments would 


41 


be unacceptable to Israel."^ One of them calls the 
scenario "worse than the Cuban [missile] crisis. "^''^ 

A third scenario would be a Saudi bomb, either 
with the help of Pakistan or completely indigenous. 
Though highly unlikely, it is not completely farfetched 
given the Kingdom's wealth. A Nuclear Energy 
Research Institute was inaugurated in 1988, and Saudi 
publications show an interest in nuclear physics and 
technology.^^^ The Saudi request for access to the 
small quantites protocol (SQP) in 2005 (immediately 
followed by an unexpected visit by Musharraf on June 
25 and 26) raised eyebrows. Some sources assert that a 
second nuclear research center was created in 1975 at 
the Al-Su)^alil base.^^^ This is where the CSS-2 missiles 
were stored in 1998 — the same year as the creation of 
the Nuclear Energy Research Institute. Washington 
reportedly told Islamabad that the sale of Pakistani 
nuclear weapons to Saudi Arabia is a red line Pakistan 
should not cross.^^^ 


Since 1999, Pakistan has made considerable 
efforts to put its nuclear house in order, and a sense 
of responsibility on nuclear matters seems to pervade 
the country's leadership today. However, it will take 
time before Pakistan can be considered as "just another 
nuclear country." Two conditions may have to be met: 
the establishment of a long-term alliance between the 
United States and Pakistan, based on the recognition of 
enduring common interests, allowing the restoration 
of mutual trust; and the diffusion of a culture of 
responsibility in the vast Pakistani nuclear complex, 
beyond the elites. 
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CHAPTER 3 


COULD ANYTHING BE DONE TO STOP THEM? 
LESSONS FROM PAKISTAN'S 
PROLIFERATING PAST 

George Perkovich 

This chapter briefly narrates the basic story of 
Pakistan's quest for nuclear weapons and the inability 
of the U.S.-led international community to end it. 
The detailed story remains unknown outside of a few 
individuals in Pakistan, many of whom are now dead. 
U.S. intelligence archives also contain bountiful details 
unavailable to me. Hence, this is the Disney version of 
the story. 

The public record indicates that there was no 
magical moment when a particular covert action could 
have been taken or a breathtaking policy decision 
made that would have caused Pakistan to abandon 
its nuclear enterprise full stop. If the "private" record 
affirms this assessment, then the Disney rendition 
allows us to derive useful lessons from the Pakistan 
nuclear story. That is, there was no silver bullet action 
that could have diverted Pakistan from acquiring 
nuclear weapons, but this still leaves open the question 
whether a steady strategy of multiple thrusts could 
have changed Pakistan's course fundamentally. This 
is what I attempt to explore in the second half of the 
chapter. 

It is difficult to say precisely when Pakistan's 
nuclear quest began. We do know that the first 
Indian nuclear test in 1974 did not start Pakistan on 
its quest, as Pakistani propagandists used to insist. 
A seminal episode was the January 1972 meeting 
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in the Chief Minister of Punjab's home in Multan, 
where Prime Minister Zulfikar AH Bhutto reportedly 
exhorted a gathering of Pakistan's nuclear technology 
establishment to produce a fission bomb in 3 years, as 
the Americans had with the Manhattan Project. Bhutto 
said he would spare no expense in helping them do 
it} 

The timing was telling. Pakistan was still bleeding 
from the amputation of half its former self: Civil war in 
1971 had just severed East Pakistan from West Pakistan; 
the eastern part became the independent country of 
Bangladesh. Bhutto, convening in the Punjabi heart of 
West Pakistan, was launching the bomb initiative only 
a month after the ignominious defeat of the Punjabi- 
dominated Army at the hands of unmartial Bengaliis 
and their Indian supporters. Nuclear weapons would 
rebuild Pakistan's strength, heal its wounds, buttress 
its pride, and ensure better results in a future war. (The 
1971 defeat followed unsuccessful Pakistani military 
campaigns in 1948 and 1965). 

If nuclear weapons could equalize Indian power, 
Bhutto also felt they could equalize his personal 
power with that of the always-dominant Army. By 
inaugurating and overseeing the nuclear weapons 
program, Bhutto would control an asset as strategically 
meaningful as the instruments controlled by the Army, 
a form of internal balance-of -power politics. 

But a wrinkle should be added to the story here, a 
bit of backstory. In October 1964, China conducted its 
first nuclear weapons test. Days later, on October 24, 
Chairman of the Indian Atomic Energy Commission 
Homi Bhabha went on All-India radio and professor- 
ially explained that "atomic weapons give a State pos- 
sessing them in adequate numbers a deterrent power 
against attack from a much stronger State." In an 
example of the perennial false salesmanship of the 
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Indian nuclear establishment, he mentioned the 
remarkably low cost of a stockpile of 50 "atomic 
bombs" — $21 million — and described benign uses of 
peaceful nuclear explosives as well. Bhabha concluded 
his broadcast by urging the great powers to pursue 
nuclear disarmament in order "to create a climate 
favourable to countries which have the capability 
of making atomic weapons, but have voluntarily 
refrained from doing so."^ Bhabha's broadcast clearly 
intimated that India could build nuclear weapons if it 
wanted to, and that it would be cost effective to do so. 
He intended both to reassure the Indian public and to 
prompt political leaders to support whatever initiatives 
he may have then wished to pursue. Bhabha died 14 
months later, but not before winning prime ministerial 
authorization to begin design work on peaceful nuclear 
explosives. 

However, Bhabha's message to reassure a domestic 
audience shaken by China's nuclear achievement also 
was heard by an external audience, Pakistan. In terms 
of power, Pakistan was to India as India was to China. 
Bhabha's implicit recommendation for India to balance 
China made sense for Pakistan to balance India. Zulf ikar 
Ali Bhutto listened to Bhabha's broadcast and became 
convinced that India was going to build the bomb and 
Pakistan would have to follow suit in order to deter its 
more powerful and domineering neighbor. Bhutto was 
then a minister in President Ayub Khan's cabinet. He 
and other Pakistani elites had noted Bhabha's broadcast 
and subsequent claims that India could make a bomb in 
18 months if it wanted to. As I detail in India's Nuclear 
Bomb, a British journalist in early 1965 reported "deep 
anxieties ... in the key ministries in Rawalpindi — 
particularly at Defence— over the possibility that 110 
million Pakistanis will wake up one fine morning in 
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the latter half of 1965 to learn from Radio Delhi that 
India has become the world's sixth nuclear Power."^ 
It was in this article by Patrick Keatley in 1965(!), that 
Bhutto uttered his famous statement: If India got the 
bomb "then we should have to eat grass and get one, 
or buy one of our own." 

This backstory further informs the subsequent 
Pakistan nuclear narrative. In early March 1965 Ayub 
and Bhutto had met Chou En-lai in Beijing. At this 
meeting— Bhutto hinted in testimony in his 1977 
trial — he sought China's help in acquiring nuclear 
weapons capability. Bhutto's reliability deserves to 
be questioned, but we do know that China eventually 
provided fulsome assistance to Pakistan. 

The year 1965 also brought a war that foreshadowed 
how nuclear weapons capability would embolden 
Pakistani leaders to escalate efforts to wrest Kashmir 
away from India. I believe, but cannot prove, that 
Pakistan initiated the 1965 war to take the Kashmir 
valley from India before India acquired nuclear 
weapons, which Ayub and Bhutto feared would be 
sometime in the next year. Given how focused Bhutto 
and others were on the feared Indian rush to build the 
bomb and the deterrent effects an Indian bomb would 
have on Pakistan, it is inconceivable that this factor did 
not enter into the Pakistani decision to launch the 1965 
war. After Pakistan acquired basic nuclear explosive 
capability in 1987 it was emboldened in 1989 to invest 
heavily in a sustained insurgency against Indian 
occupation of Kashmir. And then, after the tests of 
1998, the Pakistan Army still more boldly wrested away 
a chunk of Indian-held territory near Kargil, leading to 
a brief but intense military conflict. 

To sum up this first Act, then, we see that Pakistani 
leaders' obsession with stymieing or besting India, 
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and proving their nobility by taking the Kashmir 
Valley from it, determined that the first hint of India's 
acquisition of nuclear weapons capability would drive 
Pakistan to match. Nuclear weapons would be the 
ultimate equalizer, the denier of Indian superiority, 
the proof of Pakistani mettle and durability. As long 
as the Pakistani (largely Punjabi) obsession with 
India would remain, the determination to acquire an 
equalizer to its power would be unstoppable. And the 
depth of the desire and the importance of the object 
desired meant that deals would be sought and made 
with China and anyone else who could help to acquire 
nuclear capability, by hook or by crook. It is nearly 
impossible to conceive how the Pakistani obsession 
with equalizing India could have been temporized by 
the United States or anyone else, and how once India 
pursued nuclear weapons capability Pakistan could 
have been persuaded not to follow. 

When the nuclear quest officially began in 1972, the 
technical leaders initially sought to follow something 
like an Indian model by using international nuclear 
cooperation to develop a large peaceful nuclear 
complex that would include plutonium reprocessing. 
One of Pakistan's major shortcomings was the lack of 
highly trained scientists and engineers. International 
cooperation would be necessary not only to acquire 
technology but also to develop cadres of engineers. By 
1973, after an earlier dalliance with the United Kingdom 
Atomic Energy Agency, the Pakistan Atomic Energy 
Agency contracted with a Belgian firm to secretly 
build a pilot-scale reprocessing plant in Pakistan, 
which eventually became known as PINSTECH.* This 
plant was not sufficiently large to be the source of an 
ambitious nuclear weapons capability, but cooperation 
in building and operating it could prepare Pakistani 
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cadres to scale up a reprocessing program later. 
Pakistani nuclear officials also entered negotiations 
with France to acquire an industrial-scale reprocessing 
plant. Pakistan hoped to obtain the facility free from 
safeguards. This was possible insofar as France had 
not yet signed the Nuclear Nonproliferation Treaty 
and therefore was not legally obligated to insist on 
safeguards at plants it cooperated in building in other 
countries. But the talks proceeded slowly and fitfully. 

The initial plan, at least as it was related to me 
years later by the then-Chairman of the Pakistan 
Atomic Energy Commission, Munir Ahmad Khan, 
was not to divert or misuse foreign-supplied reactors 
and a reprocessing plant to produce nuclear-weapons 
fuel, but rather to use the know-how gained from 
this cooperation to indigenously produce parallel 
capabilities that could yield a bomb. It is probably 
more accurate to say that Pakistan was planning to use 
whatever assistance it could get away with using to 
acquire material for a bomb, and if it could be done via 
the French-supplied plant, it would, and if somehow 
material could not be diverted, then Pakistan would 
use the knowledge and contacts gained to build their 
own means later. 

But Pakistan was not India, and an Indian-sized 
and paced nuclear program was inf easible for Pakistan. 
Moreover, the world after the Indian test of 1974 was 
not the world in which the United States, Canada, 
and others had supplied India with the reactor, heavy 
water, and reprocessing plant it used to produce its first 
nuclear explosive. Pakistan got knocked backward 
by the political shock waves of the Indian test. The 
world's advanced nuclear technology states were now 
moving to tighten controls on exports of reactors, 
reprocessing plants, and other sensitive technologies 
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and know-how. Plans to develop a large nuclear 
establishment with foreign help and then build off it 
a weapons capability became much less promising. 
All the more so, given that Pakistan had no remotely 
feasible economic rationale for needing the plutonium 
reprocessing plant it had contracted the French state- 
backed firm, Societe Generale Nucleaire (SGN), to build. 
In 1975, Prime Minister Bhutto evinced frustration at 
the slow pace of negotiations with the French over the 
reprocessing plant. The French were now insisting 
that Pakistan implement International Atomic Energy 
Agency (IAEA) safeguards on the proposed facility. 

The Indian test also reduced the appeal of the 
plutonium-route for Pakistan, given the amount of 
time it would take to build a production reactor and 
a reprocessing plant even if foreign cooperation was 
forthcoming. Pakistani leaders psychologically could 
not wait. 

Prime Minister Bhutto therefore must have been 
highly receptive when a Pakistani engineer residing 
in Holland wrote him in 1974, after the Indian test, 
offering his services to Pakistan's nuclear program, 
particularly in the area of uranium enrichment. Bhutto 
responded by inviting Khan to meet the next time the 
latter was in Pakistan, which happened in December 
1974. A. Q. Khan began what became a vicious rivalry 
by denouncing Munir Ahmad Khan's leadership 
of the nuclear program and his plans to base it on 
plutonium. Bhutto invited A. Q. to return to Pakistan 
and lead a uranium-enrichment effort, which Khan did 
in January 1976, as the plutonium route was looking 
more difficult. 

A. Q. Khan is now a household name around 
the world, but he was a nobody when he departed 
his Dutch engineering firm, EDO, and returned to 
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Pakistan to begin an illustrious proliferation career. 
Open sources do not specify which logistical means he 
used, but Khan provided to Pakistan blueprints for a 
URENCO uranium enrichment plant and, according 
to Shahid-Ur-Rehman, components of at least one 
centrifuge. In this sense, Khan himself was the first 
model for the proliferation network he later famously 
established, many of whose key personnel are/ were 
based in Europe. 

While A. Q. Khan was making his plans to return to 
Pakistan, Prime Minister Bhutto visited Washington in 
1975 to play a game that the United States and Pakistan 
have repeated many times since. Bhutto knew that 
many people, especially Realists such as Secretary 
of State Henry Kissinger, would expect Pakistan to 
build nuclear weapons after India's test. As Bhutto 
departed Pakistan, he told the press that Pakistan's 
nuclear weapons policy was "under constant review" 
and depended on whether the United States would 
help Pakistan acquire sufficient conventional weapons 
to obviate the need for nukes. In Washington, Bhutto 
duly leveraged the promise of nuclear restraint for 
renewed U.S. arms sales. (The United States had cut 
off such sales since the 1965 war.) American officials 
were not completely naive. They sought a promise 
from Bhutto that Pakistan would "forego or at least 
postpone development of a nuclear explosion option," 
in the words of a draft State Department memo.^ 
Bhutto obliged by signing a secret note typed on a 
small piece of stationary promising that in "developing 
its nuclear technology, Pakistan would not divert 
any of its urgently needed development resources to 
the expensive efforts required to produce a nuclear 
explosion provided its defence in the conventional 
field is assured."^ Here U.S. officials were completely 
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naive if they thought that this formulation— or any 
promise, really— would slow the Pakistani nuclear 
effort. Pakistani leaders, like those in many countries, 
have always thought (or been told) that nuclear 
weapons are inexpensive, the biggest bang or strategic 
asset for the buck. Moreover, if Pakistan did not lower 
its already paltry development spending in order to 
finance the bomb program, it would meet these terms. 
Furthermore, Pakistan was soliciting Arab states such 
as Libya and perhaps Saudi Arabia to underwrite the 
nuclear program, much as it later would sell nuclear 
assets to help pay for strategic programs. The best that 
can be said for the United States here is that its officials 
were probably willingly duped by Pakistani leaders, 
much as they are today. 

Notwithstanding Bhutto's meaningless promise, 
Pakistan was gearing up to launch an enrichment 
program that would proceed as fast as its procurement 
and engineering efforts would allow. To the extent that 
he was trading time for military cooperation and good 
will, Bhutto, like Iranian officials today, was cunningly 
selling the liability of his state's technical program as 
an asset. Pakistan could not technically go faster, but 
it could be paid off for promising to go slow. 

Meanwhile, the United States was pressing hard 
to minimize, if not eliminate, the threat posed by the 
French-Pakistan reprocessing plant. Pakistani officials 
had not intended this plant to be a decoy, but in some 
ways it was becoming one, while the real action was in 
the enrichment field. Bhutto visited Paris in late 1975 
and encountered stiff insistence that Pakistan accept 
safeguards on the proposed plant. By early 1976, the 
Ford Administration was openly pressing Pakistan to 
abandon the bid for the plant and France to pull out of 
its agreement to provide it. Pakistan had retroactively 
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in 1976 announced plans to build eight nuclear power 
plants that would give a technical-economic rationale 
to the reprocessing plant. (This resembles Iran's 
announcements of reactor-building plans after its 
otherwise alarming uranium enrichment and heavy 
water production plants were discovered under 
construction in 2002). The United States encouraged 
Canada to use its leverage as supplier of Pakistan's 
KANUPP reactor near Karachi to press Pakistan to 
drop its reprocessing plans. 

Nonetheless, France and Pakistan proceeded 
with the reprocessing plant deal in March of 1976, as 
Pakistan capitulated to France's late insistence that the 
plant operate only under IAEA safeguards. In August, 
as Secretary of State Henry Kissinger was visiting 
Pakistan, the United States offered to sell Pakistan A-7 
attack aircraft if Islamabad would agree to abandon the 
reprocessing plant deal with France. The multilateral 
dispute continued, as the United States and Canada 
pressed Pakistan, and the United States pressed France, 
to forego construction of the plant. In November, 
the U.S. Defense Department agreed to sell Pakistan 
110 A-7 attack planes, contingent on congressional 
and State Department approval, the latter of which 
would be contingent on Pakistan's abandonment of 
the reprocessing plant. (The United States was less 
successful in the 1980s using conventional arms sales to 
motivate Pakistan to abandon its uranium enrichment 
program). By December 1976, the French government 
tried to relieve pressure by announcing it would not 
supply nuclear reprocessing plants in the future, after 
the Pakistan project was completed. French officials 
hinted they would not be displeased if Pakistan 
canceled the contract.^ The Canadian government 
pressed on and announced that it would suspend its 
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nuclear cooperation agreement with Pakistan and not 
supply uranium fuel for the Karachi Nuclear Power 
Plant. 

The year 1977 brought changes that further 
dampened enthusiasm for Pakistan's overt nuclear 
program: General Zia ul-Haq launched a military coup 
and placed Zulfikar Ali Bhutto in prison, from where he 
would be hanged in 1979. The United States in 1977 also 
had imposed economic sanctions on Pakistan, invoking 
the Symington Amendment of 1976, which called for 
withholding military and economic aid to any country 
that, without fuUscope safeguards, imports uranium 
enrichment or plutonium reprocessing facilities. 

Throughout this period from 1976 through 1978, the 
United States led the formation of the Nuclear Suppliers 
Group. At the instigation of Congress, the United States 
also adopted legislation that would set tough American 
standards for nuclear exports, which would then be 
promoted internationally. The most fundamental 
rules of what we now refer to as the nonproliferation 
regime were being established. Central among them 
was the demand that states receiving international 
nuclear technology or material should put all of their 
nuclear facilities under safeguards, not merely the 
facilities to which assistance is directed. If upheld, such 
a fullscope safeguards rule would deprive Pakistan of 
the sort of assistance its initial nuclear plans counted 
upon, much as India's had. Fortunately, for Pakistani 
bomb seekers, however, A. Q. Khan already had stolen 
foreign assistance. Khan also had brought with him 
valuable knowledge of individuals and businesses that 
could supply components for a centrifuge plant. Thus, 
as the elements of the nonproliferation regime slowly 
took shape, Pakistan was already tunneling around 
them. (The fullscope safeguard requirement was not 
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adopted by the Nuclear Suppliers Group until 1992, 
although it became part of U.S. law in 1978.) 

In August 1978, with growing U.S. pressure and 
doubts about Pakistan's intentions, France revoked its 
nuclear cooperation contract with Pakistan. The French 
decision reflected not only appreciation of the dangers 
of nuclear proliferation, and the effects of international 
pressure and the loss of civilian government in Pakistan, 
it also stemmed from internal political dynamics as 
the deal's chief high-level proponent. Prime Minister 
Jacque Chirac, had stepped down, leaving the more 
skeptical President Valery Giscard d'Estaing a freer 
hand to terminate the contract. 

Meanwhile, for all of the concentration and 
ultimately successful international effort to dissuade 
France — a modern, Western democracy — from helping 
Pakistan on the plutonium route to the bomb, Pakistani 
engineers and procurement specialists raced secretly 
to build the undeclared enrichment plant at Kahuta. 

In 1979, the Soviet Union invaded Afghanistan. 
Pakistan became an indispensable partner of the United 
States in compelling the Red Army to leave. This was 
an absolute and immediate strategic imperative. In the 
ensuing years, intelligence services would occasionally 
report evidence of Pakistan's further progress in 
acquiring nuclear weapons capability, but Pakistan's 
indispensability on the frontline of the Afghan war 
immunized it from severe punishment or pressure. It 
is important to remember that the Pressler Amendment 
of 1986 was encouraged by the Reagan administration 
as a means to deflect Congress (encouraged indirectly 
by Israel) from imposing serious sanctions on Pakistan 
over its nuclear weapons program. The Amendment 
forestalled sanctions as long as the President could 
certify that Pakistan did not possess a nuclear explosive 
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device. From 1986 through 1989, the President made 
this certification annually, to the discomfort of some 
nonproliferation officials who felt that intelligence 
and veracity were contorted beyond recognition to do 
so. And then, once the Soviet forces had been fully 
withdrawn, and the Berlin Wall had fallen, in 1990, 
President Bush acknowledged that he no longer could 
certify Pakistan's nonpossession of a nuclear explosive. 
Major sanctions were imposed on Pakistan. 

It was too little, too late, however. Pakistan 
already had achieved a rudimentary nuclear weapons 
capability in 1987. 

The 1990s were in many ways a lost decade for 
Pakistan and for U.S. relations with it. The Pressler 
sanctions hastened the practical U.S. withdrawal from 
Pakistan. To Pakistanis — of all classes — the United 
States was now acting like an abusive, arrogant man 
who seduced and lavished gifts on his mistress when 
he was desperate in the 1980s and then discarded her 
when his fortunes improved with the Soviet Union's 
demise. Being sanctioned across the board for a nuclear 
weapons program that the United States had indulged 
as long as it was convenient, Pakistanis lost what 
little sense of propriety they felt toward international 
nonproliferation rules. The A. Q. Khan proliferation 
network flourished. And while we may never know 
the degree to which Pakistani state officials at high 
levels knew about this proliferation, it is safe to believe 
that their contempt for the discretionary way the 
United States had applied proliferation sanctions to 
Pakistan made most of them undisposed to lose sleep 
over whatever norms and rules the Khan network 
was transgressing. These were norms and rules that 
tolerated (if not tacitly endorsed) Israel's possession 
of a nuclear arsenal, treated China's nuclear activities 
inconsistently, and had been switched on and off 
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toward Pakistan as it served U.S. interests. Besides, 
India already had tested a nuclear explosive. 

As the United States sanctioned itself out of 
Pakistan and basically ignored Afghanistan, Pakistani 
intelligence was cultivating the Taliban. The freedom 
fighters of the Afghan War were becoming the Taliban 
and al-Qaeda of 2001. This dangerous effect of 
nonproliferation sanctions need not have arisen— the 
United States could have stayed involved at least in 
Afghanistan— but the tendency of sanctions to isolate 
the sanctioner— the United States— from the targeted 
country needs to be considered more openly. 

In May 1998 Pakistan followed India and tested 
nuclear weapons (though the number of devices 
actually detonated is unclear from open sources). One 
could recount this episode in detail: who argued against 
testing, what the United States offered Pakistan not to 
do it, how Pakistani intelligence fabricated reports that 
Israel was about to launch preemptive airstrikes against 
Pakistan's nuclear assets. But the key point is simple: 
Pakistan's obsession with matching India overrides 
all else, so there was no way Pakistani leaders would 
not test. The most telling thing to note is that India 
claimed to have tested five nuclear devices (on May 11 
and 13) and Pakistan claimed that it had detonated six. 
Mythology is more important than veracity: The myth 
that Pakistani leaders seek to maintain is that anything 
India can do, they can do one better. 

Importantly for our story, the nuclear tests of 1998 
strengthened the logic established in 1989 of nuclear 
weapons capability shielding low-intensity warfare. 
The Pakistan Army was now emboldened by the 
public demonstration of Pakistan's nuclear weapons 
prowess, to infiltrate and take a piece of Indian-held 
Kashmir, begetting the Kargil War of 1999. 
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This invites a provocative argument: If the United 
States did not try hard enough to stop Pakistan's 
nuclear weapons program, placing other objectives 
higher, the same can be said for U.S. and international 
interactions with Pakistan over the Kashmir conflict 
and the terrorist tactics used therein (still being used 
today). Indeed, the two phenomena or threats are 
related. Pakistan's nuclear weapons provide deterrent 
cover for the insurgency/ terrorism it has nurtured. 
Once nonproliferation sanctions had been imposed, 
there were few other policy options open to the United 
States, and it basically withdrew, leaving the Pakistani 
relationship with terrorist organizations unaddressed. 
In hindsight, the two threats— proliferation and 
terrorism— should have been treated together, and 
the effect of sanctions in removing the United States 
from the scene should have been analyzed more 
carefully. The key challenge— which was overlooked 
or dodged— was and still is to reduce the Army's 
dominance of Pakistani politics, economics, and 
ideology, because the Army's obsession with bleeding 
India produces the security threats that Pakistan poses 
to the United States. The situation today in Iran may 
pose a similar challenge — proliferation emboldening 
Iranian actors to increase support for insurgents/ 
terrorists in Israel and Lebanon— while the United 
States has long sanctioned itself out of any relationship 
with Iran. (United Nations [UN] sanctions, which all 
states are legally bound to implement, can be much 
more effective for the economic and political isolation 
they impose). 

Thoroughness argues for extending the story and 
describing how Pakistan has continued to expand its 
stockpile of fissile materials, now including plutonium, 
and how its arsenal has grown unabated and in parallel 
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with advances in missile delivery systems. Yet there is 
little that outside actors could do to channel or abate 
this activity, other than promote a global halt to fissile 
material production and a framework for limiting 
nuclear and missile arsenals that would include China, 
which, in turn, would not participate without the 
United States and Russia agreeing to limit military 
programs that threaten China. 

Pakistan's management and control of its nuclear 
arsenal and infrastructure is a more productive object 
of interaction. There is little one can narrate here 
based on public sources, other than to say that since 
2000, the Pakistani Army under General Kidwai, the 
man in charge of the strategic forces, has taken great 
pains to establish systems and procedures to reduce 
the risk that unauthorized actors could acquire nuclear 
materials and weapons. At the same time, the Pakistani 
Army (unlike Indian political leaders) treats its nuclear 
arsenal as a useable, vital military instrument, and so 
establishes doctrine and operations to be able to deploy 
this arsenal quickly and decisively. This preparation to 
use nuclear weapons necessarily entails risks that could 
be seen as part of the proliferation problematique. 

Thus, this simplified story ends with a focus now 
not on preventing Pakistan's acquisition of a nuclear 
arsenal, but rather on preventing its loss of control 
over this arsenal. The concern now includes how 
Pakistan's ongoing imports to sustain its strategic force 
can be prevented from morphing once again into an 
export program, a nuclear Wal-Mart. And, less widely 
appreciated, the Pakistan story should require us to 
think harder about how to keep Pakistan, Iran, and 
perhaps others from being emboldened to increase 
insurgent or terrorist activities under the deterrent 
cover of nuclear weapons capability. 


74 


Pakistan's nuclear experience and the effects of U.S. 
and other actors' efforts to shape it offer many lessons. 
Specifying what one wants to learn can illuminate the 
nature of the proliferation challenge. The following are 
questions that lead the inquiry in diverse directions. 

1. What does the Pakistan case teach about why 
countries seek nuclear weapons? 

2. What does it teach about whether and how 
countries can be persuaded to abandon the desire to 
acquire nuclear weapons? 

3. What does the Pakistan case teach about the 
feasibility of blocking states from acquiring nuclear 
weapons and the means of such prevention? 

4. What does Pakistan teach about the risks and/ 
or benefits of nuclear weapons acquisition, for the 
acquiring state and for international security? What 
can be done to lower the risks and raise the benefits? 

a. Deterrence: If deterrence does not emerge 
automatically, what are the conditions under which it 
arises? (This could be a benefit). 

b. Low-intensity-conflict: Deterrence may be 
created at one level of potential conflict— i.e., major 
war— but nuclear weapons-possessing states may be 
emboldened to undertake aggression at lower levels 
of conflict thanks to the belief that escalation can be 
blockedby nuclear deterrence. Such lower levels of con- 
flict can include support of insurgents, terrorism, 
or seemingly limited state intervention. Since 1987, 
Pakistan has undertaken each of these sorts of 
aggression. 

c. Onward proliferation: A state's capacity to 
produce weapons-grade fissile materials and nuclear 
weapons inherently raises the potential of proliferation 
from that state to other actors through acts of state 
commission or omission of effective controls. 


75 


d. Domestic politics: Acquisition of nuclear 
weapons may affect the power of ruling regimes 
and institutions, and/ or it may affect the dynamics 
of political contests within a state. This has many 
potential implications. For example, if democracy 
is an antidote to major aggression— the democratic 
peace theory— but nuclear weapons acquisition helps 
entrench nondemocratic regimes, then proliferation 
can exacerbate international insecurity by impeding 
political transitions toward democracy. 

e. Unauthorized use: Acquisition of nuclear 
weapons creates multiple problems of decision making 
and control. There are risks associated with the 
acquiring state's goals, decisionmaking, and command 
and control. There are risks that the state could lose 
control of nuclear weapons or material to actors that do 
not share state attributes and could be less deferrable. 

5. Who are the key actors who in the past could have 
affected Pakistan's nuclear behavior and who might in 
the future? The United States is the principal external 
actor to be analyzed here, but could U.S. action have 
been more effective if others had cooperated with it? 
Who? How? 

The narrative half of this chapter implicitly answers 
most of these questions. Let me here treat the most 
relevant of them explicitly, although briefly so as to 
avoid repetition. 

Conventional wisdom holds that the Pakistan case 
teaches that a state facing a larger, more powerful 
adversary, especially one that possesses nuclear 
weapons, will seek nuclear weapons to protect its 
security by balancing the adversary's power. I would 
argue that this proposition is correct (and obvious), but 
that it misses equally important dynamics. Many states 
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face more powerful nuclear-armed adversaries and do 
not seek nuclear weapons. And this forbearance cannot 
be explained by U.S. security guarantees, alliance, or 
extended nuclear deterrence. The physical security 
variable underlying the Realist conventional wisdom 
misses the key point about Pakistan. Pakistani elites, 
particularly the Punjabi-dominated Army, share a 
political-psychological obsession with proving national 
self-worth and strength in comparison to India. This 
obsession with matching, surpassing, or frightening 
and weakening India made it inevitable that Pakistani 
elites would seek nuclear weapons if this is what India 
was doing. No form of security guarantee or military 
alliance by the United States would have kept Pakistan 
from seeking nuclear weapons. It is an identity 
issue driven by India's very existence more than by 
any specific military-security threat India poses to 
Pakistan. 

Pakistan could not be persuaded to give up the 
desire for nuclear weapons, so the only viable 
nonproliferation strategy was to block it physically 
from acquiring the capability to make them. The lessons 
are too numerous and complicated to summarize here. 
The foregoing narrative demonstrated how national 
and international nonproliferation rules could not be 
negotiated and then enforced quickly enough to keep 
up with Pakistan's dedicated technology acquisition 
program. As long as there are multiple technological 
pathways to the bomb and new ones that can be 
discovered, the task of mobilizing governments to 
devise, negotiate, implement, and enforce proscriptions 
on this or that technology will take so long that smart 
proliferators will adapt. While the United States and 
Canada spent years pressing Pakistan and France 
to shut down the plutonium option, A. Q. Khan 
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was secretly importing everything Pakistan needed 
to enrich uranium. After the international system 
concentrated on blocking centrifuge proliferation, the 
Pakistanis beat the system by constantly breaking into 
smaller subcomponents and materials the elements 
they needed to import. They stayed ahead of the global 
technology control and customs system. 

Pakistan's capacity to avoid physical-denial efforts 
by the United States and the international community 
does not mean, however, that such denial will not 
work in other cases. The international community can 
and should learn much by studying the Pakistani case. 
Pakistan benefited enormously by not being a party 
to the Non Proliferation Treaty (NPT): There were not 
fullscope safeguards in Pakistan; there was nothing like 
the Additional Protocol and teams of IAEA inspectors 
roaming around possibly to discover illicit imports. 
Most importantly, Pakistan was not violating major 
treaty commitments in acquiring the bomb, so the 
risks of doing so were much smaller than those facing 
treaty parties. U.S. intelligence learned that Pakistan 
was enriching uranium to build the bomb long before 
Pakistan achieved its goal; it merely learned too late to 
block key acquisitions of designs and prototypes. Then 
conflicting interests and Pakistan's NPT nonmember 
status kept the United States from wanting or being 
able to rally international pressure sufficient to give 
Pakistan pause. 

The one major benefit of nuclear proliferation 
conceivably would be to create deterrence relationships 
that lower or eliminate the risk of war between a 
certain set of adversaries. Kenneth Waltz has been the 
most illustrious proponent of this view. Indian and 
Pakistani champions of nuclear weapons celebrated 
the tests of 1998 by proclaiming that deterrence and 
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stability were now at hand. However, they spoke 
too soon. The two states now may (or may not) have 
established tacit understanding of the imperative of 
avoiding war under the nuclear shadow, but they had 
to experience a war in 1999 and a major crisis in 2001- 
02 to get there. 

The major problem is that deterrence works 
best (and perhaps only) if the antagonists accept 
the territorial status quo among them. If one or 
more nuclear-armed adversaries does not accept the 
status quo and instead still harbors ambitions to act 
physically within the territory held by the adversary, 
nuclear weapons can embolden the unsatisfied actor 
to undertake provocations of an intensity low enough 
that the provocateur calculates the victim will be 
unlikely to respond massively, for fear of escalating 
to the possible use of nuclear weapons. This famous 
stability-instability paradox has operated in Indo-Pak 
relations siace Pakistan first acquired basic nuclear 
weapons capability in 1987. As long as Pakistan does 
not accept the territorial status quo in Kashmir, the risk 
remains. (Similar risks could attend proliferation in the 
Middle East if acquirers of nuclear weapons identify 
sufficiently with the Palestinian cause to provide a 
form of extended deterrence to cover actions to wrest 
away Israeli-occupied territories in the West Bank, 
Jerusalem, or even perhaps the Golan Heights.) 

The Pakistan-backed insurgency in Kashmir began 
as the Cold War was ending. With this geopolitical 
shift, U.S. favoritism toward Pakistan over India 
would shift, too, and the United States and India 
would gradually grow closer while Pakistan began 
to be seen in a much more troubling light. Still, the 
Kashmir conflict has been so intractable, and India has 
so strongly resisted any mediation, that U.S. officials 
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understandably stayed away from it. Washington 
could not escape entanglement in the Israeli- 
Palestinian conflict; if it could stay out of the Kashmir 
conflict, that would be one less mission-impossible 
for U.S. officials. The Kargil War under the shadow 
of possible nuclear escalation forced the United States 
to get more involved. The September 11, 2001 (9/11), 
events pushed us farther into subcontinental affairs. 
But then a tension emerged in U.S. policy: Pakistan's 
President Musharraf ordered his government to 
provide enough cooperation in hunting al-Qaeda and 
Taliban leaders in Pakistan and the Afghan border 
areas that Washington (at least until mid-2007) was 
disinclined to push him harder on Pakistan's nurturing 
(or tolerance) of jihadi groups operating against India 
in Kashmir and elsewhere. Top U.S. officials are still 
reluctant to see that Pakistan's nuclear import/export 
networks, its arsenal build up, the risk of nuclear 
war, and continued nurturing of terrorist groups are 
all rooted in Pakistan's refusal to accept formally the 
territorial status quo between India and Pakistan. 
Pakistan cannot win by force or negotiation that part 
of Kashmir that India now controls. But the failure to 
resolve the matter and formalize the status quo sustains 
the nexus of threatening actions and actors mentioned 
above. Washington cannot compel Pakistan to accept 
the status quo, or India to offer concessions that would 
better enable Pakistani leaders to do so. The point here 
is merely that top U.S. officials have never recognized 
the conceptual and strategic imperative of seeing the 
connection between these issues and working the 
problem comprehensively. 

To extend the point, the dangers posed by Pakistan 
will not be fundamentally reduced if the Army's role 
in the society and state is not curtailed and a broader 
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civilian elite is developed. In this sense, U.S. proponents 
of "regime change" as a tool of counterproliferation are 
correct. Regimes do matter in causing the demand for 
nuclear weapons, in regulating onward proliferation, 
and in determining the risks of nuclear weapon use. 
The military regime in Pakistan has acted the "wrong" 
way in each of these areas. However, the Pakistan 
case also shows the limitations of a regime-centered 
nonproliferation strategy. Technology and materials 
matter, too, wherever they are, not merely when 
they are in a state led by "evil-doers." Global rules 
are necessary to control distribution of technology, 
material and know-how, and to establish the bases for 
improved deterrence of proliferation and enforcement 
against those who violate rules. Double standards 
undermine the formation and enforcement of rules, in 
part because they give actors the moral and political 
license to violate rules that they or their countrymen 
believe are unfair to their group, be they Pakistanis, 
Muslims, etc. The existence of proliferation chains also 
makes universal rule-based approaches necessary, 
and regime-change strategies insufficient: Pakistan 
sought nuclear weapons because India did; India 
sought them because China did and because major 
powers lorded their nuclear status over countries like 
India; China sought nuclear weapons because the 
United States threatened it during the Korean War and 
Taiwan Straits crisis, and the Soviet Union became a 
competitor. . . . When causality implicates so many 
actors, it is untenable to rely on regime change as the 
central strategy for countering proliferation. 

The Pakistani case alerted the world to the danger 
of onward proliferation and the risks of multinational 
networks of individuals, small businesses, and 
complicit or lax states. Nothing more needs to be 
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said about this here. Many of the necessary poUcy 
responses to proHferation networks must occur outside 
of pubUc view, so it is difficult for me to judge success 
or failure, especially in U.S. efforts to persuade and/ 
or assist Pakistani officials to preclude repeats of past 
proliferation episodes. The global environment cer- 
tainly will affect the prospects of proliferation net- 
works. If international rules will continue to allow states 
to build new uranium enrichment and/ or plutonium 
reprocessing facilities under national control, then 
the demand for the services of proliferation networks 
will grow as will the supply. The "legality" of new 
construction one place will help provide cover for 
component manufacturers and others to conduct illicit 
trade with lowered risks of detection. There are several 
proposals for curbing fissile material production and 
establishing multinational fuel cycle centers. Progress 
in this direction could partially drain the pool of illicit 
suppliers. 

Fortunately, history has not provided enough cases 
of nuclear proliferation to allow useful generalizations 
about proliferation's domestic political effects. 
Pakistan has never enjoyed genuine democracy, in 
part because it lacks the political cultural attributes of 
democracy. This, in turn, stems from and reinforces 
the Army's domination of the state, and of politics and, 
now, economics. The country will not evolve genuine 
democracy without the Army's cooperation. It is safe to 
assume that whatever democratic trends may emerge 
in some avenues of Pakistani life, the Army will not 
relinquish its real control over nuclear infrastructure 
and weapons for as long as one can imagine. Call 
it Bhutto's irony, but physical control over nuclear 
weapons is a core measure of power within the state. 
Bhutto tried to build nuclear weapons to have this 
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power for himself, to balance the Army. The Army 
hanged him and took over the weapons program, 
and it would likely see retaining ultimate control over 
nuclear weapons as a final guarantor of its privileged 
and potent role in Pakistan, even if formal democracy 
returned. 

Finally, while the United States has been the external 
actor most capable of influencing Pakistan's nuclear 
choices it has not had sufficient power to impose its 
will. Pakistan's obsession with India is so great that 
it would not willingly have abandoned its demand to 
acquire nuclear weapons to match or surpass India's 
nuclear capability. To deny Pakistan the opportunity 
to fulfill its demand would have required at a minimum 
close cooperation between the United States and 
China. This did not exist during the seminal period 
when China supplied Pakistan with a nuclear weapon 
design and other vital materiel, technology, and 
know-how. Thus, while the United States could have 
exerted itself harder in the 1970s and 1980s, it could 
not have sharply curtailed Pakistan's project without 
Chinese cooperation. China, in fact, was working 
in the opposite direction. Other vital assistance to 
Pakistan came from small-scale technology providers 
in Europe, the United States, Canada, and elsewhere. 
This suggests, at a minimum, that without much more 
threatening international legal proscriptions, tighter 
export controls, more effective customs management, 
etc., the Pakistani supply network could not have been 
blocked. The necessary changes would have to have 
been global, a prospect no more likely in the 1970s and 
80s than today. 
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CHAPTER 4 


PAKISTAN'S "MINIMUM DETERRENT" 
NUCLEAR FORCE REQUIREMENTS 

Gregory S. Jones 

Introduction. 

We have now passed the eighth anniversary of the 
nuclear tests that declared India and Pakistan overt 
nuclear powers. Pakistan had already been a de facto 
nuclear power for almost a decade before these tests, 
but becoming an overt power marked a transition to 
a more intensive phase of development of its nuclear 
arsenal. After 8 years, what is the current state of 
Pakistan's arsenal? Does it fulfill the objectives that 
Pakistan has established for it? These objectives are 
usually summarized as the requirement to provide 
an effective "minimum deterrent." But what does that 
term mean? Neither Pakistan nor India have wanted 
to state publicly what sort of stockpile is required but 
both insist that their current nuclear forces are effective 
minimum deterrents. 

Rather than worry about the specifics related to 
this particular term, we have asked the question more 
broadly; how adequate is Pakistan's nuclear force? This 
question can only be answered by addressing what 
strategic function should the force fulfill. And none of 
this can be addressed without a discussion of India's 
nuclear forces. Since there are substantial uncertainties 
about the state of India's current nuclear readiness, 
any answer about Pakistan's nuclear forces can only 
be conditional. 
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Another important issue is how the adequacy 
might change in the future. In such an analysis, the 
uncertainties regarding India's nuclear forces are 
greatly magnified, so two quite different possible futures 
were studied to bound the problem. Also addressed 
was how the proposed U.S. nuclear cooperation with 
India might affect India's future nuclear arsenal. 
Another important factor in considering the future 
is the economic burden associated with Pakistan's 
current arsenal. As specifics are hard to come by, this 
issue was analyzed by comparing Pakistan's current 
arsenal to the nuclear weapons programs of France 
and South Africa. 

Summary of Pakistan's Current Nuclear Arsenal. 

Any evaluation of Pakistan's nuclear forces must 
begin with a review of its current arsenal. Table 1 is 
a summary of Pakistan's current arsenal. A more 
detailed description is in Appendix I. To place this 
arsenal in context. Appendix II contains a short history 
of Pakistan's nuclear weapons program. 


Delivery Systems 

Fifty 350 l<m GheeneM/M-11 Fifteen to Twenty 1,300-1,500 km Ghauri 
S ix 750 l<m Shaheen IThirty four F-16s as backup delivery systems 

Fissile Material 
Production Facilities 

Centrifuge Enrichment at Kafiuta, Silhala, Goira and Wafi; 1 0,000 SWU 
per yr, 50 MWth Plutonium Production Reactor at Khusfiab 

Fissile 

Material Stockpiles 

1 .1 to 1 .35 Metric Tons Highly Enriched Uranium 
40 to 80 l<g Plutonium 

NuclearWeapons 

Two different designs; one for air delivery, one for ballistic missile 
delivery, 60 to 80 weapons; 5 to 10 kt yield 

Weapons Readiness 

Weapons l<ept in an unready state. "Missiles and warfieads are not 
permitted together" 

Command 
and Control 

National Command and Control Authority in existence since 2000. 


Table 1. Summary of Pakistan's Current Nuclear 
Arsenal. 
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The Adequacy of Pakistan's Current Nuclear Force. 

How adequate is Pakistan's current nuclear force? 
Adequacy can only be addressed in terms of what 
strategic function Pakistan expects the force to fulfill. 
There has not been much official public discussion of 
this issue, but using a variety of sources it is possible to 
shed considerable light on this question. 

In the broadest sense, Pakistan's nuclear force 
should protect the independent existence of the Pakis- 
tani state. And it is not hard to find various official 
statements that Pakistan sees India as the main threat 
to this independent existence. In classical deterrence 
literature, the purpose of the Pakistani nuclear force 
would be to protect Pakistan from a nuclear first strike 
from India. However, given the much larger size of 
India in terms of not only area and population but 
also economic and military power, Pakistan is clearly 
concerned that its independent existence could be 
threatened by India using means other than nuclear 
attack. The director of Pakistan's Strategic Plans 
Division, General Kidwai, has listed four situations in 
which Pakistan would use nuclear weapons against 
India.^ These are: 

1. India attacks Pakistan and conquers a large part 
of its territory. 

2. India destroys a large part of either Pakistan's 
land or air forces. 

3. India proceeds to the economic strangling of 
Pakistan. 

4. India pushes Pakistan into political destabilization 
or creates a large-scale internal subversion in 
Pakistan. 
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Pakistan may respond to any of these situations 
by using nuclear weapons, and it is well known that 
Pakistan does not subscribe to a "No First Use Policy." 
Note that the first two of these situations would 
arise due to large-scale conventional warfare. The 
third condition could arise due to a naval blockade 
of Pakistan's two main ports. Given the superiority 
of India's navy, this is a real threat. The last situation 
is more ambiguous since India might not have to 
undertake overt action to bring the destabilization 
about. Indeed, such destabilization could occur without 
any Indian involvement whatsoever. 

Pakistan has not indicated what its targeting 
strategy would be in the event of nuclear use, but one 
can make some inferences based on its nuclear arsenal. 
Its arsenal is not large enough to allow comprehensive 
strikes against India's conventional military forces. For 
example, there are approximately 20 Indian military 
airfields within 300-400 km of the Pakistani border. 
With a 10 kt warhead, it might take three warheads 
per airfield to destroy all of the aircraft on these bases. 
This would run to 60 weapons, which might be as 
many weapons as are contained in the entire Pakistani 
stockpile. Similarly, attacks on army divisions might 
require nine weapons per division. Indeed, if one of 
the grave situations described above occurred and 
Pakistan felt it necessary to launch initial nuclear 
attacks, it is not clear that the conventional military 
balance would be of much interest. Given that the 
numbers of weapons on each side could be roughly 
equal, attacks on India's nuclear forces would only be 
of interest if India configures its forces so that strikes 
with a small number of Pakistani weapons have the 
ability to eliminate a large number of Indian nuclear 
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weapons. If India is reasonably prudent in configuring 
its nuclear forces, a Pakistani nuclear attack on them 
would be unattractive, since more than one Pakistani 
weapon would have to be used for every Indian 
weapon eliminated. 

Therefore it is likely that Pakistan will target 
mainly Indian cities. Pakistan's heavy reliance on the 
short-range Ghaznavi/M-U indicates that its nuclear 
targeting strategy's object is principally to destroy 
Delhi. Given Delhi's large size and the relatively limited 
destructive power of 10 kt weapons, it would take at 
least 10 and perhaps up to 20 such weapons to destroy 
or damage enough of the city so that it would cease 
to function.^ This statement may come as a surprise 
to those accustomed by the Hiroshima experience to 
think that one nuclear weapon will be sufficient to 
destroy an entire city. However, Hiroshima was a city 
of about one quarter million people and 24 km^ in area. 
In contrast, Delhi is a city of 12.8 million people with 
an area of 1,055 km,^ which means that Delhi today is 
about 50 times larger (in population and area) than was 
Hiroshima in 1945. A single 10 kt weapon, which was 
airburst at a near optimal height, would have a lethal 
area of about 6 km^ (this is also approximately the area 
in which most structures would be destroyed). Even 
if one considers the area where structures suffer some 
significant damage (as opposed to being destroyed, i.e., 
where the blast effects are 2 psi or greater), the damage 
area of such a weapon would be around 20 km^. An 
attack on Delhi using twenty 10 kt airburst weapons 
would kill approximately 1.5 million people and injure 
perhaps another 3 million.^ 

Note that airburst weapons would produce no 
significant nuclear fallout. If, instead of airbursting 
the weapons, they are ground burst, the lethal area 
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of the weapon caused by its blast effects would be 
significantly reduced to only 3 km^. However, ground 
bursting these weapons would result in significant 
amounts of fallout. Potentially the fatality area from 
the fallout could be several times (10 km^ to 20 km^) 
that of the fatality area resulting from the blast effects 
from an airburst, but the actual fatalities would depend 
on how much of the fallout plume fell inside of the city 
boundaries, how quickly people fled from the fallout 
areas, and the sheltering potential of various types of 
structures. Despite various comments in the literature 
about the dangers of fallout drifting back on Pakistan, 
fallout levels high enough to cause injury due to 
radiation sickness would not likely extend more than 
50 km from the locations where the weapons were 
detonated. 

Pakistan's Ghauri ballistic missiles greatly increase 
the reach of its ballistic missile forces, though the 
missile is assessed to have a circular error probability 
(CEP) of 2,500 m. This is larger than the lethal radius 
(1,500 to 2,000 m) of a 10 kt warhead against most 
targets, and therefore this missile would likely also be 
used to attack large cities where its CEP would have 
little consequence. Given the small number of Ghauri 
missiles, Pakistan would probably not concentrate them 
on one or two cities but might use them to attack five 
or ten additional cities with one or two weapons. Such 
attacks would not destroy these cities, but hitting major 
cities like Mumbai (Bombay) with even a few weapons 
would significantly increase the terror resulting from 
Pakistan's attacks. Note that due to security concerns, 
Pakistan is unlikely to operate its nuclear forces 
outside of the Punjab, so a number of important Indian 
cities would still be out of range. These would include 
Kolkata (Calcutta), Bangalore, and Chennai (Madras). 
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Only when the Shaheen 2 is deployed will Pakistan be 
able to hit these targets. 

The discussion thus far has ignored India's nuclear 
forces, but any discussion of the adequacy of Pakistan's 
nuclear force must take India's nuclear forces into 
account. In particular, what are India's capabilities to 
respond to Pakistan's use of nuclear weapons? In a 
gross sense, India's nuclear force seems to be similar 
to that of Pakistan's. The Institute for Science and 
International Security (ISIS) has estimated India's 
weapons related plutonium stockpile at the end of 2003 
as between 345 and 510 kg. Using five kg of plutonium 
per weapon, this would result in a potential stockpile 
of approximately 70 to 100 weapons, which is just a 
little higher than what was estimated for Pakistan for 
this same year. India claimed that it successfully tested 
thermonuclear designs in 1998 but these claims have 
not been generally accepted.* Any weapons that India 
currently possesses are thought to be simple fission 
designs with yields in the 10 to 20 kt range. India has 
several ballistic missile delivery systems, mainly the 
Agni 1 (range 700 km) and Agni 2 (range 2,000 km). 
Given the size of Pakistan, either of these missiles 
could hit any target inside Pakistan, even if they were 
launched from well inside India. Indeed, the Agni 2 
has sufficient range so that it could be located almost 
anywhere in India and still reach all targets in Pakistan. 
Since, these two missile were only recently deployed, 
ladia probably also has an aircraft delivery capability, 
most likely via the Mirage 2000 or Jaguar. The short- 
range (150 km) Prithvi may also have a nuclear delivery 
role. 

These various components certainly give India 
the potential to match Pakistan weapon for weapon, 
not only as stockpiled weapons in peacetime but, if 
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need be, delivered ones in wartime as well. However, 
whether India has actually assembled a stockpile 
to match Pakistan's is unclear, as India seems to be 
pursuing the development of certain key elements in a 
very lackadaisical fashion. 

One of the most striking examples of this very 
relaxed pace of development is India's overall military 
command authority for its nuclear forces. What is all 
the more amazing is that India has experienced several 
serious crises with Pakistan during this time. As is 
well-known, India and Pakistan had a major crisis in 
2002 after a terrorist attack on India's Parliament in 
December 2001. Indian Prime Minister Vajpayee said in 
June 2002 that several weeks earlier India and Pakistan 
were not only close to war, but perhaps nuclear war as 
well.^ Yet it was only around this time that India began 
to discuss the necessity of having a formal military 
command structure for its nuclear forces, and it was 
not until January 2003 that India created a National 
Command Authority and the military's Strategic Forces 
Command (SFC). The SFC's first commander-in-chief 
was Air Marshal Asthana. Yet, in June 2004, when 
Air Marshal Asthana had completed his tour of duty 
in this post and was preparing to step down, it was 
reported that the SFC still did not have a permanent 
headquarters or adequate staff. Not surprisingly, this 
apparent lack of seriousness has led some even in 
India to doubt the credibility of India's ability to deter 
or effectively respond to a nuclear attack.^ 

Nor is this the only case where Indian development 
seems to be occurring at a very slow pace. It is well- 
known that India aspires to maintain a nuclear balance 
with China as well as with Pakistan. However, the 
2,000 km range Agni 2, which has the longest range of 
any of India's current delivery systems, cannot cover 
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many important parts of China, including Beijing and 
the major cities on the east coast. As a result, India 
has been developing the longer range Agni 3, which, 
with a reported range of 3,500 km, could reach all of 
the important parts of Qiina. Beginning in 2003, there 
were reports that the missile was going to be tested 
in the near future, but as of the first half of 2006, no 
such test had taken place. A recent report has indicated 
that technical difficulties delayed the test until 2005. 
In the first part of 2006, it was said that the missile 
was ready, but officials at India's Defense Research 
and Development Organization had been waiting 
approximately a year for government approval to 
conduct the test.^ Another report blamed the delay on 
bureaucratic infighting.^ The missile was finally tested 
in July 2006, but the test was a failure. 

In at least one case, however, India has shown that 
it can react quickly if it sees the need. In response to 
the shock of Kargil, India decided to develop a ballistic 
missile with a shorter range than the 2,000 km Agni 2, 
clearly intended to be a Pakistan specific missile. The 
700 km range Agni 1 was the result of this development 
effort.'^ The missile was first approved for development 
in October 1999 and first tested in January 2002. It was 
tested again in January 2003 and July 2004. It started 
deployment in 2003 at the same time as the Agni 2 — a 
missile that had started development several years 
before the Agni 1. Now it is not totally clear why this 
missile was developed in the first place, given that the 
Agni 2 could already be used to target Pakistan and, 
after the deployment of the Agni 3, the Agni 2s could be 
mostly targeted on Pakistan. Nor is it clear why, if India 
develops and deploys missiles, it will not develop the 
military command and control systems to accompany 
them. 
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It is now time to answer the question we asked at the 
beginning of this chapter: How adequate is Pakistan's 
current nuclear force? Certainly from Pakistan's point 
of view, its nuclear forces serve the useful function 
of increasing the costs to India if it should decide to 
eliminate Pakistan as an independent state. Pakistan 
could kill perhaps up to 10 million Indians and cause 
major damage to a number of its large cities. But one 
should not overstate this benefit. This level of destruction 
is nowhere near the levels that were feared during the 
Cold War when the threat was that every major city in 
the United States might be destroyed and more than 
50 percent of the population might be killed. At least 
in the popular mind, such levels of destruction might 
bring the existence of civilization itself into question. 
In contrast, 10 million Indians are less than 1 percent 
of its population. Certainly this would be a very heavy 
price, but if India's broad view of its relations with 
Pakistan were such that India felt it desirable to force 
Pakistan into this desperate position to begin with, 
then the situation might be serious enough that India 
would just accept this loss as the price it needed to pay 
to eliminate whatever threat it perceived from Pakistan. 
Nor would this be unprecedented. Russian losses in 
World War II were at least 20 million. This was about 
10 percent of its population. During its mobilization in 
the crisis in 2002, India must have at least considered 
some options where nuclear use by Pakistan was a 
possibility. The bottom line is that although Pakistan's 
current nuclear force raises the threshold for a major 
Indian attack, it does not guarantee Pakistan's survival 
as an independent country. In some circumstances, 
India might well attack and pay the price. 

And India might well triumph even in the case 
where it used no nuclear weapons at all. This could be 
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because India chooses not to use such weapons. Or the 
slow pace of its development in nuclear forces raises 
the possibility that its nuclear forces could do little 
more than carry out a token response. 

If India does have a nuclear force that fulfills its 
current potential (i.e., 50 to 100 readily deliverable 
weapons) then it can match Pakistan weapon for 
weapon. If India then decides to use these weapons 
to retaliate against a Pakistani first strike, Pakistan 
might only have succeeded in making its situation 
that much worse. Now, in addition to suffering the 
loss of an independent Pakistan, there would be very 
heavy losses among its population. Since Pakistan has 
only about l/7th of India's population, the same loss 
suffered by both countries would be seven times the 
proportion of Pakistan's population when compared 
to that of India. Ten million fatalities would be over 6 
percent of Pakistan's total population. And if Pakistan's 
losses were concentrated in its Punjab heartland, the 
proportional losses in this core region would be even 
higher. 

How would Pakistan have to reconfigure its 
nuclear forces to deal fully with these problems? As 
long as Pakistan can only build low yield simple fission 
weapons of the types it currently possesses, it would 
have to greatly increase the number of weapons that 
it could deliver. To be able to kill 50 percent of India's 
population might require 100 times the number of 
weapons it now has. Many might consider this sort of 
Cold War level of destruction excessive, but killing just 
5 to 10 percent of Indian's population would require 
a five to ten-fold increase in its number of weapons. 
Similarly just trying to compensate for the seven-fold 
difference in population between the two countries 
would require Pakistan to try to have seven times the 
number of weapons that India could readily deliver. 
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As was stated above, India's actual capabilities in this 
regard are uncertain, but if Pakistan were to assume 
that India has as many weapons as it has fissile material 
to build with, then it would again have to increase its 
current stockpile by about seven times. Increases of 
this magnitude are out of the question, as they would 
require proportionate increases in Pakistan's ability to 
produce fissile material, as well as similar increases in 
its missile forces. 

Pakistan could also attempt to deal with these 
problems by targeting India's conventional forces so 
as to prevent the first and second situations (large 
scale loss of Pakistan's territory or severe losses in 
its conventional forces) where Pakistan would be 
compelled to use nuclear forces against Indian cities. 
This shift to a war fighting strategy would also require 
a larger Pakistani nuclear force, though exactly 
how much is uncertain. Pakistan would not need to 
eliminate all of India's conventional forces but only 
to tip the conventional balance in its favor. If Pakistan 
wanted to destroy six Indian ground force divisions 
(nine weapons per division) and the aircraft on 10 
airfields (three weapons per airfield), Pakistan would 
need to use 84 weapons. Keeping its current stockpile in 
reserve to threaten Indian cities, the extra 84 weapons 
would require at least a doubling of Pakistan's current 
stockpile. Since, in the conventional conflict, mobile 
targets are harder to hit and tactical nuclear forces are 
more likely to be destroyed before their use, Pakistan 
might have to triple, instead of double, its stockpile. In 
addition, Pakistan might have to develop and deploy 
more tactical short-range delivery systems, which 
would further increase the costs of this strategy. A 
further problem is that such large increases in Pakistan's 
nuclear forces would lead to the need to divert funds 
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away from its conventional forces which would affect 
the conventional balance unfavorably requiring even 
more nuclear weapons to compensate. Furthermore, 
this strategy does nothing to protect against the third 
(economic blockade) or fourth (political destabilization) 
situations, where Pakistan has indicated that it would 
attack Indian cities with its nuclear forces. At any rate, 
it appears that Pakistan does not now wish to adopt 
this strategy, and is attempting to keep its nuclear 
program from affecting its conventional forces. (See 
section on "Economic Costs of Pakistan's Nuclear 
Weapons Program" below.) However, as we have 
indicated, Pakistan's current nuclear forces have serious 
limitations with regard to the range of situations where 
they may successfully protect Pakistan's independent 
existence. 

The Future Adequacy of Pakistan's Nuclear Forces. 

In some discussions of the development of nuclear 
arsenals, there is often the implicit belief that once a 
certain level of development is achieved, then no 
more effort is needed. However, in a situation where 
a nuclear balance is involved, then developments 
by one party can affect the adequacy of the arsenal 
of the other party.^° Pakistan's Ambassador to the 
UN has indicated that this reality is well-understood 
in Pakistan." What then are the prospects for the 
adequacy of Pakistan's nuclear forces over the next 10 
or 20 years? As with its current force, these prospects 
depend heavily on what India does with respect to 
its nuclear forces. As discussed above, there are some 
significant uncertainties regarding some aspects of 
India's current nuclear forces. In looking out so far into 
the future, the uncertainties are greatly magnified. In 
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order to deal with this uncertainty, two quite different 
futures for Indian's nuclear forces will be considered, 
which we hope will bracket the range of future Indian 
developments. 

For our low-end future, we consider a case where 
India's development of its nuclear forces continues at 
a slow pace similar to what has gone on since 1998.^^ In 
this future, India continues to produce plutonium at its 
two production reactors.^^ Uranium enrichment plays 
no major part in India's fissile material production for 
weapons. As a result, India might double its fissile 
material stocks in the next 10 to 20 years. We also 
assume that India does not conduct any further nuclear 
tests and therefore does not develop any thermonuclear 
weapons, or any other types of nuclear weapons with 
greatly enhanced yields. India also slowly continues 
to make its forces more militarily operational. In this 
case, Pakistan would probably be able to also double its 
fissile material stocks in this time period and still have 
a rough equivalence with India in terms of numbers of 
weapons and their destructive power. The adequacy 
of Pakistan's nuclear forces would probably be similar 
to what it is today, with the same strengths and 
weaknesses that were discussed in the prior section. 
However, the likelihood of an Indian response to any 
Pakistani first strike would probably be higher than 
today due to the improvement ia India's militarization 
of its nuclear forces. 

Even in this relatively low threat future, there is 
one possible development that holds the possibility 
of making a major change in the nuclear balance, 
namely that India will deploy some sort of anti-missile 
system. India has been in talks with Russia, Israel, 
and the United States regarding the purchase of their 
anti-missile systems. It has already purchased and 


100 


deployed Green Pine ballistic missile early warning 
radars, which were acquired from Israel. These anti- 
missile systems would only be able to defend small 
areas but given Pakistan's current dependence on the 
short-range Ghaznavi /M-11, having just the ability to 
defend the Delhi area could seriously affect Pakistan's 
nuclear strike capability. For now, India has not made 
any purchases, and it is not clear if it will. If it does, 
Pakistan will be hard pressed to respond. One option 
would be for Pakistan to deploy more long-range 
ballistic missile delivery systems, so that it might have 
the possibility of attacking a wider variety of Indian 
cities, including ones that are not defended. India 
might match this development by a further expansion 
of its defenses. Another possibility is that Qiina might 
supply Pakistan with countermeasure technologies to 
reduce the effectiveness of any possible Indian anti- 
missile defenses. These countermeasure technologies 
might include maneuvering reentry vehicles or various 
forms of decoys. This assumes that China possesses 
this technology itself. Pakistan could also try to attack 
Delhi with its short-range (500 km) Babar cruise missile, 
which is currently underdevelopment, but India could 
concentrate its air defenses around this city to protect 
it. 

For our high-end future, we consider a case 
where India undertakes a much more vigorous effort 
to expand its fissile material production, so that it 
increases its number of weapons four-fold (to around 
400). Also, India resumes nuclear testing and in a 5 to 
10-year period develops one Mt yield thermonuclear 
weapons, which it can deliver on its ballistic missile 
systems. It would be very difficult for Pakistan to 
match these developments; even considering that one- 
half of these weapons would probably be targeted on 
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China.^'* Pakistan would have to triple both its uranium 
enrichment and plutonium production capacity just 
to increase its stockpile of simple fission weapons to 
match the number of weapons in India's stockpile. But 
the destructive power of Pakistan's arsenal would be 
far less than that of India's unless it could also develop 
thermonuclear weapons to match those of India. As 
an indigenous development, this would probably 
not be possible in this time period, but as with prior 
advances in Pakistan's nuclear weapons program, their 
development might be possible with major Chinese 
assistance. 

Even if Pakistan develops its own thermonuclear 
weapons, the great increase in the number and 
destructive power of the Indian arsenal raises another 
major problem, namely, how does Pakistan protect 
its land-based ballistic missile force from an Indian 
first strike? The bottom line is that it probably cannot, 
given the limited area where Pakistan can build 
its missile deployment complexes and the security 
risks of frequent dispersals of its missiles from these 
complexes. The only long-term solution would be to 
deploy its ballistic missiles on submarines. Again, such 
a development would only be possible with sizeable 
Chinese aid. Indeed, the submarines would probably 
have to be built in China and sold to Pakistan. Even 
so, as will be discussed below, such a system is very 
expensive, and this overall Pakistani response of 
greatly expanding its fissile material production, 
developing thermonuclear weapons, and ballistic 
missile submarine deployment would lead to a serious 
reduction in Pakistan's conventional forces. 

Some of the discussion of the merits of the proposed 
U.S. nuclear cooperation with India has focused on the 
concern that this arrangement will help India greatly 


102 


increase its fissile material stockpile for nuclear weap- 
ons and therefore tend to drive India and Pakistan to- 
ward the high-end future described above. The argu- 
ment is that shortages of natural uranium have impeded 
India's expansion of its fissile material stockpile. The 
new agreement with the United States will give India 
unlimited access to the world yellowcake (semi-refined 
uranium ore) market to supply the power reactors 
that will be placed under safeguards, allowing India 
to funnel much of its indigenous uranium production 
into its weapons program.^^ 

There are certainly many reasons to object to the 
proposed U.S. nuclear cooperation agreement with 
India, but the possibility that it will lead to a large- 
scale increase in India's fissile material production for 
weapons is not likely to be a major concern. It is true 
that if India wanted to use its power reactors to expand 
its fissile material stocks for weapons, this agreement 
would facilitate this expansion by allowing the power 
reactors to continue to produce electricity at full 
capacity while allowing the production of weapons 
grade plutonium. But how likely is it that India really 
does want to expand its fissile material production for 
weapons? India has had 8 years since its nuclear tests 
to expand its fissile material production capacity for 
weapons, but it has not. The most logical way for India 
to increase its fissile material production would be to 
build a copy of its current main plutonium production 
reactor, Dhruva, but it has taken no action in this 
area. If uranium shortages were restraining its fissile 
material weapons production, India would have a 
number of options to solve this problem that would 
not involve the proposed U.S. nuclear cooperation 
agreement. These include clandestine purchases of 
uranium from other countries. Yellowcake is not 


103 


subject to IAEA safeguards, and Iraq and Libya were 
able to readily purchase this material. Similarly, India 
made clandestine purchases of heavy water in the 
1980s. Note that the uranium required to operate a 
Dhruva-type reactor costs only about $5 million/ year 
if purchased at current market prices, so that even if 
India had to pay well over market prices, the costs 
would not be that great. India could also have increased 
its indigenous production of uranium by mining its 
reserves faster. In the most extreme case, India could 
redirect its current uranium production away from its 
power reactor program and into weapons production. 
Since its nuclear power program is only a minor source 
of electricity, the sacrifice would be relatively small. 
After all, until 2005, an agreement between the United 
States and India would have seemed rather unlikely, 
so India would not have been foregoing these other 
expansion options just to wait for the U.S. agreement. 
In fact, India has not shown any desire to greatly 
expand its fissile material production for weapons, and 
it does not appear likely that any U.S.-Indian nuclear 
agreement will be a vehicle for this. Indeed, one result 
of this agreement is that India is planning to shutdown 
its plutonium production reactor, Cirus, in 2010, 
which will reduce its rate of plutonium production for 
weapons by around 30 percent. 

Economic Costs of Pakistan's Current Nuclear 
Weapons Program. 

One issue of interest is the economic burden 
of Pakistan's current nuclear program. This has 
implications for the possibility that Pakistan might 
significantly increase its nuclear weapons effort and 
also raises the issue of whether Pakistan's conventional 
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forces will suffer if this effort is increased too much. 
Ideally, one would simply want to know the dollar cost 
of Pakistan's efforts but there seems to be no easy way 
to determine these costs. Not only does Pakistan fail to 
provide information on the costs of specific programs, 
but also many important elements of its program rely 
on imports from other countries. In the case of the 
latter, it is not only uncertain what a market rate for 
these transactions might be but, in many instances, 
Pakistan may be receiving concessionary pricing. 

It is clear that economic costs must seriously 
constrain Pakistan's nuclear program. Pakistan's 
defense budget is currently around $3.7 billion, which 
is already a rather high 4.4 percent of Pakistan's gross 
domestic product (GDP). Given its large expenditures 
on its conventional military forces and in particular 
its army, Pakistan probably spends no more than 10 
percent of its defense budget on its nuclear forces. Such 
a level of expenditures would make it very difficult to 
deploy certain types of nuclear systems. For example, 
France is currently deploying four new ballistic missile 
submarines (Triomphant-cleiss). It is estimated that the 
cost of these ships, including ballistic missiles, nuclear 
warheads, and 25-year operating costs, is around $40 
billion.^^ This would be over 40 percent of Pakistan's 
total defense budget for 25 years. Of course, this 
would only be the cost if France would agree to supply 
Pakistan with these items — a most unlikely event. 
Since it is beyond Pakistan's current (or near future) 
technical ability to build such submarines, the costs to 
Pakistan of building such systems at the present time 
are infinite. As was discussed above, it is possible that 
in the future the Chinese might provide such a system 
to Pakistan, though the costs of this transaction would 
be hard to estimate. 
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To get an idea of Pakistan's current expenditures 
on its nuclear forces, it is useful to look at the output of 
these expenditures, i.e., the components of Pakistan's 
nuclear arsenal. To gauge where Pakistan is on the 
spectrum of the smaller nuclear powers, we compare 
Pakistan to two other countries, France and South 
Africa. The former has a rather extensive nuclear 
arsenal for a mid-level power, whereas South Africa 
had a fairly minimal nuclear force. 

In 35 years of nuclear testing, France has detonated 
210 devices. It has developed nine different warhead 
types, including five that were thermonuclear. 
Including devices expended in nuclear testing, France 
has built around 1,400 nuclear weapons. It has built 
six different types of longer-range ballistic missiles, 
and is developing a seventh. It has built three different 
types of shorter-range missiles (two ballistic, one 
cruise) and is developing a fourth. It has constructed 
eight nuclear powered ballistic missile submarines, 
and is constructing a ninth. It has built 18 missile silos, 
62 Mirage IV bombers and 60 Mirage 2,000Ns. France 
had five plutonium/ tritium production reactors and 
is thought to have produced 4.5 to 7.5 metric tons of 
plutonium for its weapons program. With its gaseous 
diffusion enrichment plant at Pierrelatte, it is estimated 
to have produced 10 to 20 metric tons of highly enriched 
uranium for it weapons program.^^ The burden of its 
nuclear program was highest in the early years with the 
nuclear program taking up an average of 24.3 percent 
of the defense budget between 1960 and 1969, 16.9 
percent between 1969 and 1974, and 14 percent from 
1974 to 1980.^^ Nuclear forces were emphasized at the 
expense of conventional forces from 1960 to 1976.^*^ 

South Africa's nuclear effort was much smaller and 
took place from about the mid-1970s to 1990. Since its 
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weapon design was a simple gun type assembly, which 
was very likely to be successful, South Africa never 
tested any nuclear device. The weapon was expected 
to produce a yield of 14 kt with an uncertainty of 
plus or minus four kt. It produced only one weapon 
design and manufactured only six weapons. A seventh 
weapon was partially completed at the time of the 
program's termination. For weapon delivery, the South 
Africans were planning to use Buccaneer tactical strike 
aircraft, which had been purchased many years before 
there was a nuclear weapons program, and therefore 
their costs could not be attributed to that program. 
However, South Africa was also developing a 2,000 
km range ballistic missile based on the Israeli Jericho 
II and was planning to adapt its nuclear warhead for 
that missile. Highly enriched uranium for the weapons 
program was produced in a dedicated enrichment 
facility known as the Y plant. It employed a unique 
aerodynamic process developed by South Africa. It is 
estimated that around 500 kg of material was produced 
for weapons use. One South African source gives it 
weapons expenditures as being only $20 million per 
year.2° However, this estimate attributes much of its 
expenditures on uranium enrichment to its civilian 
nuclear program and ignores the costs of it ballistic 
missile program. A more realistic estimate of the 
annual costs is around $100 to $200 million per year.^^ 
Even this amount would only have been about 3 to 5 
percent of South Africa's defense budgets at that time. 

Pakistan's nuclear weapons effort seems closer to 
the scale of South Africa than that of France. Pakistan 
may have been able to achieve considerable economies 
due to receiving substantial aid from various countries, 
particularly China. Pakistan has likely tested only 
two devices and the purpose of these tests seems to 


107 


have been political rather than the exploration of 
nuclear weapons design or effects. Pakistan probably 
developed two different weapons, one for aircraft 
delivery and one for missile delivery. China very likely 
provided design information to Pakistan, reducing the 
effort needed to produce these weapons. Pakistan has 
probably produced 60 to 80 weapons, which would 
require a production rate five to ten times that of South 
Africa. 

Pakistan has already deployed three different types 
of ballistic missiles, the Ghaznavi/M-U, the Shaheen 
1 and the Ghauri. The M-lls were likely supplied to 
Pakistan as complete weapons systems, though even 
in this case Pakistan had to build dispersed storage 
garages and support facilities. The Ghaznavi and the 
Shaheen 1 seem to have been built in Pakistan though 
probably in facilities that China helped to construct. 
They seem to use the same TEL (transporter, erector, 
launcher) and their support facilities are probably quite 
similar, so it is possible that they could be deployed at 
the same facilities. The liquid-fueled Ghauris require 
their own separate deployment facilities not only 
because of their different propulsion system, but also 
because handling their liquid fuel around solid-fueled 
missiles would be quite dangerous. Having the Ghauris 
as part of its arsenal must significantly increase costs, 
not only because of the need for doubling the required 
missile support facilities, but also because Pakistan 
is more likely to have had to pay market prices for 
missiles obtained from North Korea as opposed to ones 
acquired from China. As is discussed below, internal 
bureaucratic infighting may have led to the deployment 
of both types of missiles.^^ In addition, a fourth ballistic 
missile, the Shaheen 2, is under development and is 
expected to eventually be deployed. Though it is solid- 
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fueled, it is much larger than either the Ghaznavi/M-U 
or the Shaheen 1 and will require a different TEL than 
the one used for these two missiles. It will probably 
require somewhat different support facilities as well. 
Pakistan is also developing the short-range Bahur 
cruise missile. 

Pakistan has been producing highly enriched ura- 
nium for its weapons program from one or more cen- 
trifuge enrichment facilities since 1987. It is estimated 
that it has produced between 1.1 and 1.35 metric tons of 
highly enriched uranium. Using centrifuge enrichment 
technology is more economical than the gaseous 
diffusion or aerodynamic processes used by France 
and South Africa respectively, since its electricity 
consumption is only about 1-lOth of that required by 
these other two processes. Pakistan has probably split 
its centrifuge capacity among various plants for reasons 
of strategic protection. While prudent, this need for 
multiple enrichment facilities will also increase costs. 
Since 1998, Pakistan has been operating a heavy water 
moderated plutonium production reactor, which has 
been estimated to have produced 40 to 80 kilograms of 
plutonium for its weapons program. It is not clear why 
Pakistan incurred the expense of producing plutonium, 
when it already had satisfactory weapons using highly 
enriched uranium. The expense is all the greater since 
Pakistan seems to have built a heavy water production 
facility to support this reactor. 

Clearly, Pakistan currently has a much more 
extensive nuclear weapons program than South Africa 
had. Pakistan has roughly 10 times as many weapons. 
There was not only the expense of building these 
weapons but also of providing delivery vehicles for 
this arsenal. In addition, there are the inefficiencies 
of having both solid- and liquid-fueled missiles. 
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and producing both highly enriched uranium and 
plutonium, when, in both cases, one or the other would 
have been sufficient. Based on the analogy with South 
Africa then, it seems likely that Pakistan' s nuclear forces 
entail costs in the low hundreds of millions of dollars 
per year. This is probably about as much as Pakistan 
can afford without starting to make significant cuts in 
its conventional forces. Table 2 presents a summary of 
the comparison of the nuclear weapons programs of 
these three countries. 




South Africa 

Pakistan 

Nuclear Tests 

210 

0 

2 

Nuclear 
Weapons 

1,400 of nine types 
including five TN 

6 of one type 

60-80 of two types 

Missile Delivery 

Six types of longer range 
ballistic missiles 
Three types of shorter 
range 

None deployed 
Tested ballistic 
missile based on 
Israeli design 

Three types of 
ballistic missiles 
deployed 
Fourth ballistic 
missile tested 
Cruise missile 

Other Delivery 
Systems 

18 Missile Silos, 
62 Mirage IV 
60 Mirage 2000N 

Buccaneers 
previously acquired 

34F-16 

Fissile 
Material 
Production 

Five plutonlum/trltlum 
production reactors 
Gaseous diffusion 
enrichment 

Aerodynamic 
enrichment 

One plutonium 
production reactor 
Centrifuge 
enrichment 


Table 2. Comparison of Nuclear Weapons Programs 
of France, South Africa and Pakistan. 


Conclusions. 

Pakistan's current nuclear forces certainly raise the 
stakes for India in any major conflict with Pakistan, 
and it is unclear how ready India's nuclear forces are 
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to respond to a Pakistani nuclear first strike. However, 
even without any Indian nuclear response, the up to 
10 million fatalities that a Pakistani nuclear strike on 
India might cause are not anywhere near the levels 
of destruction feared by the Superpowers during 
the Cold War, and they might be accepted by India 
as the necessary price to eliminate whatever threat 
it perceived from Pakistan. The bottom line is that 
Pakistan's nuclear forces are not a firm guarantee of its 
survival as an independent country. 

Without a doubt, India's current nuclear arsenal 
has the potential to match Pakistani nuclear strikes 
weapon for weapon. If they do, Pakistan seems not to 
have addressed the severe damage that would result 
to Pakistan's society from an Indian counterstrike. 
Further, since Pakistan has only about l/7th of India's 
population, the same loss suffered by both countries 
would be seven times the proportion of Pakistan's 
population when compared to that of India. 

As long as Pakistan can only build low yield 
fission weapons, its can only redress these problems 
by increasing the number of its nuclear weapons by 
five- or ten-fold. Increases of this magnitude are out 
of the question, as they would require proportionate 
increases in Pakistan's ability to produce fissile 
material as well as in its missile forces. Even shifting 
to a nuclear warfighting strategy would not seem to 
be plausible since it would still require a doubling or 
tripling of Pakistan's nuclear forces. For the present, at 
least, Pakistan seems content with its rate of nuclear 
force increase, which is far below these levels. 

The future adequacy of Pakistan's nuclear forces 
over the next 10 to 20 years depends heavily on the 
future course of India's nuclear forces. For our low- 
end projection of India's future nuclear forces, we 
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assume that it roughly doubles its nuclear arsenal 
and continues to field only low yield fission weapons. 
In this case, Pakistan would probably be able to also 
double its fissile material stocks and still have a rough 
equivalence with India in terms of number of weapons 
and their destructive power. The adequacy of Pakistan' s 
nuclear forces would probably be similar to what it is 
today, with the same strengths and weakness. If India 
were to deploy an effective anti-missile system around 
some of its cities, it could seriously affect Pakistan's 
nuclear strike capability. Pakistan would either have 
to deploy more longer-range missiles so as to be able 
to strike undefended cities, or obtain countermeasure 
technologies from the Chinese. 

For our high-end projection of India's future nuclear 
forces, we assume that it increases its number of nuclear 
weapons about four-fold (to around 400) and develops 
one Mt yield missile warheads. It would be very 
difficult for Pakistan to match these developments. 
Even greatly expanding its number of fission warheads 
would not allow Pakistan to come close to matching 
the destructive power of India's arsenal. Pakistan's 
only hope would be to receive major Chinese aid so 
that Pakistan could develop its own thermonuclear 
weapons. Even then, as long as Pakistan continued to 
rely on land-based ballistic missile systems, it would 
be vulnerable to a possible disarming Indian first strike 
due to the great increase in the destructive power of 
this ladian arsenal. The only long-term solution would 
be to deploy ballistic missiles on submarines. Again, 
this would require very substantial Chinese aid. Even 
so, such an expanded Pakistani arsenal would likely be 
very expensive and would result in a serious reduction 
in Pakistan's conventional forces. 
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There are many reasons to object to the proposed 
U.S. nuclear cooperation agreement with India but the 
possibility that it will lead to a large-scale increase in 
India's fissile material production for weapons is not 
likely to be a major concern. Though this cooperation 
agreement would allow India to use its power reactors 
to expand its supply of weapons grade plutonium 
without sacrificing electricity production from these 
reactors, there is little evidence that India is interested 
in such an expansion of its weapons grade plutonium 
stocks. India has had 8 years since its nuclear tests to 
expand its fissile material production for weapons, 
but it has done nothing, including not taking the 
most logical steps to do so, namely to build additional 
plutonium production reactors of the Dhruva type. 
Uranium shortages do not appear to be restraining 
India, since it has a number of options to circumvent 
such a problem, and, in any case, the uranium costs 
associated with its plutonium production are not large. 
India has not shown any desire to greatly increase its 
fissile material production for weapons, and it does not 
appear likely that any U.S.-Indian nuclear agreement 
will be a vehicle for this. One result of the proposed 
agreement is that India is planning to shut down its 
plutonium production reactor, Cirus, in 2010, which 
will reduce its rate of plutonium production by around 
30 percent. 

Compared to South Africa, Pakistan has a more 
extensive nuclear weapons program with roughly 10 
times as many weapons. Pakistan has three deployed 
land-based ballistic missile systems and is developing 
a fourth. Pakistan's program has the inefficiencies of 
having both solid-fueled and liquid-fueled ballistic 
missiles and uses both highly enriched uranium and 
plutonium. In both cases, one or the other would have 
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sufficed. Based on the comparison with South Africa, 
the costs associated with Pakistan's current nuclear 
forces is likely in the low hundreds of millions of 
dollars per year. This amount is probably about as 
much as Pakistan can afford without starting to make 
significant cuts in its conventional forces. 
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APPENDIX I 


PAKISTAN'S CURRENT NUCLEAR ARSENAL 

Pakistan's current nuclear arsenal appears to rely 
almost exclusively on mobile land-based ballistic 
missile delivery systems. Pakistan has three deployed 
missile systems. These are the 350 km range Ghaznavi/ 
M-11, the 750 km range Shaheen 1, and the 1,300-1,500 
km range Ghauri. The first two missiles are solid-fueled; 
the last utilizes storable liquid fuels. The Ghaznavi /M- 
11 is deployed in a complex of dispersed garages near 
Sargodha. The deployment areas of the other two 
missiles are unknown. The Shaheen 1 reportedly uses 
the same TEL as does the Ghaznavi /M-11; and, since 
they are both solid-fueled, they could be deployed at 
the same locations. However, the liquid-fueled Ghauri 
would need a completely separate deployment location. 
Not only would it require a different supporting 
infrastructure, but its fuel (in particular, its concentrated 
nitric acid oxidizer) would be extremely dangerous to 
handle around solid-fueled missiles. As is related in 
the next section, Pakistan initially imported 34 M-11 
missiles from China in 1993. The Ghaznavi appears to 
be an indigenously manufactured version of the M-11. 
Presumably, as the Chinese versions of the missile 
have aged, they have required remanufacture. Having 
tested the missile four times since 2002, Pakistan 
appears to be serious about maintaining this missile in 
its arsenal. This is somewhat surprising since with the 
longer-range Shaheen 1 now available, one might expect 
Pakistan to shift its production to this missile. Clearly, 
this is not the case and it appears that the Ghaznavi /M- 
11 will be an important part of Pakistan's arsenal for 
many years to come. The MiUtary Balance gives the size 
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of Pakistan's missile force as 50 Ghaznavi /M-11, 15-20 
Ghauri, and 6 Shaheen IP 

Though it is likely that Pakistan relies mainly on its 
ballistic missile force for its nuclear weapons delivery 
capability, its force of 34 F-16s also could be used in 
this role. Before 2003 when the Shaheen 1 and Ghauri 
were deployed, these aircraft would have been the 
only means to attack targets that are beyond the range 
of the Ghazavi/ M-11. However, given the growing 
strength on India's air defenses and the importance of 
the F-16s in the conventional air balance, these longer- 
range ballistic missile have likely taken over the deep 
nuclear strike role. Currently, the main utility of these 
aircraft in a nuclear strike role would be to attack 
mobile tactical targets that would be difficult to target 
with ballistic missiles. 

Pakistan produces both highly enriched uranium 
and plutonium for its weapons program. The highly 
enriched uranium is produced by the use of centrifuges. 
The first facility was at Kahuta and additional plants 
of various sorts are also at Sihala, Golra, and Wah. In 
the mid-1990s, Pakistan's total enrichment capacity 
was estimated to be around 5,000 separative work 
units (SWU) per year, which would produce about 25 
kg of heavy enriched uranium (HEU) per year.^* Since 
its 1998 nuclear tests, its total enrichment capacity 
appears to have expanded to around 10,000 SWU per 
year (50 kg of HEU per year). Also since 1998, Pakistan 
has had a 50 MWth plutonium production reactor in 
operation at Khushab. Its production rate will depend 
on the reactor's capacity factor, but is probably around 
10 kg of plutonium per year. 

The ISIS has produced a set of reasonable estimates 
for Pakistan's total fissile material production as of 
the end of 2003.^ Pakistan's total HEU inventory was 
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estimated to be between 1,000 and 1,250 kg and its total 
plutonium inventory was estimated to be between 
20 and 60 kg. Assuming 20 kg of HEU or 5 kg of 
plutonium is required for each weapon, there would be 
a possible nuclear inventory at the end of 2003 of about 
50 to 70 weapons. Taking into account fissile material 
production in 2004 and 2005 would lead to an estimate 
of about 60 to 80 weapons. These estimates are similar 
to many other that have been made for Pakistan. Note 
that while estimates such as these have been useful for 
sizing Pakistan's nuclear arsenal in the past, at some 
point in the future, fissile material inventories will not 
be the limiting factor in producing a nuclear arsenal. 

With regard to the weapons themselves, presumably 
Pakistan possesses two weapon types: The first, a 
weapon produced at the beginning of Pakistan's 
program, is designed to be delivered by an F-16; and 
the second, a smaller lighter weight weapon, is suitable 
for ballistic missile delivery.^^ As to the possible yield 
of these weapons, the 1998 nuclear tests provide the 
only insight available. These tests probably did not 
serve the purpose for which nuclear tests are usually 
conducted, namely to provide information about the 
characteristics of the nuclear devices being tested. 
Such information would have already been supplied 
to Pakistan from China. Rather, the purpose of the tests 
appears to have been political, to respond to India's 
tests and to declare Pakistan an overt nuclear weapons 
state. Therefore Pakistan's main purpose would have 
been to conduct tests as quickly as possible after India's, 
and it would have likely used weapons from its existing 
arsenal for this purpose. And since India claimed that 
it had tested four weapons simultaneously on May 11, 
Pakistan claimed that it tested five weapons on May 28. 
However, again, this seems to have been for political 
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effect. Based on the small overall magnitude of the 
seismic signal on this date, it is far more likely that only 
one weapon was tested. The seismic signal on May 28 
had a body-wave magnitude of 4.9, which is equivalent 
to a yield of 6 to 13 kt. Pakistan also conducted a single 
nuclear test on May 30. Its seismic signal had a body- 
wave magnitude of 4.3, which is equivalent to a yield 
of 2 to 8 kt. Both weapons then appear to have been 
simple fission devices, the first with a yield of around 
10 kt and the second 5 kt. The difference in yield 
between the two tests might represent the difference 
between the aircraft-delivered design and the missile- 
delivered one, or it could have been the same weapon 
using different fissile cores. Also, since the uncertainty 
bounds overlap, it is possible that it was the same 
weapon tested twice. At any rate, it seems that the yield 
of Pakistan's nuclear weapons is likely in the range of 5 
to 10 kt and probably no more than 15 to 20 kt. 

As to the readiness of the Pakistani nuclear force. 
President Musharraf has indicated that the weapons 
are kept in an unready state. He has stated, "Missiles 
and warheads are not permitted together. There is 
a geographical separation between them."^^ At a 
minimum what this probably means is that the fissile 
cores are stored separately from the missiles and their 
warheads. Though some observers have contrasted 
this practice with the Superpower experience, actually 
the United States handled its weapons in the same way 
for the first decade or so of its weapons program. In the 
U.S. case, the fissile cores were kept separately from 
the high explosive parts of the warhead, not only for 
security reasons but for safety reasons as well. Indeed, 
given the technology of the era, the high explosive 
components could not be maintained at high levels of 
readiness for any great period of time.^^ 
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Since 2000 Pakistan has had a formal command and 
control arrangement for its nuclear forces. This is the 
"National Command and Control Authority" jointly 
headed by President Musharraf and Pakistan's Prime 
Minister. 
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APPENDIX II 


A SHORT HISTORY OF PAKISTAN'S NUCLEAR 
WEAPONS PROGRAM 

It is widely accepted that Pakistan's formal nuclear 
weapons program began in the aftermath of its defeat 
in the December 1971 Indo-Pakistan War. In January 
1972, Prime Minister Zulfikar Ali Bhutto convened 
a meeting with Pakistan's top scientists in the city 
of Multan where he announced that Pakistan would 
develop nuclear weapons. Like all nuclear weapons 
efforts, the main barrier to the production of weapons 
was the need to procure the special nuclear material 
(plutonium or highly enriched uranium) required for 
any such weapon. 

Initially, Pakistan concentrated its efforts on 
acquiring plutonium. In December 1972, Pakistan's 
first nuclear power reactor (Kanupp), which had been 
supplied by Canada, began sustained operation. It 
would produce tens of kilograms of plutonium per 
year. Utilizing this material would require diverting 
it from IAEA safeguards, but this apparently was not 
considered a problem. However, Pakistan needed a 
reprocessing plant to separate the plutonium from the 
spent reactor fuel. Pakistan began negotiations with 
France for the purchase of a large reprocessing plant, 
which would be located at Chashma. In October 1974, 
a deal was signed to build the plant. U.S. opposition to 
this facility would eventually lead France to cancel the 
deal. Pakistan managed to build a smaller reprocessing 
facility known as the New Labs, with the help of 
Belgian and French companies. New Labs facility was 
probably completed sometime in the early to mid 1980s. 
By that time, Pakistan had shifted its main effort to the 
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production of highly enriched uranium and New Labs 
would not operate for many years, as Pakistan decided 
not to face the political controversy that would result 
from violating the IAEA safeguards at Kanupp, and 
there was no other source of spent fuel available. 

As is now well-known, Pakistan acquired enrich- 
ment technology through the efforts of Dr. Abdul 
Qadeer Khan. He began work in 1972 at the Almelo 
facility in the Netherlands, which is part of the Urenco 
centrifuge enrichment project. Due to lax security. 
Khan was able to gain information about much of the 
centrifuge enrichmenttechnology.WhenKhanreturned 
to Pakistan for a visit in 1974, he was able to convince 
the Pakistani government to begin its own centrifuge 
enrichment project. In 1975 Khan returned to Pakistan 
permanently to head the centrifuge development 
effort. Key to this endeavor was Pakistan's ability to 
procure many centrifuge components from Urenco 
suppliers, as well as to purchase other facilities needed 
for the centrifuge effort. For example, in the late 1970s, 
Pakistan was able to buy an entire facility for the 
production of uranium hexafluoride (the chemical form 
required for the enrichment plant) from companies in 
West Germany. Construction of an enrichment facility 
at Kahuta began in 1978. By 1984 the plant was in 
operation producing low enriched uranium. By 1987 
it was producing the highly enriched material needed 
for weapons production. 

In the late 1970s, in response to Pakistan's nuclear 
weapons development efforts, the United States cut 
off aid to Pakistan. However, the Soviet invasion of 
Afghanistan at the end of 1979, led the United States 
to reverse course and strengthen ties with Pakistan. In 
1981, the United States agreed to sell 40 F-16 fighters 
to Pakistan. The aircraft were delivered to Pakistan 
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between 1983 and 1987. Of these aircraft, 32 are thought 
to be still operational today. 

In the mid-1980s, China supplied Pakistan with 
a nuclear weapon design suitable for tactical aircraft 
delivery. In addition it provided Pakistan with 
important components required to detonate a nuclear 
weapon. 

A 1985 U.S. law known as the Pressler Amendment 
required the president to annually certify that Pakistan 
did not possess a nuclear device for U.S. aid to Pakistan 
to continue. With Pakistan's production of highly 
enriched uranium and its having both a viable nuclear 
weapon design and F-16s to deliver the weapons, pro- 
viding the certification became increasingly difficult. 
But as long as the war in Afghanistan continued, the 
certification was provided. However, with the end of 
this war, there was no longer any need for such close 
ties with Pakistan. In October 1990, the president failed 
to provide the certification and aid to Pakistan was 
again cut off. This date should be considered the latest 
that Pakistan had become a de facto nuclear weapons 
state with an arsenal based on F-16 delivered highly 
enriched uranium weapons. 

With the imposition of sanctions against Pakistan, it 
could not obtain spare parts for the F-16s or additional 
aircraft that had been ordered. This threatened to 
undermine the long-term viability of Pakistan's nuclear 
force. In 1993 China supplied Pakistan with 34 M-11 
missiles. These utilize solid fuel and were reported to 
have a range of 300 km. The public reporting of this 
transfer was delayed until 1996. Even then it did not 
appear to be particularly significant since, with a range 
of only 300 km, the missiles could not be used to hit 
major Indian cities, if launched from Pakistan. However, 
more recent reporting assigns the missile a range of 350 


125 


km, which would allow the missile to reach New Delhi 
when launched from Pakistan.^' Unclassified satellite 
photographs taken in early 2000 show a dispersed 
complex of 12 storage garages where these missiles 
and their TELs are deployed near Sargodha. Equipping 
these missiles with nuclear warheads would require 
the use of a warhead somewhat smaller and lighter 
than the one developed for F-16 delivery, but there 
is no reason to suppose that China would not have 
supplied Pakistan with such a warhead design. 

In April 1998, Pakistan tested the Ghauri missile. It 
appears to be an unmodified imported North Korean 
No Dong missile. The No Dong is reported to have 
a range of 1,300 km, though the Ghauri is usually 
reported to have a range of 1,500 km. The importation 
of this missile appears to represent bureaucratic rivalry 
between A. Q. Khan's research organization (which 
was responsible for the importation of the Ghauri) and 
Pakistan's National Development Complex (which 
is developing Pakistan's solid-fueled missiles). This 
missile has been tested five additional times: April 
1999, May 2002, May 2004, June 2004, and October 2004. 
The missile was officially handed over to the Pakistani 
military in January 2003. 

Also in April 1998, Pakistan started sustained 
operation of its 50 MWth heavy-water plutonium 
production reactor at Khushab. The Chinese reportedly 
provide assistance in the construction of this reactor. 
In early 2000, unclassified satellite photos of this site 
showed what appears to be a heavy water production 
plant only a few miles south of the reactor. 

On May 28 and May 30, 1998, Pakistan conducted 
nuclear tests in response to the ones conducted by India 
earlier in the month. These tests marked the transition 
from Pakistan as a de facto nuclear weapons state to 
that of an openly declared nuclear weapons state. 
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In April 1999, Pakistan tested the Shaheen 1 ballistic 
missile. It utilizes solid fuel and has a range of 750 km. 
The missile was tested twice in October 2002, twice 
more in October 2003, and again ia December 2004. 
The missile was officially handed over to the Pakistani 
military in March 2003. 

In February 2000, Pakistan established a National 
Command Authority. Though little is known about 
it publicly, it is believed to be responsible for nuclear 
doctrine, as well as nuclear research and development, 
wartime command and control, and advice to President 
Musharraf about the development and employment of 
nuclear weapons. 

Twice in 2002, Pakistan tested the Ghaznavi. It is 
believed to be a domestically produced copy of the 
Chinese M-11 ballistic missile. The missile was also 
tested in October 2003 and November 2004. The missile 
was formally inducted into service with the Pakistani 
military in February 2004. 

In March 2004, Pakistan tested the Shaheen 2 ballistic 
missile. This is Pakistan's first two-stage missile, with 
both stages using solid fuel. It has a range of about 
2,000 km, which will allow it to hit almost any target 
in India. The missile was tested again in March 2005 
and April 2006, but it has yet to be inducted into the 
military. 

In August 2005, Pakistan tested the Babur cruise 
missile with a range of 500 km. It was tested again in 
March 2006 and may be deployed by the end of the 
decade. 

In December 2005, the United States supplied 
Pakistan with two F-16s.^° 
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CHAPTER 5 


ISLAMABAD'S NUCLEAR POSTURE: 
ITS PREMISES AND IMPLEMENTATION 

Peter R. Lavoy 

This chapter examines Pakistan's strategy for 
ensuring the security and survivability of its nuclear 
deterrent during periods of peace, crisis, and war. 
Toward this end, five main features of Pakistan's 
strategic deterrence policy are described in some 
detail. With an understanding of how Pakistani 
military planners perceive the basic requirements of 
their strategic deterrent, the ways in which the rapidly 
evolving U.S.-India strategic partnership threatens 
Pakistan's core defense precepts become apparent. 
A set of new long-term Pakistani strategic concerns 
stimulated by the expanding U.S.-India partnership is 
identified and analyzed. The basic point is that projected 
developments in India's nuclear and conventional 
military capabilities eventually could threaten the 
survivability of Pakistan's strategic deterrent, which 
has always been a major concern for the country's 
defense planners. The concluding section of the chapter 
examines how the Pakistan government officials might 
view three emerging strategic threats posed by India 
and its expanding international partnerships. 

FIVE DIMENSIONS OF PAKISTAN'S NUCLEAR 
DETERRENCE POLICY 

Pakistan has relied on nuclear weapons to deter 
Indian aggression for over 2 decades, but a thoroughly 
considered and planned nuclear deterrence strategy 
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took shape only after the country conducted its first 
nuclear explosive tests in May 1998 — a development 
that was prompted suddenly and unexpectedly by 
India's surprise nuclear test series earlier that month. 
Before then, nuclear weapons had not been integrated 
into Pakistani military plans, the armed forces had 
no nuclear employment doctrine to speak of, and 
command and control over the nuclear arsenal and 
delivery systems was only vaguely defined and loosely 
organized.^ Even after the 1998 nuclear tests, Pakistani 
defense planners gradually recognized that premising 
national security on nuclear weapons required a 
multitude of new undertakings related to doctrine, 
command and control, force structure, delivery sys- 
tems, and the vetting and training of specialized per- 
sonnel assigned to various strategic force responsi- 
bilities. 

Pakistan's efforts to establish an effective nuclear 
force posture, strategic organization, use doctrine, 
deterrence strategy, and command and control 
system were severely complicated, but also ultimately 
facilitated, by three serious crises that occurred in the 
past 5 years: (1) the forced reorientation of Pakistan's 
foreign and defense policies after the September 11, 
2001 (9/11) terrorist attacks against the United States 
and the subsequent U.S.-led war on terrorism; (2) the 
2001-02 military standoff that nearly produced a major 
war with India; and (3) the revelations in early 2003 
of the A. Q. Khan network's illicit transfers of nuclear 
weapons technology and materials to Iran, Libya, 
and North Korea. Because of the sweeping changes 
Pakistan has made in its nuclear programs, strategic 
organizations, and force posture in the wake of these 
traumatic events, Pakistani security planners now 
have a much more ef f ective — and "normal"— nuclear 
deterrence posture. However, the emergence of new 
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political and military challenges arising from the U.S.- 
India strategic partnership — particularly, the U.S.- 
India initiative for civilian nuclear cooperation and 
possible defense technology and military equipment 
transfers— will further test the ability of Pakistan's 
military leadership to maintain a robust, credible, and 
secure nuclear deterrent. 

Today, Pakistan's strategic deterrence strategy 
consists of five major elements: (1) an effective 
conventional fighting force and the demonstrated 
resolve to employ it against a wide range of conventional 
and sub-conventional threats; (2) a minimum nuclear 
deterrence doctrine and force posture; (3) an adequate 
stockpile of nuclear weapons and delivery systems to 
provide for an assured second strike; (4) a survivable 
strategic force capable of withstanding sabotage, 
conventional military attacks, and at least one enemy 
nuclear strike; and (5) a robust strategic command and 
control apparatus designed to ensure tight negative 
use control during peacetime and prompt operational 
readiness (positive control) at times of crisis and war. 
Each of these features is described below. 

Conventional-Military Components of Deterrence. 

Pakistan's nuclear weapons are considered to be 
absolutely essential to deter India from undertaking 
a wide range of coercive political-military behavior 
that could undermine Pakistan's territorial integrity 
and political sovereignty. However, it is important to 
recognize that Pakistani defense planners still consider 
their conventional armed forces to be the first line of 
defense against Indian conventional military attack 
and the backbone of the country's overall deterrence 
posture. It could be said that 95 percent of Pakistan's 
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strategic deterrent relies on a robust conventional 
military capability and deliberate and repeated 
demonstrations of the Pakistani leadership's readiness 
to employ it decisively if attacked — or even seriously 
threatened with military attack. 

Pakistan's military conduct during the 2001-02 
crisis with India revealed this orientation. When India 
mobilized its armed forces for attack shortly after the 
December 13, 2001, terrorist strike against the Indian 
Parliament, Pakistan responded by immediately 
putting its own armed forces on a war footing. 
Pakistani military leaders were very satisfied that their 
ground forces were able to reach their designated strike 
positions more quickly than their opposite numbers, 
thus eliminating the element of surprise and nullifying 
any advantage that India might have by striking across 
the border first. It is widely speculated that Indian 
Prime Minister Atal Bihari Vajpayee decided against 
a military attack when his troops had moved into 
their strike positions by the middle of January because 
Pakistani troop deployments indicated that Islamabad 
was well-prepared to counterstrike at locations of 
its choosing, thus eliminating any advantage India 
would have gained by attacking first. As President 
Pervez Musharraf wrote in his memoir, "We went 
through a period of extreme tension throughout 2002, 
when Indian troops amassed on our borders during 
a hair-trigger, eyeball-to-eyeball confrontation. We 
responded by moving all our forces forward. The 
standoff lasted 10 months. Then the Indians blinked and 
quite ignominiously agreed to a mutual withdrawal of 
forces."^ 

A similar experience in coercive diplomacy occurred 
a few months later, when Indian and Pakistani troops 
were still fully deployed along the international border 
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and the Kashmir line of control. When the Pakistani 
leadership received tactical intelligence that India once 
again was preparing to attack in early June 2002, the 
Pakistani military command's response was to instruct 
its soldiers to counterattack immediately after the first 
Indian violation of the international border. Not only 
that, but following the traditional approach of Pakistani 
deterrence strategy, orders were given for at least one 
additional counterattack to take place in reaction to the 
Indian strike.^ By demonstrating its readiness to use 
conventional military force in response to any Indian 
provocation, Pakistan hoped then, and still hopes 
today, to compensate for its disadvantage relative to 
ladia in conventional troop numbers and equipment 
quality with greater resolve and the willingness to run 
greater military risks.^ 

If an Indo-Pakistani military crisis were to deepen, 
the weight of deterrence would shift more to nuclear 
weapons. Pakistan's nuclear posture, which during 
peacetime is recessed and structured mainly for secrecy 
and safety, would reflect a much greater emphasis on 
usability and operational readiness. Of course, this is 
what senior Pakistani defense planners have referred 
to when they express concern about the degradation 
of Pakistan's conventional military capability lowering 
the threshold for nuclear weapons use: The shorter the 
period of time that Pakistan's conventional military 
(notably the Pakistan Army and Air Force) could 
hold out in a war, the quicker the National Command 
Authority (NCA) would be to order the deployment— 
and possibly the employment — of nuclear weapons. 

A key point that emerges from this understanding 
of the close connection of conventional military force 
and nuclear force in Pakistan's deterrence strategy is 
the realization that escalation dominance at all rungs 
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of the military ladder— from low-intensity conflict to 
conventional war and all the way to nuclear war — is 
deemed absolutely essential for the weaker power to 
survive. Pakistani defense planners firmly believe that 
if they allow India to seize the advantage at any level of 
violence — from subconventional through conventional 
to nuclear warfare— then India is sure to exploit it, and 
all will be lost. 

Minimum Nuclear Deterrence Doctrine. 

Pakistan has not formally declared a nuclear 
employment doctrine, but this does not mean there is 
no doctrine. On the contrary, Pakistan has operational 
plans and requirements for nuclear use integrated 
within its military warfighting plans. In contrast 
to India, which has stated the basic parameters of 
its nuclear use doctrine but remains quiet about its 
strategic command and control structure, Pakistan has 
disclosed the basic features of its nuclear command 
and control organization,^ but no official has discussed 
how the government plans to employ its nuclear 
weapons. In fact. Lieutenant General Khalid Kidwai, 
director of Pakistan's Strategic Plans Division (SPD) — 
the military organization created in 1999 to oversee the 
development, custody, and employment of nuclear 
weapons — affirmed to a pair of Italian physicists in 
2002 that Pakistan would not make its nuclear doctrine 
public, as India did in August 1999.^ 

The primary purpose of Pakistan's nuclear arsenal, 
a purpose which Pakistani officials have openly stated, 
is to deter an Indian conventional military attack. As 
noted above, Pakistan prioritizes conventional military 
readiness for deterrence and warfighting. If this fails, 
Pakistani officials plan to be the first to use nuclear 
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weapons as a last resort to prevent the loss of Pakistan's 
territory, or the military defeat of the Pakistani armed 
forces. In the most authoritative statement on the 
subject, Pakistani Foreign Minister Abdul Sattar 
indicated in June 2001 that the government had 
adopted "minimum credible deterrence as the guide 
to [its] nuclear program/ 

Planning for how and under what circumstances 
Pakistan's nuclear weapons would be employed 
has been only broadly outlined over the years. As 
early as December 1974, Prime Minister Zulfiqar Ali 
Bhutto declared for the first time the basic principle 
of Pakistan's nuclear weapons use policy. He stated: 
"Ultimately, if our backs are to the wall and we have 
absolutely no option, in that event, this decision about 
going nuclear will have to be taken. 

Three decades later, at the peak of the 2002 crisis, 
when Indian and Pakistani forces were deployed 
against each other in a military standoff unprecedented 
in duration and intensity. President Pervez Musharraf 
repeated Bhutto's policy formulation. Musharraf stated 
in an interview published in April 2002 in the German 
magazine, Der Spiegel: "Nuclear weapons are the last 
resort. I am optimistic and confident that we can defend 
ourselves with conventional means, even though the 
Indians are buying up the most modern weapons in 
a megalomaniac frenzy." Nuclear weapons could 
be used, Musharraf said. "If Pakistan is threatened 
with extinction, then the pressure of our countrymen 
would be so big that this option, too, would have to be 
considered." In a crisis, he said, nuclear weapons also 
have to be part of the calculation. 

In a rare departure from established procedure. 
Lieutenant General Khalid Kidwai selectively 
removed some of the traditional ambiguity over the 
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circumstances in which Pakistani defense planners 
have thought about the employment of nuclear 
weapons. As the military crisis deepened with India 
in January 2002, Kidwai told a pair of Italian physicists 
that Pakistani nuclear weapons would be used only "if 
the very existence of Pakistan as a state is at stake." 
Kidwai elaborated: "Nuclear weapons are aimed solely 
at India. In case that deterrence fails, they will be used 
if: 

a. India attacks Pakistan and conquers a large part 
of its territory (space threshold); 

b. India destroys a large part either of its land or air 
forces (military threshold); 

c. India proceeds to the economic strangling of 
Pakistan (economic strangling); 

d. India pushes Pakistan into political destabilization 
or creates a large-scale internal subversion in Pakistan 
(domestic destabilization). 

The last two elements of the four nuclear use triggers 
are fuzzy and should not be considered in isolation. 
They are offshoots or preludes to a conventional war 
that India might undertake. In this respect, "economic 
strangulation" chiefly implies an Indian naval blockade 
or possibly also the placement of Indian dams on rivers 
flowing from Kashmir that could be used either to dry 
up or flood Pakistan's Punjab plains, depending on how 
India's military operations were to unfold. Similarly, 
"ethnic conflict" is a redline peculiar to South Asia. In 
Pakistan, this is seen as a threat to national survival 
reminiscent of India's assistance to the Mukti Bahini 
guerrillas that led to the breakdown of Pakistan's con- 
trol over East Pakistan in 1971 and subsequently re- 
sulted in the creation of Bangladesh. Pakistani appre- 
hension over Indian-abetted ethnic conflict also derives 
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from memories of Indian machinations in Pakistan's 
Sindh province in the 1980s, which were beheved to 
have been conducted as a quid pro quo for Pakistan's 
alleged support to the Sikh insurgency in Indian 
Punjab. This concern is exacerbated today by Pakistani 
allegations of Indian complicity (via Afghanistan) in the 
ongoing ethnic crises in the two states of Pakistan that 
border Afghanistan: Baluchistan and the Northwest 
Frontier Province. Pakistan is unlikely to bring nuclear 
weapons directly into play in such a scenario (though 
a naval blockade is an act of war), as they could not 
play any credible role in resolving the crisis. But any 
conventional force posturing in conjunction with this 
will certainly up the ante. 

Pakistan's official position is that the main function 
of its nuclear arsenal is to prevent India from destroying 
or otherwise overwhelming the country. However, the 
precise Indian actions that are interpreted as posing an 
existential threat have not been articulated. Kidwai's 
four existential threats for possible use are credible, 
but also vague. The statement was almost certainly 
intended to be imprecise so as to enhance Pakistani 
deterrence. If Pakistan were more explicit about nuclear 
red lines, this might enable India to adjust the scope of 
its strategic plans and military operations accordingly. 
By not specifying the precise Indian actions that would 
trigger Pakistan's use of nuclear weapons, Pakistani 
defense planners hope to create uncertainty in the 
minds of Indian policymakers as to how far they can 
press Pakistan on the battlefield. 

The second objective of Pakistan's nuclear 
weapons policy is to deter an overwhelming Indian 
conventional military attack against Pakistan's armed 
forces. Islamabad considers that India's advantages in 
geography and nearly all categories of conventional 
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military capability make nuclear force indispensable for 
Pakistan's defense. Pakistani military officials believe 
that clearly communicated resolve to use nuclear 
weapons and a robust conventional military posture 
are the key requirements for effective deterrence. In 
their view, one would not work without the other. 
According to this logic, if India attacks, Pakistan 
would counterattack with conventional forces; each 
side would inflict significant damage on the other; and 
India would be forced to refrain from escalating the 
conflict out of a fear of Pakistan's nuclear response. 

The conviction that nuclear force is required to 
augment Pakistan's conventional military deterrence 
of a possible Indian conventional attack is reinforced 
by the common perception among Pakistani elites that 
Pakistan successfully deterred attacks by India on at 
least six occasions — during the military crises of 1984- 
85, 1986-87, 1990, 1998, 1999, and 2001-2002." This 
interpretation gained even more credibility in light of 
President Musharraf's December 2002 statement that 
war with India was averted because of his repeated 
warnings that if Indian forces crossed the border, 
Pakistan would not restrict its response to conventional 
warfare.^^ Despite the fact that war was only narrowly 
averted in 2002, Pakistani military planners now 
appear to have even greater confidence in their ability 
to manage the risks of strategic deterrence. 

The Pakistani government's approach to employing 
nuclear weapons thus rests on a calculation of its 
vulnerability to India's conventional and nuclear 
forces, and even to India's possible use of nonmilitary 
instruments to threaten Pakistan's territorial integrity, 
political stability, and economic viability (as per 
Kidwai's reference to economic strangling and domestic 
destabilization). Armed with few viable defense 
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options apart from its expanding nuclear arsenal, 
and ever concerned about such wide-ranging threats, 
Pakistan is likely to continue to embrace a flexible and 
nonspecified doctrine for using nuclear weapons. 

If at all possible, Pakistan does not intend to fight 
India with nuclear weapons. Pakistani civilian and 
military policymakers recognize that their government 
and perhaps even their country are not likely to 
survive a nuclear exchange with India. But operational 
military plans must include all contingencies. 
Pakistan's targeting policy probably includes a mix 
of countervalue and counterforce targets. At present, 
Pakistan has nuclear-capable F-16 and Mirage 5 
aircraft, which have limited range and penetration 
capability. Pakistani ballistic missiles, both liquid 
and solid fuel, can reach key strategic points in India. 
Cruise missiles also have been tested and gradually 
will be integrated into operational plans. Pakistan's 
strategic development strategy includes continuous 
research experiments and flight-tests to improve the 
accuracy and penetrability of existing nuclear delivery 
systems. Pakistan's nuclear use doctrine probably 
calls for holding multiple Indian industrial centers, 
military-industrial complexes, defense facilities, and 
military bases and formations at risk. Should India 
push Pakistan to the brink— whether by attacking, 
occupying, destroying, or strangling — Pakistan's NCA 
could very well decide to use nuclear weapons. 

Nuclear Weapons Stockpile and Delivery Systems. 

Pakistan's nuclear force requirement is a tightly held 
national secret. Islamabad's stated goal is to maintain 
a credible minimum deterrent, defined primarily 
around Pakistan's assessment of India's nuclear force 
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inventory, penetrability and targeting requirements, 
and unspecified future adversaries and contingen- 
cies. In addition, Pakistani decisionmaking for its strate- 
gic force structure is based on the requirements of survi- 
vability, which include a sufficiently large weapons 
stockpile to ensure dispersal to multiple launch 
sites and a second-strike capability. A key strategic 
consideration thus is the maintenance of "sufficient" 
fissile stock material as well as the creation and 
operation of fissile material production facilities with 
adequate capacity to meet both short-term and long- 
term requirements. 

According to public estimates of Pakistan's fissile 
material stockpile at the end of 2006, Islamabad prob- 
ably had amassed between 30 and 85 kilograms of wea- 
pons-grade plutonium from its Khushab research 
reactor and between 1,300 and 1,700 kilograms of 
weapons-grade highly enriched uranium (HEU) from 
the Kahuta gas centrifuge facility. The Khushab reactor 
probably can produce between 10 and 15 kilograms of 
plutonium per year. Kahuta may be able to produce 100 
kilograms of HEU each year. Assuming that Pakistani 
scientists require 5 to 7 kilograms of plutonium to make 
one warhead and 20 to 25 kilograms of HEU to produce 
a bomb, then Pakistan would have accumulated 
enough fissile material to be able to manufacture 
between 70 and 115 nuclear weapons by the end of 
2006.^^ A medium estimate based on these figures 
would mean that Pakistan could have an arsenal of 
about 90 weapons, as indicated in Table 1. 
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Pakistani Fissiie iviateriai & Nuciear Weapons (end of 2006) 


Low 

Medium 

High 

Weapon-Grade PlutDnium (kg) 

30 

55 

85 

Weapon-Grade Uranium (kg) 

1300 

1,500 

1,700 

Weapon Capability 

70 

90 

115 


Table 1. Pakistani Fissile Material and Nuclear 
Weapons. 


In Pakistan's normal peacetime force posture, nu- 
clear weapons are believed not to be deployed. That is, 
they are not mated with their delivery systems. Nuclear 
warheads and missile delivery systems probably are 
stored in secure locations that are separate from one 
another — but not too far apart. Delivery aircraft, of 
course, are located at one or more of the country's 10 
major air bases or 10 forward operating air bases. In 
the past 5 years, Pakistan has started to set up strategic 
forces in all three services, two of which (land and air), 
are presently functional. 

Pakistan relies on a combination of aircraft and 
ballistic missiles for nuclear delivery missions. Two 
aircraft in its inventory, the U.S.-supplied F-16 Fighting 
Falcon multirole fighter and the French Mirage SPA, 
are particularly well-suited to this role. At present, 
Pakistan has about 50 Mirage 5s and 35 1980s-vintage 
F-16s, although at the end of 2006, the United States 
agreed to provide mid-life upgrades for Pakistan's 
existing F-16s and to transfer another 18 models to the 
Pakistan Air Force.^"* 

With nonproliferation sanctions severely curtailing 
Pakistan's ability to modernize its air force during the 
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1990s, Islamabad went on a major campaign to procure 
technology and parts for a variety of ballistic missiles 
for nuclear delivery roles. Today, Pakistan possesses 
a missile force comprisiag road and rail mobile solid- 
fuel missiles (Ahdali, Ghaznavi, Shaheen 1 and 2), as its 
mainstay, and the less accurate liquid-fuel missiles 
{Ghauri 1 and 2) for long-range strikes against deep 
population centers in India. Pakistan is also working 
on a ground-launched cruise missile (GLCM), called 
the Babur, which was tested first in August 2005 and 
again in March 2006. Table 2 lists the main air and 
missile delivery systems in Pakistan's inventory. 


Aircraft/ Missile 

Range 

Source 

Status 

F-16A/B 

925 km 

United States 

35 planes in inventory 

Mirages PA 

1,300 km 

France 

50 planes in inventory 

Hatfl 

80-100 km 

Indigenous 

In service since mid-1990s 

Hatf2(Abdali) 

180 km 

Indigenous/China 

Tested in May 2002, 
in service 

Hatf 3 (Ghaznavi) 

300 km 

Indigenous/China 

M-11, tested May 2002, 
in service 

Hatf4(Shaheenl) 

600-800 km 

Indigenous /China 

First tested October 2002, 
in service 

Hatf 5 (Ghauri 1) 

1,300-1,500 km 

Indigenous/DPRK 

No Dong, tested May 
2002, in service 

Hatf5 (Ghauri 2) 

2,000 km 

Indigenous/DPRK 

No Dong, tested April 
2002, in development 

Hatf6 (Shaheen 2) 

2,000-2,500 km 

Indigenous/China 

First tested March 2004, 
in development 

Hatf? (Babur) 

500 km GLCM 

Indigenous/China? 

First tested August 2005, 
in development 


Table 2. Pakistani Nuclear Delivery Systems.^^ 
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Survivable Strategic Force. 


Since the advent of Pakistan's nuclear program, 
Pakistani officials have worried about preventative 
strikes against their nuclear production facilities and 
later against their concealed weapons arsenal. Concerns 
about the survivability of the nuclear program arose in 
the mid and late 1970s, when (following India's first 
nuclear explosive test in May 1974) the U.S. Government 
aggressively blocked Pakistan's attempt to acquire 
nuclear technology from Europe. Pakistanis believed 
that Washington established the Nuclear Suppliers 
Group (NSG) primarily to prevent them from going 
nuclear; meanwhile India's nuclear status was accepted 
after the minor opprobrium it received following its 
surprise nuclear detonation. Even today, Pakistanis cite 
as evidence of international discrimination against their 
nuclear effort the visit to Islamabad by U.S. Secretary 
of State Henry Kissinger in August 1976 to pressure 
President Zulfiqar Ali Bhutto to abandon the nuclear 
bomb development program, which was then at a very 
early stage. Kissinger offered 110 A-7 attack aircraft as 
compensation to reverse Pakistan's nuclear ambitions. 
Although Kissinger evidently did not issue a direct 
threat, to this date the Pakistani narrative consistently 
has maintained that Bhutto was threatened with severe 
consequences if he did not change the country's nuclear 
policy.^^ 

Three years later, after U.S. President Jimmy Carter 
levied nuclear nonproliferation sanctions against 
Islamabad, Pakistani officials feared that the United 
States might conduct sabotage or air strikes against 
Pakistan's uranium enrichment plant at Kahuta. 
In response, Pakistan tightened perimeter security 
and air defenses around the sensitive fissile material 
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production facility. These fears were rekindled after 
Israel's successful attacks on Iraq's Osirak nuclear 
reactor in June 1981. Reportedly, in the same month, 
the Indian air force established contingency plans 
for attacking Kahuta, which the Indian government 
consistently has denied. 

Alarm bells sounded once again in the mid- 
1980s over the prospect of Indian air attacks against 
Kahuta. Islamabad's threat perceptions escalated in 
the summer of 1984 when the Indian army mounted 
military operations inside the sacred Golden Temple 
in Amritsar to suppress the Sikh crisis in Indian Punjab 
and also occupied the contested Siachen Glacier in 
the same month. A few years later, during the 1986- 
87 Brasstacks military crisis, Pakistani fears of a 
preventive strike against Kahuta triggered even more 
serious concerns. By then, sufficient evidence had 
convinced the Pakistan leadership that Indian Army 
Chief General Sundarji was planning a preventive war 
against Pakistan in the shadow of military exercises 
along the border with the ultimate objectives of 
neutralizing Pakistan's alleged support for the Sikh 
separation movement and dismantling Pakistan's 
nuclear weapons program.^^ This crisis, which led to 
the partial mobilization of troops on both sides of the 
border, finally subsided after President Zia ul-Haq met 
with Prime Minister Rajiv Gandhi at a cricket match in 
Jaipur, India. 

During the Kashmir uprising in the early 1990s, 
Pakistani policymakers once again became concerned 
about the security of their nuclear facilities, this time 
suspecting a joint Israeli-Indian preventive military 
attack. On this occasion, the Pakistani leadership of 
President Ghulam Ishaq Khan, Prime Minister Benazir 
Bhutto, and Army Chief General Aslam Beg decided 
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to convey a clear threat to India that Pakistan would 
attack India's key nuclear facilities outside of Bombay 
(the Bhabha Atomic Research Center and the Tarapur 
power reactors) if Kahuta were struck. Soon thereafter, 
the military crisis ended, although the violence in 
Kashmir persisted for well over a decade. Partly as a 
consequence of Pakistan's nuclear policy reorientation 
during the 1990 crisis, the U.S. Government invoked 
nonproliferation sanctions under the Pressler 
Amendment, which terminated all arms transfers and 
nearly all economic assistance to Pakistan throughout 
the decade of the 1990s. 

Immediately after India conducted its surprise 
nuclear tests on May 11 and 13, 1998, Pakistani 
policymakers became concerned about the possibility 
of an Indian or joint Indian-Israeli attack on Pakistan's 
nuclear production and storage facilities and its test site 
in Baluchistan. This threat perception was stimulated 
on a general level by the aggressive rhetoric of the 
new ruling party in India, the Bharatiya Janata Party 
(BJP), and more specifically by Pakistani intelligence 
reports of at least one Israeli aircraft that was observed 
operating on Indian territory during the period when 
Pakistan was preparing for its own nuclear test series. 

According to Pakistani defense analyst, Hasan- 
Askari Rizvi, "two intelligence reports appeared that 
caused much panic among Pakistan's policymakers. 
First, intelligence service and Army authorities 
reported the sighting of an unidentified F-16 aircraft in 
Pakistan's airspace on May 27 (it should be noted here 
that India does not have F-16 aircraft; Pakistani military 
authorities were suggesting the presence of an Israeli 
aircraft in the area). The country's Ghauri missiles were 
deployed that same day. The second report came shortly 
after midnight of May 27-28. The Pakistani military was 
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put on maximum alert when the country's inteUigence 
agencies reported an unusual movement of aircraft 
in India just across the border, hinting at a possible 
preventive air strike against nuclear installations. The 
Pakistani press began to talk about the possibility of an 
Indian air strike on Pakistan's nuclear installations a 
couple of days before the security alert."^' Ultimately, 
nothing came of these reports — except for the Pakistan 
government's rush to demonstrate its nuclear weapons 
capability before something came up to prevent it from 
doing so. 

A few years later, in the immediate aftermath of 
the 9/11 terrorist attacks against the United States, 
Washington's urgent response to take down al-Qaeda 
and the Taliban regime in Afghanistan created new 
worries in Islamabad about preventive strikes against 
Pakistan's nuclear arsenal. In a statement to the nation 
announcing Pakistan's full cooperation with the 
U.S. war on terrorism and its sudden withdrawal of 
support for the Taliban, President Musharraf cited the 
protection of the country's strategic assets as one of the 
main reasons for this policy reversal. As Musharraf has 
written in his memoir, 

The security of our strategic assets would be jeopardized. 
We did not want to lose or damage the military parity 
that we had achieved with India by becoming a nuclear 
weapons state. It is no secret that the United States has 
never been comfortable with a Muslim country acquiring 
nuclear weapons, and the Americans undoubtedly would 
have taken the opportunity of an invasion to destroy 
such weapons. And India, needless to say, would have 
loved to assist the United States to the hilt.^" 

U.S. and Indian reactions to the events of 9-11 put 
Pakistan in a very precarious position in which its 
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strategic assets and undoubtedly its overall sovereign 
integrity would have been threatened if it did not 
immediately and completely reverse its position toward 
the Taliban— even though sacrificing the Taliban out 
of geopolitical exigencies created enormous domestic 
problems for the Musharraf government, and still 
complicates its ability to rule in the northwestern part 
of the country.^^ 

Fears of an Indian attack against Pakistan's nuclear 
assets resurfaced once again during the military 
standoff with India following the December 13, 
2001, terrorist attack against the Indian parliament 
building. This time, however, Pakistan mobilized its 
conventional forces and went into full operational 
alert. Nuclear weapons reportedly already had been 
dispersed after the post-9/11 crisis; but although the 
entire national security apparatus was placed on high 
alert, there were no reports of Pakistan mating nuclear 
weapons to delivery systems during this 2001-02 
military standoff. 

Since the 1998 tests, various pronouncements, 
publications in the Western press, and events in the 
region, have eroded the credibility of Pakistan's nuclear 
command and control, overshadowing the efforts 
that have been made since 1999 to harness a coherent 
command system to ensure management of its nuclear 
capabilities. The revelation of A. Q. Khan's reckless 
secondary proliferation activities and information that 
two Pakistani atomic scientists met members of al- 
Qaeda in Afghanistan created further concerns over 
Pakistan's nuclear security. Also, U.S. intelligence 
reportedly believed that Pakistan readied its nuclear 
arsenals to threaten India during the Kargil conflict. 
These actions have created an overall impression of an 
irresponsible nuclear power.^ 
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Pakistani officials admit that many mistakes had 
been made which allowed the A. Q. Khan saga to 
take place. But continuing criticism of its nuclear 
custodianship within Western government and think 
tank circles feeds Pakistani fears of being targeted and 
labeled as an irresponsible state, not primarily due to 
its nuclear policy and custody shortcomings, which it 
believes it has corrected, but more as a conspiracy to 
keep the Pakistani nuclear program on the defensive. 
This "conspiracy" is viewed in Islamabad as an attempt 
to establish the grounds for rollback of its nuclear 
weapons program, barkening back to the U.S. position 
from the 1970s through the mid-1990s. These fears are 
further reinforced with Washington's renewed global 
partnership with India, making Pakistan's nuclear 
weapons arsenal an exceptionally — perhaps even 
uniquely — "illegitimate" capability. 

Today, the expanding U.S.-India strategic 
partnership, which goes well beyond the civilian 
nuclear cooperation deal, has rekindled concerns 
about a possible Indian preventive military attack, 
this time perhaps in collaboration with the United 
States. In response to the U.S.-India announcement of 
civilian nuclear cooperation during President George 
Bush's visit to India in March 2006, Pakistan's NCA 
publicly resolved that any deal that would shift the 
nuclear balance in South Asia would force Pakistan 
to reevaluate its minimum nuclear deterrence 
requirements. One effect of Pakistan' s decades-old fears 
of preventive strikes against its nuclear complex has 
been a very high priority placed on the survivability of 
all nuclear production facilities, weapons and missile 
storage complexes, and potential launch facilities. 
Because of operational security concerns, no details 
have been revealed about the measures taken to ensure 
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survivability, but presumably they involve an emphasis 
on mobile systems; camouflage; hardened and deeply 
buried facilities; and strict compartmentalization of 
information about the plans, locations, and standard 
operating procedures governing the movement, 
deployment, and possible employment of strategic 
forces. 

Responsive Strategic Command and Control 
System. 

President Pervez Musharraf announced the formal 
creation of Pakistan's NCA on February 2, 2000. Prior 
to this announcement, a de facto nuclear command 
and control arrangement existed as part of the national 
military command structure, which had provided — 
and continues to provide — guidance over conventional 
military operations. The new NCA operates much like 
the structure that preceded it, although its membership 
is more formally (and publicly) articulated, and at least 
one dedicated communications system reportedly has 
been created to enable the NCA to issue guidance to 
operational strategic forces during serious military 
crises and war. 

The secretariat of the NCA is the Strategic 
Plans Division (SPD), located at the Joint Services 
Headquarters. SPD supports each of the two main 
elements of the NCA. The apex body is the Employment 
Control Committee (ECC), a senior leadership group 
comprising both military and civilian policymakers. 
This decisionmaking group provides policy direction 
and is the authority over strategic forces. This body is 
chaired by the President and also includes the Prime 
Minister (who is Vice Chairman), Foreign Minister 
(Deputy Chair), Ministers for Defense, Interior, and 
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Finance, the three service chiefs, the chairman of 
the Joint Chiefs of Staff Committee (JCSC), and of 
course the Director General of SPD (who serves as the 
organization's secretary). The Finance Minister was 
not on the original ECC approved by Prime Minister 
Nawaz Sharif. He was added shortly after Musharraf 
assumed control of the government in October 1999. 

The membership of the ECC has undergone some 
change even after the Pakistan Government announced 
it publicly in February 2000. When Musharraf first 
talked openly about the NCA, he was then Chief 
Executive of the country and indicated that the chair of 
the NCA would be the head of the government. Then 
after the October 2002 elections, when Zaf aruUah Khan 
Jamali became Prime Minister, Musharraf announced 
that the chair of the NCA would become the President, 
a post he then occupied, and that the vice-chair would 
be the Prime Minister. 

The subordinate body of the NCA is the 
Developmental Control Committee (DCC), which is 
comprised of military and scientific elements and is 
tasked to optimize the technical and financial efficiency 
of the entire program to implement the strategic force 
goals set by the Employment Control Committee. This 
group is also chaired by the President and includes 
the Prime Minister (Vice Chairman), the chairman of 
the Joint Chiefs of Staff Committee (Deputy Chair), 
the three service chiefs, the heads of the concerned 
strategic-scientific organizations, and the Director 
General of SPD (Secretary). In practice, the DCC is 
chaired by the DG-SPD, and the operational directors 
of each of the military services attend in place of the 
service chiefs. 

The organizational diagram of the NCA appears in 
Figure 1. 
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National Command Authority 


President (Chairman) 
Prime H/linister (Vice Cliairman) 



Figure 1. Pakistan National Command Authority. 

The A.Q. Khan crisis has galvanized the Pakistani 
command and control system in ways Pakistani 
policymakers could not have predicted. In this 
instance, it was indeed true that a crisis contained 
both grave danger and tremendous opportunity. Out 
of a strange combination of necessity and desire, the 
military moved very quickly to tighten its grip on all 
of the country's strategic and scientific organizations 
in a professional manner— bringing about more 
coherence among the military planners, operators, and 
scientific bodies. Meanwhile, the three armed services 
continue to build and train strategic forces with a great 
deal of secrecy and compartmentalization. However, 
Pakistan has continued with the same personnel under 
the leadership of SPD Director General, Lieutenant 
General Khalid Kidwai, who remains the focal point of 
all nuclear matters in Pakistan. 

Since the A. Q. Khan affair, the SPD has gone to 
great lengths to improve the country's command and 
control infrastructure. One of the greatest flaws in 
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the system was the lack of formal oversight over the 
strategic scientific organizations. The security setup 
arranged since the beginning of the program was 
designed to protect it from outside interference, spying, 
and physical threats (including sabotage). There was 
no formal reporting channel of the security apparatus 
that could have the ability to account for shipments 
(in and out), personal travels, etc. Also, there was no 
formalized procedure of nuclear material protection, 
control, and accounting (MPC&A).^' The nuclear 
security and safety aspect was always believed to be a 
highly classified national secret because it revealed the 
capacity and capability of the country. This was a fatal 
flaw in the system, which SPD had grappled with since 
its formation.^* 

SPD placed particular emphasis on enhancement 
of its security division. Lieutenant General Kidwai 
appointed a dedicated two-star general to head this 
vital part of the organization and expanded it to 
include approximately 8,000 military personnel. A 
separate security directorate for counterintelligence 
was formulated, headed by a one-star brigadier 
general. This organization essentially coordinates with 
all intelligence agencies about any external threats. 
The Inter-Services Intelligence Directorate (ISID) 
forms the outermost ring of security and works closely 
with the security division. Prior to this, there was no 
formal role for the ISID in nuclear matters. Even now, 
the ISID director general is not a formal member of the 
NCA. (Reportedly, he is a regularly invited member.) 
Since the whole SPD organization falls under the Joint 
Services Headquarters, the overall responsibility of 
nuclear safety and security rests with the Chairman 
of the Joint Chief of Staff Committee. The chairman 
represents the highest level of joint military integration 
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for national security intelligence and articulation of 
the nuclear command authority. See Figure 2 for an 
organizational diagram of SPD. 

Strategic Plans Division 


Director General 
*** 



Figure 2. Strategic Plans Division. 


IMPACT OF U.S.-INDIA STRATEGIC 
COOPERATION ON PAKISTAN 

The growing strategic cooperation between the 
United States and India has caused some consternation 
in Islamabad, even though Pakistani policymakers 
have not made a public hue and cry over the issue. 
Three potential implications of expanded nuclear and 
defense cooperation between Washington and New 
Delhi are particularly troubling— not as immediate 
concerns, but more as long-term threats that need to be 
monitored and countered. 

1. India may be able to out race Pakistan by 
rapidly expanding its production of fissile material. 
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The most widely discussed implication for Pakistani 
security of the U.S.-India civil nuclear cooperation 
accord is the potential it provides for India to divert 
more of its indigenously produced nuclear fuel to 
the weapons program because of the likely boost in 
international supplies of fuel for India's civil nuclear 
power program. Both the Indian government and 
the Bush administration deny that this will be the 
case. For example, U.S. Under Secretary of State 
Nicholas Burns told reporters on March 2, 2006, that 
the agreement would not have an impact on India's 
strategic program.^^ However, Pakistanis may believe 
that unless India stops production of fissile material 
for weapons purposes— which it shows no interest in 
doing— nuclear safeguards will do little to ensure that 
outside assistance is not diverted. 

The problem as viewed in Islamabad is exacerbated 
by the tendency of Pakistan's military and political 
leaders to view everything related to India in zero-sum 
terms — a particularly dangerous state of affairs 
considering India's growing economic and military 
might and its significantly enhanced political 
capital in the United States, Europe, China, and 
elsewhere. Pakistani defense planners have shown 
little willingness to accommodate India's growing 
regional preeminence. They say that what is required 
are firm assurances that India will respect Pakistan's 
independence and territorial integrity — or, to put 
it more colorfully, to prevent the transformation of 
Pakistan into a weak, subservient "West Bangladesh." 
However, the main "dilemma" of Pakistan's security 
predicament is that no Pakistani leader has ever been 
able to articulate what kind of assurances are required 
of India to reassure Pakistan that India accepts its 
existence as a permanent nation-state. 
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Although Indian government officials deny that 
they have any interest in significantly expanding their 
fissile material production capabilities, because of Pak- 
istan's intense insecurity complex, there is a tendency in 
Islamabad to listen to and accept as true the aggressive 
and sometimes hegemonic claims of India's defense 
hawks such as Brahma Chellaney and Bharat Karnad — 
the latter of whom has been a particularly vocal critic 
of India's minimum deterrent posture, arguing for a 
force of at least four fleet ballistic missile submarines 
(SSBNs) armed with 48 sea launched ballistic missiles 
(SLBMs), 25 nuclear-armed intercontinental ballistic 
missiles (ICBMs), 40 nuclear intermediate range 
ballistic missiles (IRBMs), and 70 manned nuclear- 
delivery aircraft, all to be complemented by another 
70 nuclear-equipped air-to-surface missiles and 25 
demolition munitions.^'' While all objective evidence 
would suggest that the Indian government does not 
pay very close attention to Chellaney, Karnad, and 
other hawks, at least on the issue of nuclear force 
levels, inside the Pakistani strategic community these 
views are taken as a rough blueprint for India's force 
development. In the absence of reliable intelligence 
on many crucial strategic maters, worst-case analysis 
usually guides policymaking. 

Compounding the problem is the tendency of 
Pakistani military officials to also pay close attention 
to the debate in the United States over strategic matters 
in South Asia. The incredible publicity over the U.S.- 
India initiative for civilian nuclear cooperation has 
provided an abundance of grist for the worst-case 
analysis mill in Islamabad and Rawalpindi. In 2006, for 
example, Robert Einhorn has stated, "the deal appears 
to give India complete freedom not just to continue 
but to expand its production of fissile material for 
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nuclear weapons." Joe Cirincione has been even more 
blunt: "President Bush has now given away the store. 
He did everything but actually sell nuclear weapons 
to India." Cirincione added: "If the deal stands, India 
will use foreign fuel for its power reactors, freeing up 
Indian uranium for its military reactors. India will be 
able to double or triple the number of weapons it can 
make annually. They could go from the 6-10 they can 
currently produce to 30 a year."^^ 

Regardless if this prediction is merited or not, 
Pakistani strategic planners almost certainly put a great 
deal of stock in this calculation when they reviewed the 
implications of the U.S.-India nuclear deal for their own 
strategic requirements in a combined NCA meeting 
on April 12, 2006. During this meeting, Pakistan's 
strategic leadership probably concluded that Pakistan's 
own fissile material production plan required some 
adjustment— possibly to include the acquisition of 
an additional fissile material production facility to 
compensate for India's presumed expansion of fissile 
material production. Recent public reports about the 
expansion of Pakistan's plutonium production and 
reprocessing capabilities, if true, would seem to be 
further evidence of this development.^^ 

2. India may be able to identify and target 
Pakistan's strategic assets with its enhanced 
intelligence, surveillance, and reconnaissance 
(ISR) capabilities and it may be able to reach and 
destroy Pakistani strategic assets using its improved 
precision-strike aircraft and missile capabilities. As 
discussed above, Pakistani defense planners have long 
been concerned about the survivability of their nuclear 
weapons production facilities and weapons arsenal. 
Although there were many scares about possible Indian 
preventive strikes — either alone or in combination 
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with some outside power— Pakistani officials probably 
recognized that India's ability to locate key strategic 
targets and then mount precision attacks against them 
was relatively limited. India simply did not possess 
either the intelligence, surveillance, and reconnaissance 
systems or precision strike capabilities to perform this 
kind of mission with a high confidence of success. 
However, because of India's expanding international 
defense relationships, especially with the United States, 
this situation is changing. 

India is placing a real priority on developing and 
acquiring foreign weapons systems to deter aggressive 
actions from both China and Pakistan. To improve its 
intelligence, surveillance, and reconnaissance (ISR) 
capabilities, India has purchased or is in negotiation 
for the Phalcon Airborne Warning and Control System 
(AWACS), surveillance radars, weapon locating 
radars, maritime surveillance aircraft, unmanned aerial 
vehicles (UAVs), and satellites. In the area of precision 
strike, India's priorities have been on acquiring the new 
models of the Su-30MKI and Mirage 2000-5 aircraft, 
upgrading the Jaguar and the MiG-27iets, acquiring and 
developing anti-tank guided-weapons systems, guided 
artillery weapons, multipurpose guided weapons, and 
the Rafael listening targeting pod.^^ 

The ISR and precision strike systems mentioned 
above are expected to provide India with the ability to 
dissuade and deter its potential attackers by helping 
achieve a military edge over Pakistan and by helping 
bridge a quality gap between the Chinese military 
and the Indian military. The modern technology is 
expected to improve the ability of the Indian armed 
forces to survey potential threats to Indian security 
and to respond to them in a timely and effective 
manner. The ISR systems will provide an improved 


157 


capability to detect and track enemy infiltration, and 
will also provide improved queuing for patrolling 
assets to engage the enemy. Having precision strike 
capability will then allow Indian forces to effectively 
engage and neutralize the enemy with a high degree of 
success. Having an improved ISR, precision strike, and 
missile defense capability is expected to dissuade and 
deter a potential enemy by ensuring its detection and 
punishment, and a successful defense against a missile 
attack is expected to deter the enemy from launching 
an attack in the first place. 

This pattern of arms acquisition by India has been 
a serious concern for Pakistan. Predictably, Islamabad 
is likely to view India's recent modernization efforts 
as a significant threat to its security. India's military 
modernization program has led to a growing disparity 
between the Indian and Pakistani conventional military 
capabilities. A particularly grave concern is that if India 
pursues its policy to achieve technical superiority in 
ISR and precision targeting, this will provide India the 
capability to effectively locate and efficiently destroy 
strategically important targets in Pakistan. India's 
new-found ISR capability, through its acquisition of 
the Phalcon AWACS, will provide India with the ability 
to locate targets deep inside Pakistan's territory, and 
direct India's superior aircraft, such as the Su-30 and the 
Mirage 2000-5, with their air-to-air and precision strike 
capabilities, onto those targets. Possessing advanced 
precision strike capability will ensure high probability 
of kill, and put Pakistan at a significant disadvantage. 
The result of this growing divergence in the two states' 
conventional capabilities will be either a regional 
arms race — as Pakistan desperately attempts to keep 
pace with India so as to deter a preventive strike from 
India— and/ or a lowering of the nuclear threshold for 
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Pakistan— if it fails to keep up the conventional arms 
race with an economically powerful India and therefore 
needs to rely on its nuclear arsenal for a deterrent. 

How this issue will play out in the coming years 
remains to be seen, but suffice it to say that Pakistani 
defense planners have considerable cause for concern 
as they project the evolving security environment over 
the next 1 to 2 decades. This concern is not particularly 
evident from the rhetoric of the government. For 
example. President Musharraf remarked in December 
2006: 

If we look at the unconventional mode then Pakistan 
is a nuclear power. We have tested our whole missile 
power, and the security and safety of our missile system 
is that much strong that if any nuclear attack is done on 
Pakistan, it will not be affected. So I am sure that there 
is no threat against Pakistan and the Pakistani nation is 
fully prepared to face any threat.'" 

Despite the positive spin, it seems likely that Pakistani 
officials are growing increasingly concerned about 
the long-term survivability of their strategic deterrent 
owing to India's improving ISR and precision-strike 
capabilities. 

3. The U.S. Government, which seemingly places 
more value on its strategic, economic, and political 
relations with India than with Pakistan, may be more 
inclined to side with India in future regional disputes, 
continuing a trend that began with the Kargil conflict 
in the summer of 1999. The final implication of the 
expanding U.S. strategic relationship with India for 
Pakistan's security is the most difficult to define with 
any precision. It is a more general apprehension 
held by many Pakistani defense decisionmakers that 
Washington's views on South Asian affairs increasingly 
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will be shaped by India's perceptions and arguments, 
rather than by a cool, objective determination by U.S. 
policymakers. 

The Pakistani commentators who have expressed 
this concern have pointed to different causal 
dynamics. These range from the benign— a shift in U.S. 
perceptions that could result from the greater degree 
of Indian inputs coming into the U.S. system due to 
the heightened strategic interaction between U.S. and 
Indian policymakers and military officers — to the 
sinister — the possible tendency of U.S. officials to take 
a pro-Indian line because of the growing economic 
interaction between the two countries and the much 
higher money and rewards at stake than ever was the 
case in South Asia. 

No matter what the driving force is — or is thought 
to be — and notwithstanding Washington's repeated 
reminders that the U.S. strategic relationship with 
Pakistan continues to be of vital importance to U.S. 
security interests, Pakistan's concern about becoming 
strategically isolated — as it was in the late 1970s and 
throughout the 1990s — is likely to intensify as the U.S.- 
India strategic relationship continues to grow. How 
this plays out in Islamabad's general foreign policy 
orientation and in its strategic policies remains to be 
seen. 
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CHAPTER 6 


FISSILE MATERIALS IN SOUTH ASIA 
AND THE IMPLICATIONS OF THE U.S.-INDIA 
NUCLEAR DEAL 

Zia Mian, A.H. Nayyar, R. Rajaraman, 
and M.V. Ramana 

It is easy to see that in certain circumstances aid given by 
the [International Atomic Energy] Agency with its full 
safeguards system in operation could help in accelerating 
a military programme. Let us assume that the country 
receiving aid received from the Agency heavy water 
or fissile material for a reactor for peaceful purposes. 
If the country concerned already has heavy water or 
fissile material, the loan of the Agency's heavy water or 
fissile material to that extent liberates the country's own 
materials for use in military programmes. 

Homi Bhabha, 
Founder of the Indian 
Nuclear Program, 1964.^ 

INTRODUCTION 

On July 18, 2005, U.S. President George Bush and 
Indian Prime Minister Manmohan Singh issued a joint 
statement in Washington, DC, laying the grounds 
for the resumption of U.S. and international nuclear 
trade with India.^ This trade has been suspended for 
about 3 decades because India is neither a signatory 
to the Nuclear Non-Proliferation Treaty (NPT) nor 
allows International Atomic Energy Agency (IAEA) 
safeguards on all its nuclear facilities. The July 
agreement has generated domestic political debate in 
the United States and India, and concern on the part 
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of a number of other countries.^ Among the issues is 
the fear that the agreement serves to normalize India's 
status as a nuclear weapons state and so weakens the 
NPT and the larger nonproliferation regime. Another 
important concern is that it may serve to expand India's 
potential nuclear weapons production capabilities, and 
thus hinder international efforts to end the production 
of fissile materials for nuclear weapons. 

As part of the July 2005 deal, the Bush Administration 
offered both to amend U.S. laws and policies on 
nuclear technology transfer and to seek the necessary 
exemptions in the international controls on the supply 
of nuclear fuel and technology managed by the Nuclear 
Suppliers Group (NSG) of states so as to allow nuclear 
trade with India. In exchange for the lifting of these 
restrictions, India's government offered to identify and 
separate civilian nuclear facilities and programs from 
its nuclear weapons complex, and volunteer these 
civilian facilities for IAEA safeguarding. However, the 
final shape and status of the deal is still unclear since 
it will require the U.S. Congress to amend existing 
laws, and a consensus among the NSG countries, both 
of which may attach conditions that India may not 
accept.^ 

At the March 2006 summit in New Delhi between 
President Bush and Prime Minister Singh, it was 
announced that the Bush administration was satisfied 
with the proposed Indian plan to separate its program 
into a civilian and a military component.^ The 
separation plan offers to subject to IAEA safeguards 
eight Indian power reactors that are either operating 
or under construction, in addition to the six reactors 
that are already subject to safeguards because they 
were purchased from abroad (see Appendix I for a list 
of India's operating and under construction reactors). 
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These "civilian" facilities will be put under safeguards 
"in a phased manner" by 2014 and thereafter will remain 
open to inspections in perpetuity. India's remaining 
eight power reactors, all its research reactors, and the 
plutonium-fuelled fast breeder reactor program are to 
be part of the military program. India also offered to 
shut down by 2010 a reactor supplied by Canada, used 
for peaceful purposes, but whose plutonium was used 
in the 1974 nuclear weapon test. India also claimed the 
right to classify as either civilian or military any future 
reactors it might build. 

The nuclear agreement has elicited great concern 
from Pakistan, which has demanded from the United 
States (and been refused) the same deal as is being 
offered to India.^ China has called for any exemptions 
for international nuclear cooperation and trade agreed 
to by the NSG to be open to Pakistan as well.^ The 
United States has refused.^ 

Pakistan's Prime Minister, Shaukat Aziz, observed 
that "nuclear nonproliferation and strategic stability 
in South Asia will be possible when the United States 
fulfills the needs of both Pakistan and India for civil 
nuclear technology on an equal basis," and warned 
that "a selective and discriminatory approach will 
have serious implications for the security environment 
in South Asia."^ Pakistan's National Command 
Authority (NCA), chaired by President Pervez 
Musharraf and responsible for its nuclear weapons 
policy and production, declared that, "In view of the 
fact the [U.S.-India] agreement would enable India to 
produce a significant quantity of fissile material and 
nuclear weapons from unsafeguarded nuclear reactors, 
the NCA expressed firm resolve that our credible 
minimum deterrence requirements will be met."^° 
However, at the same time, Pakistani ambassador 
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to the United States and former Army chief General 
Jahangir Karamat offered that "if bilaterally, the United 
States can facilitate a moratorium on fissile material 
production or on testing; we are very happy to be part 
of that."" 

Technical issues related to fissile materials that 
are involved in these concerns about the agreement 
are discussed. First the estimated fissile material 
production and stockpiles in South Asia are reviewed. 
Then the significance of the line India has drawn 
between its civilian and military facilities for India's 
future weapons-useable fissile material production 
capabilities is assessed. 

SOUTH ASIAN NUCLEAR PROGRAMS 

India and Pakistan have long-standing nuclear 
weapons programs that are linked to their civilian 
nuclear infrastructure. International support was 
crucial in the development of these complexes in both 
states. Most of this support followed the 1953 launch 
of the U.S. Atoms for Peace program, which sought to 
encourage third world countries to become U.S. allies 
by offering nuclear technology, but had unfortunate 
consequences in facilitating proliferation in South Asia 
and elsewhere.^^ 

India. 

Established in 1948, India's Atomic Energy 
Commission turned to the United Kingdom for the 
design and enriched uranium fuel for its first nuclear 
reactor, Apsara. Similarly, the CIRUS reactor was 
supplied by Canada, while the heavy water used in 
it came from the United States. India's first power 
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reactors at Tarapur and Rawatbhata were supplied 
by the United States and Canada, respectively. A U.S. 
design was used for India's first reprocessing plant in 
Trombay. Some of these technologies and materials 
contributed to the production and separation of the 
plutonium used in India's 1974 nuclear weapons 
test. Due to this test and its subsequent refusal to 
give up its nuclear weapons and sign the NPT, India 
has been kept largely outside the system of trade of 
nuclear technology that has developed over the past 3 
decades. 

India has over the years built a nuclear power 
program with 15 reactors (Appendix I) providing today 
an installed capacity of 3,310 megawatts electric (MWe), 
which accounts for about 3 percent of India's installed 
electricity generation capacity. Thirteen of the reactors 
are Pressurized Heavy Water Reactors (PHWRs), the 
first two of which were supplied by Canada. The other 
PHWR reactors are Indian built but largely based on 
the Canadian design. The latest evolution of the design 
has increased the capacity from 220 to 540 MWe. The 
other two power reactors are first-generation Boiling 
Water Reactors supplied by the United States. 

Only the four foreign supplied reactors are currently 
under IAEA safeguards. Two 1,000 MWe reactors 
being built by Russia under a 1988 deal will also be 
safeguarded. These two large reactors will increase 
India's nuclear capacity by over 50 percent in the next 
few years. 

For decades, India's Department of Atomic Energy 
(DAE) has pursued an ambitious fast-breeder reactor 
development program. This involves separating 
plutonium from the spent fuel produced in natural 
uranium reactors and using it to fuel fast-neutron 
breeder reactors, which in turn could be used to produce 
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U-233 that would eventually serve to fuel heavy- water 
reactors operating on a Th-U-233 closed fuel cycle." 
These efforts have made slow progress: The first breeder 
reactor to be built, the Fast Breeder Test Reactor, was 
due to become operational in 1976 but started only in 
1985 and has been plagued with problems.^^ The 500- 
MWe Prototype Fast Breeder Reactor is not expected to 
be completed until 2010, if all goes according to plan. 
India has also begun work on a prototype plutonium- 
thorium-uranium-233 fuelled Advanced Heavy Water 
Reactor (AHWR) to gain experience with the thorium 
and U-233 fuel cycle.^*' 

India conducted its first nuclear weapon test in May 
1974. There were another five tests in 1998 involving 
fission weapons and a thermonuclear weapon. There 
are reports that at least one test used plutonium that 
was less than weapons grade.^^ India is believed to 
have a stockpile of perhaps 40-50 nuclear weapons. 
One report cites plans for 300-400 weapons within a 
decade.^^ 

Pakistan. 

Pakistan obtained its first research reactor from the 
United States as part of the Atoms for Peace Program. 
Its first power reactor, a 137 MWe PHWR built by 
Canada, began operating in 1972. Since 2001, a 325 MWe 
Pressurized (Light) Water Reactor (PWR), designed 
and built by China, has been operating at Chashma. A 
second reactor of the same type is under construction 
at the same site. All of these foreign-supplied reactors 
are under IAEA safeguards (Appendix 1). 

After India's 1974 nuclear test, Pakistan sought 
technology both to separate plutonium and to enrich 
uranium for its nuclear weapons program. A 1974 
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deal with France for a reprocessing plant was canceled 
in 1978 amid growing concerns about a possible 
Pakistani nuclear weapons program.^'' But A. Q. Khan, 
a Pakistani metallurgist working for a subsidiary of the 
European enrichment company, URENCO, was able to 
acquire centrifuge technology, and Pakistan succeeded 
in enriching uranium at its Kahuta centrifuge uranium 
enrichment facility in 1982.^° In 1998, Pakistan also 
began operating a plutonium-production reactor at 
Khushab.^^ A second reactor is now under construction 
at the same site, with work apparently having begun 
on it in 2000. ^2 

In 1998, Pakistan followed India in testing nuclear 
weapons. A 2001 estimate suggested Pakistan may by 
then have had an arsenal of 24-48 nuclear weapons.^^ 

CURRENT STOCKS OF FISSILE MATERIAL IN 
INDIA AND PAKISTAN 

India and Pakistan are producing fissile materials 
for their nuclear- weapons programs. Along with Israel 
and perhaps North Korea, they may be the only states 
currently doing so. The five NPT nuclear weapons 
states, the United States, Russia, the United Kingdom, 
France and (informally) China, have all announced an 
end to fissile material production for weapons. 

Weapons Grade Plutonium. 

As far as is known, India's weapons-grade 
plutonium comes from the 40 megawatt thermal (MWt) 
CIRUS and 100 MWt Dhruva reactors (see Figure 1). 
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Figure 1. The Dhruva (left) and CIRUS (right) 
Reactors 

(IKONOS Satellite Imagery Courtesy of GeoEye). 

Public details of the operating histories for CIRUS and 
Dhruva are sparse. CIRUS became critical in 1960 and 
fully operational in 1963. An extended refurbishment 
of CIRUS started in October 1997, and it resumed 
operation in October 2003.^'* Dhruva was commissioned 
in 1985 but began normal operation in 1988.^^ One 
figure that has been published is the availability factor, 
which is the fraction of time that the reactor is operable. 
CIRUS is reported to have an "availability factor of 
over 70 percent."^*' In 2000, Dhruva was claimed to 
have "achieved an availability factor of over 68 percent 
during the year which is the highest so far."^^ 

Assuming that the reactors operate at full power 
when they are available allows an upper-bound 
estimate ojf plutonium production. At full power and 
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an availability factor of 70 percent, each year CIRUS 
would produce about 10.2 tons of spent fuel, containing 
about 9.2 kg of weapons grade plutonium, and Dhruva 
would produce about 25.6 tons of spent fuel containing 
23 kg of weapons grade plutonium.^^ 

Pakistan has a smaller plutonium production 
potential from its 50 MWt Khushab reactor (see Figure 
2).^^ It is a natural uranium-fuelled heavy water reactor 
and appears to be similar to India's CIRUS reactor. 



Figure 2. The Khushab Reactor 
(IKONOS Satellite Imagery Courtesy of GeoEye). 


There is little information available about the 
history and operating experience of the Khushab 
reactor other than that construction started ia 1985 and 
it started operating in early 1998.^° Assuming that the 
Khushab reactor has been operated in a fashion similar 
to India's CIRUS reactor, it could produce almost 12 kg 
of plutonium per year.^^ 
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The capacity of the second reactor being built at 
Khushab (see Figure 3) is still uncertain. One estimate 
suggests it may be as high as 1,000 MWt, which would 
allow it to produce as much as 200 kg of weapons grade 
plutonium a year.^^ However, government officials 
from the United States and Pakistan, as well as some 
independent analysts, have disputed this; a U.S. official 
claimed that the reactor under construction may be 
"over 10 times less capable" than had been reported, 
i.e., it may have about the same capacity as the existing 
one.^^ 



Figure 3. The Reactor under Construction at 
Khushab 

(August 12, 2006; IKONOS Satellite Imagery 
Courtesy of GeoEye). 
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The estimated cumulative weapons grade 
plutonium production for India and Pakistan is given 
in Table 1.^* It does not include the possibility of a few 
tens of kilograms of plutonium from the lower burn- 
up initial discharges of India's unsafeguarded PHWRs 
having been added to this stockpile.^^ For both India 
and Pakistan, it is hard to know how much of the 
plutonium that has been recovered from spent fuel has 
been incorporated into weapons. 



India 

Pakistan 

Reactor 

CIRUS 

Dliruva 

Khushab 

Cumulative Plutonium 
production (kg) 

234 

414 

92 


Table 1. Estimated Cumulative Weapons Grade 
Plutonium Production (kg) Up to 2006. 


Spent fuel from CIRUS and Dhruva is reprocessed 
at the Trombay reprocessing plant. This plant started 
functioning in 1964 with a capacity of 30 tons/year, 
but was shut down for renovation and a capacity 
increase after the first Indian nuclear test in 1974. 
When it restarted operation in 1985, its capacity had 
increased to 50 tons/year.^^ India also has two much 
larger reprocessing plants at Tarapur (commissioned 
in 1975-82) and Kalpakkam (commissioned in 1998) to 
recover plutonium from spent power reactor fuel (see 
Table 2).'' 
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Pakistan 

Trombay 

50 


PREFRE (Tarapur) 

100 


KARP (Kalpakkam) 

100 


New Labs (Rawalpindi) 


10-20 


Table 2. Reprocessing Plant Capacities in India and 
Pakistan 

(Tons of Heavy Metal in Spent Fuel Per Year). 


India plans to increase its annual reprocessing capacity 
to 550 tons by 2010 and to 850 tons by 2014 to meet 
the needs of its fast breeder reactor program and 

The spent fuel from Pakistan's Khushab reactor is 
believed to be reprocessed at the New Labs facility near 
Islamabad, which has a capacity of 10-20 tons/year 
of heavy metal. In March 2000, it was reported that 
"recent air samples" which had been "taken secretly" 
showed that "Pakistanis have begun reprocessing."*" 
This report seems to be consistent with estimates of the 
detectability of krypton-85 released by reprocessing at 
the New Labs facility.*^ 

Some of India's weapons grade plutonium has been 
consumed over the years in nuclear weapons tests 
as reactor fuel and in processing losses. We estimate 
about 6 kg for India's 1974 nuclear weapons test. *^ 
We assume that another 25 kg may have been used in 
the five presumably more advanced weapons tests in 
1998. As for reactor fuel, we assume India used 20 kg 
for the core of the Pumima 1 research reactor, and 60 
kg for the first {Mark J) core of the Fast Breeder Test 
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Reactor.'*^ We estimate about 20 kg to have been lost in 
processing. Taken together, this suggests a total of 131 
kg of weapons grade plutonium was consumed. This 
would leave India with a current stockpile of about 500 
kg of weapons grade plutonium, sufficient for about 
100 nuclear weapons.^^ 

Civil Plutonium. 

India's power reactors produce plutonium in their 
fuel as a normal by product of energy generation. Since 
the chosen way of dealing with the spent fuel is through 
reprocessing, the result is a large additional stockpile 
of separated plutonium. This plutonium could be used 
to make nuclear weapons. 

As of May 2006, India's unsafeguarded reactors 
had produced about 149 trillion watt hours or 
terrawatt hours (TWh) of electricity. Their spent fuel 
would contain about 11.5 tons of plutonium.*^ They 
are producing about 1.45 tons of plutonium per year. 
This spent fuel has to be cooled for some years before 
reprocessing, but this does not greatly change the 
total plutonium content.'*^ Assuming fuel is cooled on 
average for 3 years, only spent fuel generated before 
2003 would have been reprocessed by 2006, in which 
case, no more than about 9 tons of plutonium could have 
been separated. It is not clear how much has actually 
been extracted.'*^ PREFRE, the only reprocessing 
plant dedicated to dealing with power reactor spent 
fuel before 1998, has apparently operated at very low 
capacity factors.'*'' 

India's safeguarded power reactors have produced 
108 TWh of electricity and 1266 tons of spent fuel, 
containing about 6.8 tons of plutonium.^" Little of this 
spent fuel has been reprocessed; it is stored in spent 
fuel pools and then moved to dry cask storage.^^ 
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Pakistan has no unsafeguarded civil plutonium 
stocks. Both its power reactors, Kanupp (137 MWe 
PHWR) and Chashma (325 MWe PWR), are under 
safeguards. As of May 2006, they had generated 
cumulatively about 22 TWh of electricity and 
discharged spent fuel containing roughly 1.2 tons of 
unseparated plutonium (see Table 3 and Figure 4).^^ 



Plutonium Content in Spent Fuel (leg) 


Unsafeguarded 

Safeguarded 

India 

11,500 

6800 

Pakistan 


1200 


Table 3. Estimated Cumulative Civilian Reactor 
Grade Plutonium Production (May 2006). 



Figure 4. Spent Fuel Pool and Fuel Handling Area, 
Kalpakkam Reprocessing Plant.^^ 
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Enriched Uranium. 

India has two gas-centrifuge uranium enrichment 
facilities. The Bhabha Atomic Research Center complex 
has had a pilot scale plant operating since 1985, and 
there is a larger production scale plant at Rattehalli, 
near Mysore, Karnataka, that has been working siace 
1990 (see Figure 5). 



Figure 5. The Centrifuge Enrichment Plant at 
Rattehalli, Mysore.^ 

Rattehalli is believed to enrich uranium to fuel the 
land-prototype reactor for India's nuclear-powered 
submarine project, the Advanced Technology Vessel 
(ATV).^^ Assuming that the ATV prototype core 
contained 90 kg U-235 when the core was tested in 2000- 
01, a 2004 estimate suggested the enrichment capacity 
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of the Rattehalli plant was about 4,000 SWU/y.^*' This 
corresponds to the facihty producing about 40-70 kg/ 
year of 45 percent to 30 percent enriched uranium 
respectively. This enrichment capacity could yield 
20 kg/year of weapons grade uranium (93 percent 
U-235). 

For Pakistan, it has been suggested that the 
enrichment capacity at Kahuta (see Figure 6) may have 
increased over the past 2 decades.^^ In this case, it could 
have produced a stockpile of 1,100 kg of highly enriched 
uranium by the end of 2003.^® If production continued 
at 100 kg/year, Kahuta would have produced about 
1,400 kg of weapons grade uranium by the end of 
2006.5^ 



Figure 6. The Centrifuge Halls at Kahuta (IKONOS 
Satellite Imagery Courtesy of GeoEye).^" 
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These estimates do not take into account the 
possibiHty that Pakistan may have other enrichment 
facilities. In 1999, the U.S. Department of Commerce 
listed centrifuge facilities at Golra, Sihala, and Gadwal 
as also subject to export restrictions.^^ There is no public 
indication of their capacity. 

Pakistan claims to have tested six nuclear weapons 
in 1998. Assuming that each weapon used 20 kg in its 
core, the tests would have consumed 120 kg of HEU. 
This would give Pakistan a weapons HEU stockpile 
now of about 1,300 kg, sufficient for about 65 weapons.^^ 
It is not known how much of this fissile material is 
actually in the form of weapon cores. (See Table 4). 



Assumed SWU 
Capacity (2005) 

Highly Enriched Uranium (kg) 

India 

4100 

460-700 (45-30 percent enricliment) 

Pakistan 

20,000 

1400 (90 percent enricliment) 


Table 4. Estimated Cumulative Enriched Uranium 
Production (kg) in South Asia. 


DRAWING THE LINE 

A central feature of the U.S.-India agreement is 
the separation of India's nuclear facilities into civil 
and military, with the former category being made 
available for IAEA monitoring. At the time of writing, 
the U.S. Administration had accepted a separation plan 
presented by Prime Minister Manmohan Singh to the 
Indian Parliament on March 7, 2006.^=* 

According to this proposal, civilian facilities "after 
separation, will no longer be engaged in activities of 
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strategic significance" and "a facility will be excluded 
from the civilian list if it is located in a larger hub of 
strategic significance, notwithstanding the fact that it 
may not be normally engaged in activities of strategic 
significance." Further, the separation would be 
conditioned "on the basis of reciprocal actions by the 
U.S." 

From the 22 power reactors in operation or currently 
under construction, India has offered to place eight 
additional reactors under safeguards between 2006 
and 2014, each with a capacity of 220 MWe. These are: 

• Two Rajasthan reactors still under construction, 
RAPS 5 and 6, which would be made available 
for IAEA monitoring when they commence 
operation in 2007 and 2008 respectively, 

• RAPS 3 and 4, which are already operating but 
would only be available for safeguards in 2010, 

• The two Kakrapar reactors, which would be 
made available for safeguards in 2012, and 

• The two reactors at Narora would become 
available for safeguards in 2014.^^ 

Currently, India has four reactors under IAEA 
safeguards, the U.S.-built Tarapur 1 and 2, and 
the Canadian-built Rajasthan 1 and 2. The two 
Koodankulam reactors that are under construction 
by Russia will also be subject to safeguards under the 
associated India-Russian contract. 

Some of the facilities at the Nuclear Fuel Complex, 
Hyderabad, have been identified as civilian and are to 
be offered for safeguards by 2008.^^ Other facilities to 
be declared civilian include three heavy water plants 
(leaving at least two out of safeguards), and the two 
Away-from-Reactor spent fuel storage facilities that 
contain spent fuel from the safeguarded Tarapur and 
Rajasthan reactors. 
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India would permanently shut down the Canadian- 
built CIRUS reactor in 2010, which has been used to 
make weapons grade plutonium. It would also shift 
the spent fuel from the APSARA reactor to a site 
outside the Bhabha Atomic Research Centre and make 
it available for safeguarding in 2010. 

A significant proportion of India's nuclear complex 
would remain outside IAEA safeguards and could have 
a "strategic" function. This unsafeguarded nuclear 
complex would include the Tarapur 3 and 4 reactors, 
each of 540 MWe capacity, the Madras 1 and 2 reactors, 
and the four power reactors at Kaiga.*'^ Together, these 
unsafeguarded reactors have 2,350 MWe of electricity 
generation capacity. India also will not accept 
safeguards on the Prototype Fast Breeder Reactor 
(PFBR) and the Fast Breeder Test Reactor (FBTR), both 
located at Kalpakkam. Facilities associated with the 
nuclear submarine propulsion program would not be 
offered for safeguards. Reprocessing and enrichment 
facilities also are to remain outside safeguards.^^ 

Finally, under the deal, India retains the right to 
determine which future nuclear facilities it builds 
would be civilian and open to safeguards and which 
would not. 

The Uranium Constraint. 

One important reason for the DAE's willingness to 
agree to have more of its nuclear facilities placed under 
safeguards is India's severe and growing shortage of 
domestic uranium. Nuclear Power Corporation of 
India data shows that most of its reactors have had 
lower capacity factors in the last few years.^® The 
Indian Planning Commission noted that these reduced 
load factors were "primarily due to nonavailability 
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of nuclear fuel because the development of domestic 
mines has not kept pace with addition of generating 
capacity."^'^ An Indian official told the BBC soon after 
the U.S.-India deal was announced, "The truth is we 
were desperate. We have nuclear fuel to last only till the 
end of 2006. If this agreement had not come through we 
might have as well closed down our nuclear reactors 
and by extension our nuclear program."^" The former 
head of the Atomic Energy Regulatory Board has 
reported that "uranium shortage" has been "a major 
problem . . . for some time."^^ 

We analyze here the extent to which this uranium 
constraint will be eased if the nuclear deal goes 
through and the ways in which the uranium supply 
so liberated could be used to increase India's rate of 
production of plutonium for weapons. As background, 
recall that apart from imported low-enriched uranium 
for two very old imported U.S. reactors, India relies 
on its domestic uranium reserves to fuel its nuclear 
reactors. As of May 2006, the total electric capacity of 
India's power reactors that were domestically fuelled 
was 2,990 MWe. This includes the Rajasthan 1 and 2 
reactors, which are under safeguards but have to be 
fuelled by domestic uranium. At 80 percent capacity, 
these reactors would require about 430 tons of natural 
uranium fuel per year. The weapons grade plutonium 
production reactors, CIRUS and Dhruva, consume 
about another 35 tons of uranium annually. The 
uranium enrichment facility would require about 10 
tons of natural uranium feed a year. Thus, the total 
current requirements are about 475 tons of domestic 
natural uranium per year.^^ 

In comparison, we estimate that current uranium 
production within India is less than 300 tons of 
uranium a year, well short of these requirements. 
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but is being expanded rapidly/^ DAE has been able 
to continue to operate its reactors by using uranium 
stockpiled during the period when India's nuclear 
generating capacity was much smaller. Our estimates 
are that, in the absence of uranium imports or cutbacks 
in India's nuclear power generation, this stockpile will 
be exhausted by 2007. 

India is estimated to have total conventional 
uranium resources of about 95,500 tons of uranium, 
sufficient to supply about 10 GWe installed capacity of 
PHWRs for 40 years or so.^* However, the Department 
of Atomic Energy's efforts to open new uranium mines 
in the country have met with stiff resistance, primarily 
because of concerns in the communities around existing 
mines about the health impacts of uranium mining and 
milling.^^ State governments in Andhra Pradesh and 
Meghalaya, where DAE has found significant uranium 
deposits, have yet to approve new licenses for uranium 
mining and milling activities.^^ It is possible however, 
that DAE may be able to overcome this resistance. The 
most likely new sites are in the district of Nalgonda, 
in Andhra Pradesh, with a potential capacity of about 
150-200 tons of uranium a year.^^ If these mines are 
developed, then India could meet its current domestic 
uranium needs for both its nuclear power reactors 
and weapons program. In the meantime, old mines 
are being re-opened and existing mines expanded, 
including at Jaduguda.^^ 

In the next few years, the domestic uranium demand 
for India's unsafeguarded reactors will increase further 
by about 140 tons/year, to 575 tons per year, as the 540 
MWe Tarapur-3 and the 220 MWe Kaiga-3 & Kaiga-4 
reactors are completed and begin operation in 2007. 
However, the total domestic uranium requirement 
will begin to decrease as some of the currently 
unsafeguarded reactors are opened for inspection 
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in 2010, 2012 and 2014; additionally the Rajasthan-1 
and 2 reactors can be fuelled with imported uranium 
(Figure 7). Consequently, if India is able to meet the 
additional demand for domestic uranium until 2010, 
the availability of uranium imports allowed by the 
U.S. -India deal thereafter will give it a growing excess 
uranium production capacity that could be used for 
weapons purpose. 


Uranium 



Figure 7. Estimated Annual Domestic Uranium 
Requirements for Unsaf eguarded Heavy Water 
Power Reactors.''^ 


India has offered to put 1760 MWe of PHWRs under 
safeguards (including two reactors under construction) 
in addition to the two Rajasthan PHWRs with a 
combined capacity of 300 MWe that are already under 
safeguards. Without access to international uranium, 
all these reactors would have to be fueled using 
domestic uranium. At an 80% capacity factor, they 
would require about 300 tons of uranium annually. If 
the deal goes through, the DAE will be able to purchase 
these 300 tons of uranium from the international 
market, in effect freeing up the equivalent of India's 
entire current uranium production for possible use in 
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military facilities. With Nalgonda on line, the uranium 
available for the unsafeguarded power and weapons 
grade plutonium production reactors, along with the 
enrichment program, increases to 450-500 tons/ year. 
This would yield a uranium surplus of 75-125 tons a 
year after 2014. 

There are several ways in which India could use 
its freed-up domestic uranium. In particular, concern 
has been raised about the possibility that it might be 
used to increase India's production of weapons-grade 
plutonium. This option has been suggested by, among 
others, K. Subrahmanyam, former head of the National 
Security Advisory Board, who has argued that "Given 
India's uranium ore crunch and the need to build up 
our minimum credible nuclear deterrent arsenal as 
fast as possible, it is to India's advantage to categorize 
as many power reactors as possible as civilian ones to 
be refueled by imported uranium and conserve our 
native uranium fuel for weapons grade plutonium 
production."*" 

There are different ways in which this could be 
accomplished. One is that India could choose to build 
a third reactor dedicated to making plutonium for its 
nuclear weapons. There have been proposals for many 
years to build another plutonium production reactor 
at the Bhabha Atomic Research Centre in Bombay.*^ 
The proposed reactor would be similar to the 100 
MWt Dhruva that has been operating at BARC since 
1985. A decision on whether to go ahead is expected 
early in 2007.*^ If a reactor of the same power rating as 
Dhruva is built, it could yield an additional 20-30 kg of 
plutonium, i.e. several bombs worth, each year. 

India also could choose to use some of its domestic 
uranium to make weapons grade plutonium in one 
of its unsafeguarded PHWRs. This can be done by 
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limiting the time the fuel is irradiated, through more 
frequent refueling.*^ This is beyond the normal design 
requirement of PHWR refueling machines, but might 
be possible. Assuming that such high refueling rates 
are sustainable, a typical 220 MWe pressurized heavy 
water reactor could produce between 150-200 kg/year 
of weapons grade plutonium when operated at 60-80 
per cent capacity.^* Even one such reactor, if run on a 
production mode, could increase India's current rate of 
plutonium production by a factor of six to eight.*^ The 
net requirement of extra uranium for running one 220 
MWe reactor in production mode is 190 tons of natural 
uranium. 

To see if this option can be sustained given India's 
supply of domestic uranium, we summarize in Table 
5 various possibilities. The table shows estimates for 
the uranium requirements for Dhruva, and of running 
an unsafeguarded 220 MWe power reactor at very 
low burn-up to optimize weapons grade plutonium 
production. The table also gives the aggregate uranium 
demand of the eight unsafeguarded power reactors if 
they operate normally. 

Rows 1 and 3 of Table 5 show that if one power 
reactor were to be run to produce weapons grade 
plutonium, and with normal operation of the other 
unsafeguarded power reactors, plus Dhruva, India 
would require almost 560 tons of uranium per year, 
for which additional domestic sources would have 
to be found. To offset the additional 190 tons/year of 
uranium required if India were to operate a single 220 
MWe PHWR in weapons grade plutonium production 
mode, it could recycle some of the depleted uranium 
recovered from the spent fuel from this reactor into 
the other seven unsafeguarded power reactors. This 
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scheme involves fuelling 25% of the core with depleted 
uranium (containing 0.61% U-235) and ends up saving 
20% of the normal natural uranium requirement, with 
the average burn up reduced to 5400 MWd/tHM.*^** 



Burn Up 

(MWd/ 

tHM) 

Uranium 
Demand 
(tons/year) 

Reactor- 
Grade 
Plutonium 
(kg/y) 

Weapons 
Grade 
Plutonium 
(kg/y) 

Dhruva 

1000 

29 


26 

One 220 MWe reactor run for 
weapons grade plutonium 





Seven reactors in power mode 
production mode"' 





Seven reactors in power mode 
with partial depieted uranium 
cores and one 220 MWe 
reactor in production mode 


467 


200 

Aii eight reactors in power 
mode 

7000 

338 

1265 


Aii eight reactors in power 
mode with pa rtiai depieted 


270 




Note: All reactors are assumed to run at 80 percent 
capacity factor. 


Table 5. Uranium Requirements for India's 
Unsaf eguarded Reactors in Various Operating 
Modes. 

The resulting 20% saving on the roughly 306 tons/ year 
of natural uranium the seven power reactors require 
is equivalent to 61 tons/year of natural uranium. 
The net penalty of running one reactor in production 
mode is reduced from 190 tons/ year to about 130/ 
tons per year.^^ This implies that India could operate 
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an unsafeguarded 220 MWe heavy water reactor in 
production mode, provided the Nalgonda and other 
mines can yield an additional 200 tons / year of uranium, 
and that India has sufficient reprocessing capacity to 
maintain the necessary flow of depleted uranium. 

India has already fuelled some PHWRs — including 
the Rajasthan-3 & 4, Kaiga-2 and Madras-2 reactors — 
using natural uranium and depleted uranium 
recovered as a byproduct of weapons grade plutonium 
production.^" It has used depleted uranium recovered 
from low burn-up fuel from CIRUS and Dhruva.^^ 
These reactors generate only about 30 tons/year of 
spent fuel. However, there is a stock of about 750 tons 
of such spent fuel.^^ This would suffice for roughly four 
to five years if all the power reactors ran on a mixed 
natural and depleted uranium core. 

Power Reactor Spent Fuel. 

The nuclear deal does not constrain India's use of 
the plutonium from the spent fuel discharged by any of 
its currently unsafeguarded reactors. The six currently 
operating reactors to be placed under safeguards will 
add to the current stock of 11.5 tons of reactor grade 
plutonium before they are opened to inspection. 
Operating at 80% capacity, each reactor would add 
about 120 kg/ year of plutonium during its remaining 
unsafeguarded operation. The total contribution from 
these six reactors will be about 4300 kg before they are 
all finally under safeguards (Table 6). 
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Reactor 

Proposed 
Date of 
Safeguarding 

Plutonium Production (kg) Before 
Reactor is Safeguarded 

Rajasthan-3 

2010 

475 

Rajasthan-4 

2010 

475 

Kakrapar-1 

2012 

712 

Kakrapar-2 

2012 

712 

Narora-1 

2014 

950 

Narora-2 

2014 

950 

Total 

4274 


Table 6. Projected Plutonium Production from 2007 
Until Reactors Are Safeguarded. 


The total annual unsafeguarded plutonium 
production will increase from the current 1450 kg/ year 
as reactors under construction come into operation 
next year and then decline in coming years as reactors 
are opened for inspection. Plutonium production will 
be reduced from about 2000 kg/ year in 2007 to about 
1250kg/ year after 2014, when it will stabilize (Figure 
8) unless additional unsafeguarded reactors are built. 
Thus, the separation plan will serve to reduce India's 
annual production of unsafeguarded plutonium by 
about one-third. 

The "reactor-grade" plutonium in the high bum 
up spent fuel being discharged by these reactors 
has a different mix of isotopes from weapons grade 
plutonium. However, reactor-grade plutonium can be 
used to make a nuclear explosive and, as mentioned 
earlier, one of India's May 1998 nuclear tests is reported 
to have involved such material.^^ 
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1 

1 1 

1 1 

1 1 

1 1 

1 1 

1 1 

1 1 1 


2007 2010 2014 Year 


Figure 8. Annual Production of Unsafeguarded 
Plutonium from All Indian Power Reactors from 
2007 until 2016, as Reactors Are Progressively Placed 
Under Safeguards. 


An estimated 8 kg of reactor grade plutonium 
would be required to make a simple nuclear weapon.^^ 
If this plutonium is not put under safeguards, it could 
provide an arsenal of over 1300 weapons. 

A commonly cited problem with the use of reactor 
grade plutonium is the increased risk of a "fizzle 
yield", where a premature initiation of the fission 
chain reaction by neutrons emitted by fissioning of 
plutonium-240 leads to pre-detonation of the weapon 
and an explosive yield only a few percent of the design 
value. In Indian PHWR spent fuel, plutonium-240 is 
over 22 percent of the total plutonium (compared 
to about 5 percent in weapons grade plutonium).''^ 
The greater abundance of plutonium isotopes other 
than Pu-239 in reactor grade plutonium also leads to 
increased heat generation and radiation from a mass 
of this material. However, these are not insuperable 
engineering difficulties. 

The U.S. Department of Energy has noted that 
"At the lowest level of sophistication, a potential 


194 


proliferating state or sub-national group using designs 
and technologies no more sophisticated than those 
used in first-generation nuclear weapons could build 
a nuclear weapon from reactor grade plutonium that 
would have an assured, reliable yield of one or a few 
kilotons (and a probable yield significantly higher 
than that). At the other end of the spectrum, advanced 
nuclear weapons states such as the United States and 
Russia, using modern designs, could produce weapons 
from reactor grade plutonium having reliable explosive 
yields, weight, and other characteristics generally 
comparable to those of weapons made from weapons- 
grade plutonium."'"' India presumably falls somewhere 
in this spectrum. 

One "modem design" feature that allows reactor 
grade plutonium to be used for weapons is "boosting," 
in which a gas mixture of deuterium and tritium 
is introduced into the hollow core of an implosion 
weapon just before it detonates.^^ The fusion reaction 
that is triggered releases a large quantity of neutrons, 
which are able in turn to initiate fission more quickly 
in a larger mass of the fissile material than the normal 
chain reaction. This serves to greatly increase the 
yield. Indian weapons designers claim to have tested a 
thermonuclear weapon with a boosted fission primary 
in 1998.''^ One history of India's nuclear weapons 
program notes explicitly the use of boosting in a reactor 
grade plutonium device test in 1998 and observes that 
"if validated it would increase India's stock of fissile 
material dramatically."^ 

The Fast Breeder Reactor Program. 

India's DAE has consistently offered the potential 
shortage of domestic uranium and India's abundant 
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thorium reserves as the justification for its plutonium 
fuelled fast breeder reactor program. India would gain 
access to the international uranium market as part of 
the agreement with the United States and so end the 
prospect of future uranium shortages. 

An important concern is that the DAE has chosen 
to keep the breeder program out of IAEA safeguards 
as part of the nuclear deal. In support of this, DAE has 
raised concerns that safeguards would unduly con- 
strain reactor research and development programs.^"" 
But IAEA safeguards do not seem to have compro- 
mised or limited the development of commercial 
breeder programs in Germany and Japan, or that of 
new generations of PHWRs in Canada. The many 
technical and safety problems that breeder programs 
in various countries have experienced have been for 
other reasons. 

DAE chairman Anil Kakodkar has also declared 
that, "Both from the point of view of maintaining long- 
term energy security and for maintaining the minimum 
credible deterrent, the Fast Breeder Programme just 
cannot be put on the civilian list."^°^ This suggests that 
the breeder may be used to produce weapons grade 
plutonium. 

India's first large breeder reactor, the 500 MWe 
PFBR, is located at Kalpakkam, near Madras. It is part 
of a larger complex that includes the Madras PHWR 
reactors and a reprocessing plant. This entire complex is 
being kept outside safeguards.^"^ The PFBR is expected 
to be completed in 2010 (see Figure 9). 
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Figure 9. Construction Activity at Prototype Fast 
Breeder Reactor, Kalpakkam, April 2006.1"^ 

Fueled initially by reactor grade plutonium 
separated from PHWR spent fuel, the PFBR would 
produce weapons grade plutonium in both its radial and 
axial blankets of depleted uranium while plutonium 
recovered from the core could be recycled for use again 
as fuel. To recover the weapons grade plutonium, the 
core and blanket fuel assemblies would have to be 
reprocessed separately. This would include separating 
the axial blanket from the part of the fuel assembly 
that lies within the core, which can be done by using 
shearing machines to cut the fuel assemblies prior to 
reprocessing.^"* Plans for a dedicated reprocessing 
plant for FBR fuel have been developed.^°^ 

The PFBR is designed to have a thermal power 
of 1,250 MW and an initial inventory of 1,910 kg of 
plutonium in its core.^"^ The current design is reported 
to have an overall, equilibrium cycle breeding ratio 
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of almost 1.05.^°^ Applying the neutron balance in 
a generic breeder reactor with a homogeneous core 
permits a first order estimate of plutonium production 
in the PFBR core and its radial and axial blankets.^^^ 
With these uncertainties in mind, we find that at 80 
percent capacity, the PFBR could produce on the order 
of 135 kg of weapons grade plutonium every year in its 
blanket.^"'^ This would amount to about 25-30 weapons 
worth of plutonium a year, a four to five-fold increase 
over India's current weapons grade plutonium 
production capacity. 

India plans to build four additional breeder reactors 
by 2020, and then move to larger 1,000 MWe breeders 
and eventually install 500 GWe of breeder capacity."" 
Each of the four planned 500 MWe breeder reactors 
would need two initial cores before they would be 
able to begin recycling their own plutonium, a total of 
about 16 tons."^ India would appear to have more than 
sufficient unsaf eguarded plutonium for placing all four 
of the planned breeders in the military sector. If these 
five breeders are built and all are kept military, then in 
about 15 years, India would be able to produce about 
500-800 kg per year of weapons grade plutonium from 
them. 

CONCLUSIONS 

The July 2005 U.S.-India joint statement represents 
a fundamental transformation of U.S.-India relations 
and at the same time a challenge to the disarmament 
and nonproliferation regime. The U.S. Congress and 
the Nuclear Suppliers Group of countries will have 
to take that into account as they consider whether or 
not to approve the deal. The March 2006 separation 
plan proposed by India as the basis for demarcating its 
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military and civilian nuclear facilities lays the basis for 
a potentially rapid expansion of its capacity for fissile 
material production for weapons. 

In this chapter, the fissile material production 
capabilities in India and how they might change as a 
result of the U.S.-India deal have been assessed. India's 
current stockpile of weapons grade plutonium from 
its CIRUS and Dhruva reactors have been estimated 
and found to be about 500 kg. Assuming a typical 
figure of 5 kg of plutonium for each nuclear warhead, 
this stockpile would be sufficient for roughly 100 
weapons. 

Under the deal, India will be able to produce another 
45 kg of weapons grade plutonium from its CIRUS 
reactor before it is shut down in 2010. The Dhruva 
reactor will continue to operate and add about 20-25 
kg/year. A second Dhruva-sized reactor that is being 
considered would add a similar amount each year. 

The most important potential increase in India's 
weapons grade plutonium production will come from 
its unsafeguarded fast breeder reactor, the PFBR, to 
be completed in 2010. It could produce an estimated 
130 kg of weapons grade plutonium each year, a four- 
fold increase in India's current production capability. 
Note that even in the absence of the U.S.-India deal, 
the breeder would have remained unsafeguarded and 
could have produced the same amount of plutonium. 

India has plans for four more breeder reactors 
by 2020, which could produce over 500 kg a year of 
weapons grade plutonium. The safeguards status of 
these reactors has not yet been announced. 

These breeders would be fuelled by India's 
stockpile of about 11 tons of unsafeguarded reactor- 
grade plutonium. This stockpile is currently increasing 
at about two tons/ year. As part of the U.S.-India deal. 
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India will place six of its reactors under safeguards 
between now and 2014 — these will be in addition 
to the six imported reactors that are required to be 
under safeguards. The reactors newly assigned to 
be safeguarded are estimated to contribute in total 
another four tons of unsafeguarded plutonium before 
they are opened for inspection. Meanwhile, the eight 
reactors that are designated as military and will remain 
unsafeguarded will contribute 1250 kg of reactor grade 
plutonium per year. 

Without the deal, India would have 16 
unsafeguarded nuclear reactors (including five under 
construction and expected to begin operating in 2007- 
08). They would have produced altogether 2,200 kg/ 
year of reactor-grade plutonium. India's proposed 
nuclear facilities separation plan will serve to reduce 
its annual unsafeguarded plutonium production by 
about 40 percent, to roughly 1,250 kg/year. All this 
reactor-grade plutonium is also potentially weapon- 
useable. 

India currently fuels 13 heavy water reactors, with 
a total capacity of 2,990 MWe from domestic uranium. 
Under the deal, it will be able to fuel the eight of them 
that are to be safeguarded using imported uranium. Of 
the five heavy water reactors under construction, two 
are to be safeguarded, while three will be military and 
not open to inspection. This will give India 2,350 MWe 
of unsafeguarded heavy water reactor capacity that it 
will have to fuel using domestic uranium. 

We find that India's current domestic production of 
natural uranium of about 300 tons/year is insufficient 
to fuel its unsafeguarded reactors and sustain its current 
weapons grade plutonium and enriched uranium 
production, which altogether require about 475 tons a 
year. India has been able to escape this constraint so 
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far by using stocks of previously mined and processed 
uranium. As new unsafeguarded reactors come online 
in 2007-08, India would need altogether about 615 
tons of domestic uranium per year. However, this 
requirement will decline from 615 tons/year to about 
380 tons, since India will be able to import uranium 
for reactors when they come under safeguards in 2010, 
2012, and 2014. 

To meet the increased demand, India expects to 
expand uranium mining. It is hoped that the proposed 
Nalgonda mines could produce about 150-200 tons per 
year, increasing the total available to about 450-500 tons 
a year. Assuming this happens, and as the requirement 
falls to 380 tons of uranium per year, India may be 
able to divert the additional 70-120 tons/year towards 
producing 60-100 kg/year of weapons grade plutonium 
by partially running one of its unsafeguarded power 
reactors at low burn up. This will require operating the 
reactor refueling machines at much higher rates than 
normal, which may limit the extent to which this is 
possible. 

It would require an extra 190 tons of natural uranium 
a year if an entire 200 MWe heavy water reactor were 
to be shifted from power production to weapons 
grade plutonium production. The possibility of India 
offsetting some of this natural uranium demand by 
using recycled depleted uranium (containing 0.61 
percent uranium-235) as part of the fuel for its other 
unsafeguarded power reactors would reduce the 
natural uranium requirement to 130 tons per year, not 
very far from the additional 70-120 tons that may be 
available. A key constraint on the recycling of depleted 
uranium on this scale may be the operational capacity 
of India's reprocessing plants. 
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It should be noted that only the weapons grade plu- 
tonium that could be produced by the unsafeguarded 
power reactors (because of the availability of imported 
uranium) is a direct consequence of the U.S.-India deal 
that has been negotiated. The breeder and production 
reactors would have remained unsafeguarded even if 
there had been no deal. Only a deal that would have 
brought the PFBR and all the power reactors under 
safeguards would have ensured that Indian fissile 
material production for weapons remained at about 
the current levels. 

An expansion of fissile material stockpiles in 
South Asia would be at odds with the stated doctrine 
of both India and Pakistan of pursuing a "minimum 
deterrence." It has been shown that half a dozen 
modest Hiroshima-yield weapons, if dropped on major 
cities in South Asia, could kill over a million people. 
This suggests that several dozen weapons would 
more than suffice to meet any reasonable criteria for 
"minimum deterrence."^^^ This number would permit 
a nuclear attack with a dozen warheads and provide 
for sufficient redundancy to deal with any concerns 
about survivability, reliability, and interception.^^* 

Both India and Pakistan have already achieved the 
fissile material requirements for a "minimal" arsenal, 
and it has been argued for some time that they should 
end production of fissile material for weapons. 
Rather than pursue the option of a large expansion of 
their nuclear arsenals, they should choose to suspend 
all further production of fissile materials for weapons 
purposes pending the negotiation and entry into force of 
a Fissile Material Cutoff Treaty. This is also a necessary 
step in progress towards nuclear disarmament. 
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APPENDIX I 
POWER REACTORS IN INDIA AND PAKISTAN 


India. (Note: Military reactors will not be open for 
safeguards.) 


Power reactor 

Type 

Gross Power (MWe) 

Start-update 

Safeguards 
(|une2006) 

Open for Safeguards 

In Operation 

Kaiga-1 

PHWR 

220 

16-Nov-OO 

Unsafeguarded 

Military 

Kaiga-2 

PHWR 

220 

16-Mar-OO 

Unsafeguarded 

Military 

Kakrapar-l 

PHWR 

220 

6-May-93 

Unsafeguarded 

2012 

Kakrapar-2 

PHWR 

220 

l-Sep-95 

Unsafeguarded 

2012 

Madras-1 

PHWR 

170 

27-J an-84 

Unsafeguarded 


Madras-2 

PHWR 

220 

21-Mar-86 

Unsafeguarded 

Military 

Narora-l 

PHWR 

220 

l-Jan-91 

Unsafeguarded 

2014 

Narora-2 

PHWR 

220 

1-J ul-92 

Unsafeguarded 

2014 

Rajasttian-1 

PHWR 

100 

16-Dec-73 

Safeguarded 

Safeguarded 

Rajasthan-2 

PHWR 

200 

l-Apr-81 

Safeguarded 

Safeguarded 

Raiasthan-3 

PHWR 

220 

1-J un-00 

Unsafeguarded 

2010 

Rajasthan-4 

PHWR 

220 

23-Dec-OO 

Unsafeguarded 

2010 


BWR 

160 

28-Oct-69 

Safeguarded 

Safeguarded 


BWR 

160 

28-Oct-69 

Safeguarded 

Safeguarded 

Tarapur-4 

PHWR 

540 

12-Sep-05 

Unsafeguarded 

Military 

Under Constniction 

Kaiga-3 

PHWR 

220 

2007 (planned) 

Unsafeguarded 



PHWR 

220 

2007 (planned) 

Unsafeguarded 


Kudankulam-l 

VVER 

1000 

2007 (planned) 

Safeguarded 

Safeguarded 

Kudankulam-2 

VVER 

1000 

2008 (planned) 

Safeguarded 


Rajasthan-5 

PHWR 

220 

2007 (planned) 

Unsafeguarded 

2007 

Rajasthan-6 

PHWR 

220 

2008 (planned) 

Unsafeguarded 

2008 

Tarapur-3 

PHWR 

540 

2007 (planned) 

Unsafeguarded 

Military 

PFBR 

Fast 
Breeder 

500 

2010 

Unsafeguarded 

Military 
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Pakistan. 


Power reactor 

Type 

(MWe) 

Start-up date 

Safeguards 
(J une 2005) 

In Operation 

Chashma-1 

PWR 

325 

13-J un-00 

Safeguarded 

Karachi 

PHWR 

137 

28-NOV-72 

Safeguarded 

Under Constructian 

Chashma-2 

PWR 


2011 (planned) 

Safeguarded 
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PART III: 


PAKISTAN'S NEXT SET OF NUCLEAR 
HEADACHES 
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CHAPTER 7 


PREVENTING NUCLEAR TERRORISM 
IN PAKISTAN: SABOTAGE 
OF A SPENT FUEL CASK OR A COMMERCIAL 
IRRADIATION SOURCE IN TRANSPORT 

Abdul Mannan 

INTRODUCTION 

The human desire to attain a better standard of 
living in terms of comfort of life has led to a concurrent 
demand for more energy. With conventional sources 
of energy fast depleting, several countries embarked 
upon nuclear energy programs, constructing nuclear 
power plants (NPPs). As of December 2005, 443 NPPs 
with generating capacities of 370 gigawatts (Owe) 
are operating in 31 countries. In addition, 27 NPPs 
with total generating capacities of 22 GWe are under 
construction in 11 countries.^ The reactors discharge 
irradiated fuel no longer able to economically sustain 
a chain reaction. The spent fuel contains fission 
products generating huge activity and producing heat 
energy initially after discharge. Except for possible 
reprocessing, this fuel must eventually be removed 
from its temporary storage location at the reactor site 
and be placed in a permanent repository. In addition 
to NPPs, many more have research reactors (of which 
there are approximately 550 in the world) and a 
very large number use other nuclear technologies, in 
particular, sealed radiation sources. 

The nuclear and radioactive sources, the facilities 
housing such materials including spent fuel storage 
and fuel cycle facilities, have become an urgent source 
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of global concern from the nuclear and radiological 
terrorism perspective since the tragedy of September 
11, 2001 (9/11). These concerns vary on the basis of the 
risk of nuclear terror acts. According to The Four Faces 
of Terrorism, a risk reduction strategy must consider 
the consequence and probability factors of nuclear 
terrorism. This stems from two assumptions in nuclear 
terrorism. First, modes of attack with the gravest 
consequences (e.g., NPPs and associated facilities) are 
the most difficult to execute because of robust physical 
protection measures and thus are less likely to occur. 
Second, attacks with the least consequences are the 
most likely to occur because of less stringent security 
measures compared to nuclear installations (e.g., 
industrial radiography sources in transportation). An 
Improvised Nuclear Device (IND), while clearly more 
effective in terms of destruction than a Radiological 
Dispersion Device (RDD), is more complex and 
therefore a less likely approach. However, most of 
the nuclear facilities around the world, including 
in the United States, would not be able to provide a 
reliable defense against attacks as large as terrorists 
have already proved that they can mount.^ According 
to the Lugar Survey, the possibility of a weapons of 
mass destruction (WMD) attack against a city or other 
target somewhere in the world is real and increasing 
over time. The median estimate of the probability of a 
radiological attack over 10 years was twice (40 percent) 
as high as the estimate for a nuclear or biological attack 
during the same period.^ Thus a strategy should reduce 
the consequences of those nuclear attacks that are the 
most likely and limit the probability of attacks with the 
highest consequences.'* 

Given the above considerations, Pakistan's vulner- 
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ability to nuclear terrorism and the consequences 
during movement of radioactive materials through two 
possible hypothetical case studies are reviewed. The 
first is a successful terrorist attack on Spent Nuclear 
Fuel (SNF) during transportation and shipment. This 
scenario is less probable because of expected physical 
protection measures, and SNF shipments are not 
anticipated in the near future in Pakistan. The second 
is the more likely of the two, a terrorist attack on high 
activity radioactive sources being transported within 
Pakistan. 

NUCLEAR TERRORISM AND PAKISTAN'S 
VULNERABILITY 

The threat of terrorism and possible use of nuclear, 
biological, and chemical (NBC) Weapons by terrorists 
was not ignored by many experts. On March 20, 1995, 
the unimaginable Tokyo subway attack made the 
threat real. Five coordinated attacks released sarin 
gas on several lines of the Tokyo subway, killing 12 
people and injuring nearly 1,000 others.^ The attack 
caused massive disruption and widespread fear in a 
society that was previously perceived to be virtually 
free of crime. Considering such risk, the security levels 
of nuclear power plants and facilities housing nuclear 
and other radioactive materials were augmented. Still, 
Americans found the idea of large scale terrorist attacks 
inconceivable prior to 9/11.^ 

Richard Falkenrath, in his book America's Achilles' 
Heel, recognized U.S. vulnerability to NBC terrorism. 
He elaborated the consequences of an NBC attack as 
massive causalities, contamination, panic, degraded 
response capabilities, economic damage, loss of 
strategic position, social-psychological damage, and 
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political change/ A recent report prepared by Nuclear 
Consultants of Large & Associates cited an October 
16, 2005, news report entitled "Nuke Bomb Plot," 
revealing that a group of terrorists acquired detailed 
plans of Britain's most sensitive nuclear sites and was 
planning a terror attack on a major nuclear target in 
the United Kingdom (UK) / In another event on March 
22, 2006, BBC News reported a "List of Terror targets 
Revealed" where a suspected terrorist was allegedly 
involved in a plot to buy a "radio-isotope bomb/' The 
Sunday Morning Herald on January 6, 2007, reported, 
"Stolen Australian Army rocket launchers are in the 
hands of a home-grown terrorist group which planned 
to use them to attack Sydney's Lucas Heights nuclear 
reactor, police allege/' (See Figure 1.) 



Source: Sunday Morning Herald.'^ 


Figure 1. Lucas Heights Nuclear Reactor. 

Dr. Charles D. Ferguson commented, "The good 
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news is that the rockets would not have done much, if 
any, significant damage to the reactor. The bad news is 
that the emerging details of the case point to the harm 
that insiders can perpetrate. If Australia moves forward 
with ambitious plans— as proposed in the controversial 
Switkowski report— to build 25 nuclear power reactors 
by 2050, it should take adequate precautions to guard 
against external and internal security threats."^" He 
further argued that the Australian Defense Forces 
have dozens of shoulder-fired Javelin "fire-and-forget" 
missiles that have lock-on targeting and infra-red 
(night-time) guidance, and such a long-range and high 
penetration that a missile fired more than a kilometer 
away could have penetrated the relatively thin shell of 
the nuclear shipping casks. 

Getting hold of a nuclear weapon or successful 
acquisition of nuclear material and detonation of an 
IND by terrorists could turn a modern civilization 
into a smoking ruin." Dr. Charles Ferguson outlines 
nuclear terrorism in four approaches: 

1. Theft and detonation of an intact nuclear weapon 
(NW). 

2. Theft or purchase of fissile material leading to 
the fabrication and detonation of a crude NW— an 
improvised nuclear device. 

3. Attacks against and sabotage of nuclear facilities, 
in particular NPPs, causing the release of large amounts 
of radioactivity. 

4. Unauthorized acquisition of radioactive materials 
contributing to the fabrication and detonation of 
a Radiological Dispersion Device (RDD)-a "dirty 
bomb"-or radiation emission device (RED).^^ 

Any successful attack based on the above 
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possibilities would have catastrophic and far reaching 
consequences. The damage that can be done by a large 
release of fission products was demonstrated by the 
April 1986 Chernobyl accident. More than 100,000 
residents from 187 settlements were permanently 
evacuated because of contamination by Cs-137. Strict 
radiation-dose control measures were imposed in areas 
contaminated to levels greater than 15 Ci/km^ (555 kBq/ 
m^) of Cs-137. The total area of this radiation-control 
zone was huge: 10,000 km^ equal to half the area of 
the State of New Jersey. During the following decade, 
the population of this area declined by almost half 
because of migration to areas of lower contamination.^^ 
Beyond contamination, Graham Allison cited in his 
article that researchers at RAND, a U.S. Government- 
funded think-tank, estimate that a nuclear explosion 
at the port of Long Beach in California would cause 
immediate indirect costs worldwide of more than $3 
trillion, and that shutting down all U.S. ports would 
cut world trade by 10 percent.^^ 

United Nations (UN) Secretary General Kofi Annan 
said: 


Perhaps the thing that it is most vital is to deny terrorists 
access to nuclear materials. Nuclear terrorism is still 
often treated as science fiction. I wish it were. But, 
unfortunately, we live in a world of excess hazardous 
materials and abundant technological know-how, in 
which some terrorists clearly state their intention to 
inflict catastrophic casualties. Were such an attack to 
occur, it would not only cause widespread death and 
destruction, but would stagger the world economy and 
thrust tens of millions of people into dire poverty. Given 
what we know of the relationship between poverty and 
infant mortality, any nuclear terrorist attack would have 
a second death toll throughout the developing world. 


226 


Nuclear terrorism can be a real threat to Pakistan. 
Pakistan has dealt with terrorism for some time, with 
much of the root cause from the Soviet invasion of 
Afghanistan in 1979. The Soviet Union's departure 
in 1989 promoted further unrest as it left behind an 
enormous arsenal of heavy weapons and an internal 
conflict in Afghanistan that followed. Pakistan's 
renewed alliance with the United States after 9/11 
has increased the threat of terrorism. General Pervez 
Musharraf, President of Pakistan, describes the current 
situation starkly in his recent book: 

A deadly al-Qaeda terrorist network entrenched itself 
in our major cities and the mountains of tribal agencies 
on our western border with Afghanistan. A culture of 
targeted killing, explosives, car bombs, and suicide 
attacks took root.^'' 


Major attacks continue in Pakistan, including the 
recent suicide bomber who killed at least 42 soldiers 
in Dargai.^^ However, Pakistan had previously 
experienced such incidents of terrorism but these were 
very target specific and mostly in retaliation for some 
action taken domestically or outside our country. 
None of the terrorist actions were designed to kill 
populations en masse or to cause panic on a large scale. 
No such terrorist action was ever directed towards 
any nuclear installation, radiation facility, or other 
hazardous industry. However, a change in strategy of 
terrorists cannot be totally ignored. 

As the threat of global terrorism has grown, so 
too has the Government of Pakistan's nuclear power 
program. Today it envisages an expansion in its nuclear 
power program from its current production capacity 
of 437MWe to 8,800 MWe by 2030.1^ Besides nuclear 
power plants, two research reactors, and one 
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commercial irradiation plant (PARAS) at Lahore, 
numerous high activity radioactive sources are being 
used for research and development (R&D), commercial, 
industrial, and medical purposes. The vulnerability of 
these facilities to nuclear terrorism cannot be ignored, 
especially in the current context of Pakistan's active 
participation with U.S. and Western Allies in the War 
on Terror. 

AVAILABILITY OF NUCLEAR MATERIAL AND 
RADIOACTIVE SOURCES 

Today, there are hundreds of tons of nuclear mater- 
ial, not just in the former Soviet Union, but in dozen of 
countries around the world that remain dangerously 
vulnerable to theft. As a part of Nunn-Lugar and other 
initiatives, the United States has secured 54 percent 
of the buildings housing such materials, leaving still 
substantial work needed to be done before the target 
completion year 2008.^^ Stocks of fissile material in 
the United States, in spite of higher security measures 
compared to other states, may be vulnerable to 
attack because of flaws in protective measures.^" In a 
subcommittee hearing on April 27, 2004, an official of 
the National Nuclear Security Agency (NNSA) of the 
U.S. Department of Energy (DOE) admitted that Y-12, 
where the United States manufactures and maintains 
the world's largest repository of 400 MT of highly 
enriched uranium (HEU), has "some of the most 
difficult security problems in the complex. Its facilities 
were built in the early days of the cold war with no 
thought of the kind of threat we have now."^^ Richard 
Levernier, a security specialist with the DOE, in an 
interview in 2003 said "in more than 50 percent of our 
tests at the Los Alamos facility, we got in, captured the 
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plutonium, got out again, and in some cases didn't fire 
a shot because we didn't encounter any guards."^^ 

Several incidents of theft involving radioactive 
materials have been reported. One of the most 
dangerous occurred in 2003 with the theft of three of 
the world's most potent radioactive sources— Russian 
"nuclear batteries"— each with the radioactive potential 
to make an urban area the size of the District of Columbia 
uninhabitable. Fortunately, thieves discarded the 
radioactive materials, retaining their pure metal 
container housing, which they planned to sell as scrap.^^ 
Nineteen individuals were arrested in August 2003 in 
Ontario, Canada, on charges of conspiring to destroy 
a NPP on the shore of Lake Ontario. This reflects the 
interest of terrorist organizations in exploiting nuclear 
facilities to cause grievous harm to the United States 
and its friends.^'' 

According to the International Atomic Energy 
Agency (IAEA) database on Illicit Trafficking, there 
have been 827 confirmed incidents of illicit trafficking 
through December 31, 2005.^^ Of the 827 confirmed 
incidents, 224 incidents involved nuclear materials, 516 
incidents involved other radioactive materials (mainly 
radioactive sources), 26 incidents involved both nuclear 
and other radioactive materials, 50 incidents involved 
radioactively contaminated materials, and 11 incidents 
involved other materials. Of the 224 nuclear incidents, 
16 confirmed incidents involved trafficking in highly 
enriched uranium (HEU) and plutonium (Pu). A 
few of these incidents involved seizures of kilogram 
quantities of weapons usable nuclear material, but the 
majority involved very small quantities. 

The nuclear proliferation by A. Q. Khan was the 
most serious case in recent years. President Musharraf 
wrote, "I can say with confidence that neither the 


229 


Pakistan Army nor any of the past governments of 
Pakistan was ever involved or had any knowledge 
of A. Q.'s proliferation activities." He further wrote, 
"There is little doubt that A. Q. was the central figure in 
the proliferation network, but he was assisted over the 
years by a number of money-seeking freelancers from 
other countries, mostly in Europe, in manufacturing, 
procuring and distributing, to countries like Iran and 
Libya materials and components related to centrifuge 
technology."^^ 

Radioactive sources are widely used in almost 
every country in various applications (industrial, 
commercial, medical, research and development, etc.).^^ 
The facilities housing radioactive materials have lighter 
physical protection measures as compared to nuclear 
facilities, and therefore the probability of terrorist 
hauling away such sources cannot be ignored. Besides 
half -life, the activity content of a source and its relative 
dispersability determine its relative security risk. High 
activity sources which have been classified as high 
risks include radioisotope thermoelectric generators 
(RTGs), commercial irradiators, medical radiotherapy 
sources, and industrial radiography sources.^*^ 

SPENT NUCLEAR FUEL AND RADIOACTIVE 
SOURCES 

Among these various options and given the tight 
security around nuclear power plants, terrorists can 
target spent nuclear fuel and high activity radioactive 
sources in transit as they can be rich and easy radio- 
logical dispersion devices (RDD). Consequences of such 
an attack could be disastrous. The 400 power reactors 
located worldwide produced around 255,000 tons of 
spent nuclear fuel (SNF) by 2003, which will increase 
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to about 340,000 tons by 2010 and to about 457,000 by 
2020. The bulk of SNF (in tons) has been generated by 
the United States (42,710), the United Kingdom (41,430), 
Canada (27,860), France (30,480), Russia (17,860), Japan 
(17,450), and Germany (9,660). Pakistan had generated 
around 240 tons through 2000. This figure will swell 
with the operation of two nuclear power plants to 
1,180 tons by 2020.^^ Spent fuel from a nuclear reactor 
is the most radioactive type of material and constitutes 
most of the high level waste produced by a reactor. It 
is very hazardous, highly radioactive, and hot from the 
energy released by radioactive decay. 

Of the millions of radioactive sources used 
worldwide in various applications, perhaps only 
several tens of thousands of these sources are classified 
as high risk sources because of their high activity, 
portability, and dispersibility.^" Among various 
radioisotopes, Co-60, Cs-137, Ir-192, Sr-90, Am-241, Cf- 
252, Pu-238, and Ra-226 are sources of greatest security 
concern.^^ Besides NPPs and two research reactors, 
numerous high activity radioactive sources are being 
used for R&D, commercial, industrial, and medical 
purposes in Pakistan. Appropriate steps have been 
taken for the last 20 years to ensure proper tracking 
of all radioactive sources imported into Pakistan (see 
Figure 4.1).^^ Less than 6 percent of these sources 
fall within the radioactive sources classifications of 
IAEA categories 1 and 2 (see Figure 4.2). The sources 
imported into Pakistan have found applications in 
cancer treatments, R&D, industrial applications, etc. 
(see Figure 4.3). All the radioactive sources are under 
strict regulatory control right from import until their 
disposal. 
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Figure 4.1 Volume of Sources in Pakistan, 
(Up to 2005) 


Classification of SRS 


■ Brachytherapy 

I Research 
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Figure 4.2 Purpose-wise Distribution of Radiological Materia 



Figure 4.3 Categorization of RadiologicalMaterial 


Source: From author's training courses/ seminars. 

The Pakistan Nuclear Regulatory Authority 
(PNRA) has been applying stringent measures for 
administrative and engineering controls over such 
radioactive sources from cradle to grave by the 
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licensees. The security of radioactive sources is ensured 
through periodic physical verifications and regulatory 
inspections. 

SHIPPING CONTAINER DESIGN 

IAEA transport regulations require that spent 
fuel transportation casks be evaluated for a series of 
hypothetical accident conditions.'^ These include a 
30 ft (9 m) drop test, a 40 in (1 m) pin puncture drop 
test, and a fully engulfing fire with an average flame 
temperature of 1475°F (800°C) for a period of 30 min- 
utes. In addition, the undamaged containment system 
of a cask must be designed to withstand an external 
water pressure of 290 psi (2 MPa) for a period of no 
less than 1 hour without collapse. Casks must maintain 
shielding and criticality control functions throughout 
the sequence of hypothetical accident conditions.^'* 
In the United States, the NRC-approved spent fuel 
transportation cask includes the HOLTEC HI-STAR 100 
and the TransNuclear TN-68 rail transportation cask.'^ 
In Canada, transportation casks have been designed 
for truck and rail transport. These include two designs 
for transporting Canadian used fuel, the DSC, and the 
Irradiated Fuel Transportation Container (IFTC) (see 
Figure 5.1). The IFTC is a rectangular cask made of 
stainless steel with dimensions of 1566 mm x 1881 mm 
X 1697 mm. The wall thickness is 267mm and can hold 
2 modules (196 fuel bundles) for road transportation.'^ 
IFTC has been designed for transportation of 2 modules 
(192 fuel bundles) for road transportation and each 
bundle contains 19kg of U.'^ 
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Courtesy NWMO August 2003 by Amair Hussain & Kwansik 
Choi. 

Figure 5.1 Ontario Power Generation's Irradiated 
Fuel Transportation Container. 


British Nuclear Fuels (BNFL) designed, licensed, 
and currently owns and operates a fleet of Excellox 
casks. BNFL ships SNF for the United Kingdom, 
continental Europe, and Japan for reprocessing.^*^ 

Design features such as cask materials, its thickness, 
cavity, and overall diameter are especially important 
for assessing the vulnerability of SNF and high level 
waste (HLW) shipments to terrorist attacks. Different 
shipping container designs could perform very 
differently in response to an attack.^'' Russia is working 
to develop a next-generation SNF storage, transport, 
and disposal cask system that meets modern-day 
requirements. Their requirements for the casks are 
nearly identical. The leading candidate material is 
DU02-steel cermets. Bench-scale laboratory studies 
of this new radiation shielding material are nearing 
completion, and the fabrication and testing of one- 
quarter scale demonstration casks is planned. This new 
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material in the cask offers increased protection against 
rocket and missile attack. Thus, these new casks have 
the potential for superior resistance to terrorist assault 
compared with conventional SNF pool storage.^" 

CONCERN OVER SPENT FUEL 
TRANSPORTATION 

Materials like spent nuclear fuel and high activity 
sources under movement are much more difficult 
to defend from adversaries than materials in fixed 
locations. Terrorist attacks against the transportation 
of radioactive material can occur almost anywhere in 
any industrialized country. Transporting thousands 
of shipments of nuclear waste across a country would 
provide thousands of targets for terrorists, putting 
millions of people at risk along the transportation 
routes. Spent fuel is highly vulnerable, and there are 
several tactics terrorists can use with a higher-than- 
anticipated probability of breaching a shipping cask.*^ 

Many are confident that the casks offer sufficient 
protection. Gail Marcus, former president of the 
American Nuclear Society, testified that the same 
features that render casks highly resistant to highway 
and rail accidents tend to make them difficult targets 
for an attack.*^ The National Research Council also 
assessed the vulnerability of spent fuel in transit and 
concluded that "spent fuel transport containers are 
very robust and appear to offer similar protection 
against terrorist attack. Studies on the vulnerability of 
spent fuel transport containers to sabotage suggest that 
relatively little or no radioactivity would be released 
in the event of a terrorist attack.'"'^ The United States 
General Accounting Office also made an assessment: 
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The likelihood of widespread harm from a terrorist attack 
or a severe accident involving commercial spent nuclear 
fuel is low, according to studies conducted by DOE and 
NRC. Largely because spent fuel is hard to disperse and 
is stored in protective containers, these studies found 
that most terrorist or accident scenarios would cause 
little or no release of spent fuel, with little harm to human 
health. Some assessments found widespread harm is 
possible under certain severe but extremely unlikely 
conditions involving spent fuel stored in storage pools. 
As part of its ongoing research program and to respond 
to increased security concerns, NRC has ongoing and 
planned studies of the safety and security of spent fuel, 
including the potential effects of more extreme attack 
scenarios, including deliberate aircraft crashes.** 


Such a scenario involving Castor V/19 (PWR) and 
V/52 (BWR) were theoretically studied, based on a 
scenario in which a large commercial airliner crashed 
into a storage facility housing 135 SNF casks containing 
170 MCi of Cs-137. A fire ensued and burned for 3 to 5 
hours at 1000°C. It was estimated that about 0.04 MCi 
of Cs-137 would be released.*^ A still larger release 
could occur if a cask were attacked in such a way as 
to initiate and sustain combustion of the zirconium 
cladding of the fuel.**' 

Since the 1970s, DOE and NRC have conducted 
several studies of the effect of an attack during the 
transportation of SNF. These studies found that a 
successful attack would have a limited effect on 
human health.*^ A study published by the Department 
of Energy's (DOE) Sandia National Laboratory in 
1999 confirmed earlier studies that, under certain 
worst-case scenarios, NRC-certified transportation 
containers could be penetrated by armor-piercing 
weapons and release small quantities of radioactive 
materials.** NRC and DOE sponsored studies of the 
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1970s and 1980s were criticized by the Nevada State 
Nuclear Waste Project Office (NWPO). They observed 
that the previous analyses were inadequate as the full- 
scale test conducted by the DOE did not use weaponry 
equivalent to the currently best available armor- 
piercing weapons and that the NRC underestimated the 
health and economic impact resulting from a terrorist 
attack.''^ Guerilla armies around the world are known 
to be equipped with older anti-armor missiles such as 
the Soviet RPG-7 and American M72. Such weapons 
have the ability to penetrate up to 10-14 inches of armor 
plate and pose a considerable threat to a nuclear waste 
shipping cask.^° 

Terrorists could conceivably obtain one of the 
12 or more anti-tank weapons currently capable 
of penetrating 12 to 30 inches of tank armor. More 
advanced missiles like the MILAN (see Figure 6.1) 
and Javelin could be effective weapons to penetrate or 
even perforate a large transport cask containing SNF. 
Conceivably, the Ontario Power Generation shipping 
container (ITFC) with wall thickness of 26.7 cm or 
the HOLTEC HI-STAR 100 and the TransNuclear 
TN-68 rail transportation cask cannot provide any 
extraordinary defense against these anti-tank missiles 
with armor penetration capabilities exceeding 100 
cm. It therefore determines the type of weapon that 
needs to be evaluated in a terrorism risk assessment 
for spent nuclear fuel and high-level radioactive waste 
transportation. See Table 6.1 for current portable anti- 
tank weapons. 

Testifying for NWPO, Robert J. Halstead stated: 

An attack on the GA-4/9 truck cask would likely cause 
complete perforation and release more than one percent 
of cask contents, resulting in a release of about 8,000 
curies, with fission products such as Sr-90, Cs-134, and 
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Milan Missile 

• Armor penetration capability:>1000 mm; 

• Man-portability: total system weight is 
about 33 kg; Long range capability: 
maximum effective range of 2,000 meters 
(travel time 12.5 seconds); 

• Relative case of use: sight-on-target, semi-automatic, wire guidance; 

• Relative availability: several tens of thousands have been produced 
and are used by a number of Eiu-opean, Middle Eastern, and Asian ar 



Sotirce: www military factory. com/smallarms/detail.asp7smallarms_id=4A. 

Figure 6.1. 


Eryx Anti-Tank Missile 


Panzerfaust 3 Anti-Tanl( 


RPG-7Anti-Tanl< Launcher 


C-90-C Weapon System 


AT-4 Anti-Tanl( Launcher 


Carl GustavM2Recoilless Gun 


LAW 80 Anti-lank Launcher 


M72 66mm Anti-tank Le 


AT-8 Bunker Buster 


lavelinAAWS/M 


Sotirce: Large and Associates 


Table 6.1. Current Portable Anti-tank Weapons. 
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Cs-137 constituting over one-third of the total curies, and 
Pu-241 20 percent or more. The consequences could be 
much greater if the attack involved more than one missile 
or explosive device, or if the attack included use of an 
incendiary device, or if the attack were accompanied by a 
fire from combustion of the vehicle fuel supply or another 
fuel source. Such exacerbating factors could result in(l) 
a potentially larger percentage release of cask contents, 
possibly as great as 10 percent; (2) a potentially higher 
percentage of respirable particulates and/ or vaporized 
radionuclides; and (3) potentially more widespread 
dispersal and deposition.^^ 

In another testimony on April 25, 2002, Dr. James D. 
Ballard stated that the transportation effort, as it was 
proposed, would ensure a target rich environment 
wherein a terrorist could plan, pick, and chose the time 
and place for an attack. He argued that: 

If the transportation vehicle were to be captured, placed 
in an immobile state by any number of means, or once 
acquired it was able to be moved at will by the terrorists, 
it would be susceptible to the application of explosives 
and/ or a human engineered breach. Thus, the cargo 
could become a radiological dispersion device if the 
attackers where to breach the cargo shielding and release 
the radioactive contents into the environment.^^ 


In the aftermath of a July 2001 incident in the 
Howard Street Tunnel in Baltimore, Radioactive 
Waste Management Associates prepared a study that 
concluded that, had SNF casks been part of the train 
involved in that accident, the fire in the tunnel would 
have resulted in a release of contaminating radiation 
throughout a section of the city.^^ In March 2003, the 
NRC released a similar report on the Baltimore tunnel 
incident and the hypothetical consequences if a SNF 
cask had been involved.^^ It concluded that an SNF 
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transportation cask, approved under NRC rules for 
packaging and transportation of radioactive materials 
(10 CFR 71), subjected to the conditions encountered 
in the Howard Street tunnel fire would not release 
radioactive materials. In addition, the health and safety 
of the public would have been maintained.^^ 

INVENTORY OF RADIONUCLIDES IN SPENT- 
FUEL 

Although a number of isotopes are of concern, we 
focus here on the fission products namely Kr-85, Sr-90, 
Pu-241, Cs-134, and Cs-137, which constitute around 90 
percent of activity in 10-year-old SNF. Of these, Cs-137 
has a 30-year half-life, is relatively volatile, and along 
with its short-lived decay product, Ba-37 (2.55 minute 
half -life), accounts for about half of the fission-product 
activity in 10-year-old spent fuel.^*' The activities of Kr- 
85, Sr-90, Pu-241, Cs-134, and Cs-137 contained per cask 
of PWR spent fuel after 10 years from the discharge 
from the core with average burnup have been estimated 
from the reported values of activities per ton of spent 
fuel (Table 6.2).^^ Similarly, the activities of the above 
radionuclides contained in PHWR Cask have been 
estimated and presented in Table 6.3. Cs-137 content 
has been estimated per ITFC Cask as 7.09E+4 Ci which 
is lower by a factor of more than 2.5 as compared to 
PWR Truck Cask activity of 1.89E+5 Ci, owing to lower 
burnup and enrichment factors.^^ 

DISPERSION MODEL 

Several computer codes have been used to model 
the dispersion of radionuclides into the atmosphere. 
For the simple scenarios as modeled in this chapter, the 
most commonly used is the HOTSPOT computer code 
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Radionuclides 

Activity after 10 Years 


Ci/tU 

Per Truck Cask (Ci) (1 .604tU/cask) 

Kr-85 

6.76E+03 

1.08E44 

Sr-90 

8.11E-H)4 

1.30E-f5 

Cs-134 

8.11E-K)4 

1.62E44 

Cs-137 

1.18E+05 

1.89E+5 

Pu-241 

9,89E+04 

1.60E+5 

Total 

3.51E+05 

5.62E+5 


Table 6.2. Estimated Inventory, by major 
radionuclide, of reference PWR Spent Fuel Medium 
Burnup, 10 years cooling period. 


Radionuclides 

Activity after 10 Years 


Ci/tU 

Per Truck Cask (Ci) (3.648tU/cask) 

Kr-85 

1.15E-^03 

4.20E-H)3 

Sr-90 

1.30E-^04 

4.73E+04 

Cs-134 

6.95E-K)2 

2.53E-H)3 

Cs-137 

1.94E-H)4 

7.09E-K)4 

Pu-241 

1.35E-H)4 

4.92E-H)4 

Total 

5.46E-H)4 

1.99E-K)5 


Sotirce: Electrowatt-Ekono (UK) Ltd. 


Table 6.3. Estimated Inventory, by major radionuclide, 
of reference PHWR Spent Fuel Medium Burnup, 10 years 
cooling period. 

developed by U.S. Lawrence Livermore Laboratory 
and first released in 1985. It provides emergency 
response personnel and emergency planners with an 
instantaneous set of results for evaluating incidents 
involving radioactive material. The HOTSPOT user 
documentation suggests that if D is the calculated 
radiation, then 50 percent of the time, the true dose 
should lie between D/3 and 30.^^ Later on (Mid 
1990s), the HPAC was employed to predict the effects 
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of hazardous material released into the atmosphere 
and its impact on civilian and military targets.*'" HPAC 
has the capability to include terrain, land-cover, and 
detailed meteorological data for increased accuracy, 
but can also be used without any of the above, making 
it quite flexible in operational use. Despite the major 
differences in the transport and diffusion models used 
in HPAC and HOTSPOT, the results of very simple 
scenarios are similar .^^ A reasonable agreement between 
the two models was also observed in our studies using 
the source terms of SNF. The two dose curves are quite 
close together at the site of the incident; however, large 
differences of an order of magnitude between the two 
were observed up to 10 kilometers downwind (as 
much as a factor of D/3 and 3D). Given the greatest 
relative variability in the Gaussian plume model with 
increasing distance, further disagreement in the results 
beyond 10 kilometers distance were observed (see 
Figure 6.2). 

Given the ability to interface with online information 
on geographical locations of the incident, meteorolog- 
ical conditions, and population data, and applying 
these to reliably predict the deposition of radioactive 
material to the surface and estimate any residual 
hazard, HPAC was used to analyze radiological 
scenarios involving both the scenarios of RDDs. 
Since the HPAC built-in option is restricted to predict 
dispersion of PWR spent fuel, the necessary correction 
factor was applied to the PWR SNF source terms 
to model dispersion of PHWR SNF as discussed 
previously (Tables 6.2 and 6.3). The population dose 
was calculated by superimposing acute-dose isopleths 
onto a map of Karachi and Lahore. 
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Figure 6.2. Release Fractions for Radionuclides 
in the Spent Fuel Calculations. 


HYPOTHETICAL CASE STUDIES 

In order to illustrate trends of how radioactivity 
could be released from a damaged flask and possible 
consequences during transportation within Pakistan, 
we consider two hypothetical scenarios. The first 
scenario is the sabotage of a truck containing a cask of 
SNF within a populous city like Karachi. The second 
is the sabotage of a truck containing 200,000 Ci Co-60 
source near Lahore. 

SCENARIO AND SOURCE TERM 

Scenario I (SNF at Karachi). 

While RDD attacks can be carried out with any 
source of radioactivity, SNF constitutes a potential 
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source of concern all over the world including in 
Pakistan. Transporting SNF to a central storage or 
repository must have serious security considerations 
from a sabotage point of view. 

As described earlier, while a Type B SNF Flask is 
designed to keep its integrity under fire at 800°C for 
30 minutes, it may eventually fail in a fire involving 
higher temperatures and a longer duration. '^^ I assume 
that a terrorist carries out "hybrid sabotage" on the 
radioactive consignment transported in a truck as 
compared to the study by Luna, et al.^^ 

The study estimated a maximum of 0.01 percent 
release by taking into consideration the blowing down 
effects in damaged fuel resulting from the attack. 
Furthermore, the release levels have been criticized 
by several independent experts as the study was too 
narrow in the sense that only a single limited attack is 
considered using a single High Energy Density Device 
(HEDD) missile (see Figure 7.1). A case of multiple 
missile firings involving weapons with much higher 
penetration power coupled with an additional truck 
bomb collision may have catastrophic effects. Similarly, 
the consequences would be greater if the attack 
included an incendiary device or was accompanied by 
a fire from igniting the vehicle's fuel supply or another 
nearby fuel source.*''' 



Source: en.wikipedia.org/wiki/Shaped_charge. 


Figure 7.1. Shape Charge, Courtesy of Journal 
of National Defense. 
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These additional factors could result in: 

1. A potentially larger percentage release of cask 
contents, possibly as great as 10 percent. 

2. A potentially higher percentage of respirable 
particulates and/ or vaporized radionuclides. 

3. A potentially more widespread dispersal and 
deposition. 

A less sophisticated but effective approach to 
increasing radionuclide release from a breached SNF 
cask would be to inject fuel into the cavity and ignite 
it. This would cause ignition of the zircaloy cladding, 
and at a minimum would greatly enhance the release 
of cesium and other semi-volatile elements that remain 
in the fuel pellets. The BNL spent fuel pool study 
assumed that 100 percent of the fuel Cs inventory 
would be released. Recent results from France indicate 
that heating at 1500°C of high-burnup spent fuel for 
one hour caused the release of 26 percent of the Cs 
inventory.^^ 

Based on the above hypothesis, a scenario is set 
where terrorists with the convenience of an insider 
are able to get information on an SNF movement. The 
terrorists carry out multiple missile firings on the truck 
cask (see Figure 7.2) while the truck is stationed for the 
repair of one of its tires at a petrol pump (see Figure 7.3) 
located in a congested location in Karachi (see Figure 
7.4). The cask has a breach of containment followed 
by an engulfing fire for several hours. The explosive 
attack followed by a fire leads to increased radioactive 
release.^^ 
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Source: en.wikipedia.org/wiki/Spent_nuclear_fuel_shipping_cask. 

Figure 7.2. A Typical Small SNF Shipping Cask 
Being Mounted on a Truck. 
(Courtesy of Nuclear Energy Institute.) 


Scenario I: Spent Nuclear Fuel (SNF) 

• Terrorist get information on tlie movement 
of SNF from an insider 

• Terrorists carry out a "hybrid attack" on 
the transport truck while is was stationed 
for the repair of one of the tires of the 
vehicle at a petrol pump in a congested location in Karachi 

• Multiple missiles are fired on the truck cask which results in a breach in 
containment 

• This is followed by a fire that engulfs the cask for several hours 


Source: en.wikipedia.org/wiki/Pakistan_state_oil. 

Figure 7.3. 
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Figure 7.4. Karachi, Coutesy of Google Earth. 


Firing missiles at the consignment will trigger 
explosions and fires at the station. A country like 
Pakistan is not well equipped to deal with fire involving 
a consignment containing mega curries of radioactive 
source. On November 7, 2005, in Karachi, cotton bales, 
toys, and tires worth thousands of rupees were gutted 
when fires broke out separately in three warehouses in 
SITE, Lee Market, and New Chali. Meanwhile, another 
office burned in a separate fire incident. Seven to ten 
firefighters were rushed to the sites and controlled the 
fires in 5 to 10 hours or longer.^'' 

In this case, it could pose serious difficulties due to 
the radioactive nature of the hazards encountered. It 
is therefore assumed control of the blaze would take 6 


247 


hours. Based on the foregoing discussions, this would 
lead to a release of 10 percent of Cs inventory as a 
conservative estimate. A respirable release fraction of 3 
E-4 for Pu-241 and 1 E-4 for Sr-90 is used, recommended 
as an upper limit for use in safety assessment studies 
involviag chunks of plutonium exposed to hydro- 
carbon fuel fires.^* 

Dispersion And Consequences. 

In the first scenario, we consider the sabotage 
involving a truck cask containing PHWR fuel 
assemblies leading to release of radionuclides in the 
heart of the city of Karachi at daytime at 12:00 hr on 
June 15 (see Figure 7.5a). The debris cloud is lifted 562 
m high (using HOTSPOT Code) which is expected to 
be further elevated by fire. The contaminated region 
includes hundreds of industries, residential row houses, 
crowded shopping areas, school, colleges, and several 
mosques. Within an area of 0.304 km^, maximum 
total effective dose equivalent TEDE (100 Rem)^'' is 
predicted by the model due to release of radionuclides 
from the breached flask containment only, which is 
far below the level to cause acute radiation syndrome. 
However, exposure in the immediate vicinity of the 
blast to a high radiation field of around 250 Gy/h at 
one meter distance due to the remaining 90 percent Cs- 
137 still contained in the breached SNF Flask, cannot 
be ignored, thereby creating a difficult situation for the 
first responders.^" Whole body exposure to 2000 rem 
without any post exposure treatment may damage 
the central nervous system within minutes and cause 
death in hours to days.^^ 

Any attempt to approach the damaged flask 
without any protective measures would result in acute 
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exposure within a few minutes. The wind blowing 
(WSW) at an average speed of 6.7 m/s disperses the 
radioactive aerosols to 36 kilometers from the blast 
location contaminating the population externally as 
well as internally to a dose contour down to 1 Rem in 
approximately 167 km^ area in around 41/2 hours time 
(see Figure 7.5b). Consequences of radiation effects due 
to a single exposure to population groups has been 
estimated on the basis of the BIER VII lifetime risk model 
which predicts that approximately one individual 
in 100 persons would be expected to develop cancer 
from a dose of 10 rem [0.1 Sv] while approximately 
41 individuals would be expected to develop solid 
cancer or leukemia from other causes.^^ In general, 
the magnitude of estimated risks for cancer fatalities 
is not different from the International Commission on 
Radiological Protection (ICRP) estimates of 5 percent 
probability of occurrence of cancer per sievert for 
whole-body irradiation.^^ Based on single exposure, 
cancer morbidity and fatality were estimated for 
various population groups exposed to radiation levels 
of 100 Rem down to 1 Rem using the BIER Vll lifetime 
risk model, as presented in Table 7.1. The HPAC Model 
predicts about 41 persons receive high exposure of 
100 Rem within a dose contour area of 0.4 km^. The 
number of exposed persons increases to 56,134; 505,436; 
643,356; 657,665, and 659,100 to radiation levels of 10, 1, 
0.1, 0.01 and 0.001 Rem respectively, living in dose con- 
tour areas of 4.6, 167, >800, >900 and >900 km^ areas. 
Cumulative excess cancer fatality has been estimated 
to be 649 out of 2,521,732 exposed population. In other 
words, there would be an increase of 0.13 percent in 
cancer fatalities due to the incident as compared to 
deaths due to other circumstances. 
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HPAC Radiation Dose 
TEDE at 15-Jun-07 12:00Z (24.0 hrs) 







^^^^ 


-62.1 -35 4 -8.7 17.9 44.6 71.3 

X(km) 

'.'ean population exposed at indicated level 


Figure 7.5a. Karachi Spent Nuclear Fuel Scenario: 
10% of Truck Cask o£ CANDU-SNF; Historical 
Weather Data; Actual Population. 


Pink: > 1.5Ci/km2 
{plume length: 1 km 
Plume area: 0.304 km2) 
Red: > 0.15 Ci/km2 
(plume length: 7. 8 km 
Plume area: 6.4 km2) 
Dark Yellow: > 0.015 
Ci/km2 

Light Yellow: > 0.0015 
Ci/km2 



Figure 7.5b. Karachi Spent Nuclear Fuel Scenario: 
10% of Truck Cask of CANDU SNF; Historical 
Weather Data; Actual Population. 
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Facts 

Karachi, Pakistan 
1,000 lbs. TNT 

160kg PWR SNF (64 kg CANDU SNF) 
June Historical Weather Data 
Actual Population Figures 

REM 

Persons 

Excess 
Cancers 

Excess 
Cancers 
Fatalities 

Dose 
Length 
(km) 

Dose 
Contour 
Area (km2) 

100 

41 

17 

8 

<0.1 

0.4 

10 

56,134 

637 

320 

5.7 

4.6 

1 

505,436 

574 


36 

167 

.1 

643,356 

73 

37 

>50 

>800 

.01 

657,665 

7 

4 

>50 

>900 

.001 

659,100 

1 

0 

>50 

>900 

Totals 


1,292 

649 




Table 7.1. Radiation Effects. 


The extent of contamination will be a major 
challenge because Cs-137 is highly water-soluble 
and chemically reactive with a wide range of 
materials, including common building materials 
such as concrete and stone. The contamination will 
settle on streets, sidewalks, building surfaces, and 
personal property— including vehicles and items 
inside buildings. In such a situation, the recovery/ 
remediation/ restoration measures have been 
documented in a Homeland Security draft document.^^ 
The document suggests measures for surface, interior, 
and roof decontamination of most buildings, major 
thoroughfares, sidewalks, and the water treatment 
plants as quickly as possible, repavement of streets, 
removal of surface soil and vegetation for disposal, and 
replacement with fresh material. Moreover, secondary 
events may lead to a release of hazardous chemicals, 
and fires on ruptured gas lines may complicate the 
situation requiring immediate remedial actions. In 
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such an event, the city transportation system is severely 
affected and would require continuous monitoring to 
restrict further spread of the contamination. Hospitals, 
already at maximum capacity with injuries from the 
blasts, are inundated with "worried well," most of 
whom were not in the blast or plume zone but are 
concerned about health issues. The sewage treatment 
plant is quickly contaminated as a result of people 
showering and decontaminating personal effects. 

Currently, the Cs-137 level in most parts of Pakistan 
including Karachi is not well-defined. However, 
areas in the former Soviet Union contaminated by the 
Chernobyl accident have been defined with reference 
to the background level of Cs-137 deposition caused 
by atmospheric weapons tests which, when corrected 
for radioactive decay to 1986, is about 2 to 4 kBq m^ 
(0.05 to 0.1 Ci km^). Considering variations about this 
level, it is usual to specify the level of 37 kBq m^ (1 Ci 
km^) as the area affected by the Chernobyl accident. 
Approximately 3 percent of the European part of the 
former USSR was contaminated with Cs-137 deposition 
densities greater than 37 kBq/ m^.^^ 

In terms of deposited contamination (see Figure 
7.5b) the contamination level above ICi/km^ would 
require decontamination action out to 1 km and further 
as foot and vehicular traffic transfer contamination 
for hours afterward until the entire scene has been 
effectively controlled and cordoned, contributing 
to contamination spread beyond the deposition 
zone. Waste produced as result of decontamination 
following a hypothetical spent fuel accident is likely 
to fall into the lowest of the U.S. NRC's categories of 
low level radioactive waste. Class A, in which Cs-137 
has a concentration less than one Ci/ m^.^^ Based on the 
estimation of 90 m^ per person, a population of 4,824 
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living in an area of around 0.304 km^ (see Figure 7.5b) 
are likely to generate waste around 0.4 million of 
Cs-137. 


Scenario-2 (High Activity Radioactive Source at 
Lahore). 

Terrorists carry out multiple missile firings on a 
truck cask carrying 200,000 Ci of Co-60 near Lahore 
(see Figure 7.7), followed by further immediate attack 
with a fully laden road petroleum tanker hijacked and 
brought to the incident site to fuel a fire (see Figure 7.6). 
This could lead into a situation even worse than the 
December 12, 2006, incident when terrorist detonated a 
truck loaded with 440 pounds of explosive in Baghdad, 
killing 71 laborers and wounding 220 others.^ 


Scenario II: High Activity Radioactive 

• Similarly, terrorist gain information 
on a consignment of 200,000 Ci of 
Co-60 being moved. 

• Terrorists carry out multiple missile firings on the truck cask near Lahore. 

• Immediately after the initial attack, a hijacked petroleum tanker truck is 
brought to the incident site to fuel a fire. 


Figure 7.6. Picture Courtesy of MDS Nordion. 



Consequences of dispersion of 200,000 Ci of Co- 
60 with an explosive power equivalent to that of 440 
pounds of TNT were analyzed by HOTSPOT and HP AC. 
HOTSPOT code using Sandia National Laboratories 
Blast Model reveals a safe distance of 678 meters for 
unmitigated blast damage. Although, a 200,000 Ci 
Co-60 source without a shielding would give rise to a 
dose of around 1.3E+3 Gy/h at a distance of one meter. 


253 


due to dispersion effect maximum dose contour of 10 
Rem was estimated by HPAC encompassing an area of 
0.087 km^ up to a distance of 0.5 km from the blast site 
(see Figure 7.8a). Within this dose contour of 10 Rem, 
a person is neither expected to die nor to suffer from 
acute health effects; however, causalities comparable 
to that of Baghdad incident could be expected due to 
the blast effect.^' Survivors from within the highest 
dose area could carry radioactive contamination back 
to their homes and contaminate their neighbors and 
families (see Figure 7.8b). Panic and disinformation 
may lead to a massive exodus of people from Lahore 
city into neighboring towns and cities. Additionally, 
the cobalt plume would contaminate a vast area to 
levels requiring cleanup and destruction of residential, 
commercial, as well as agricultural lands. Cleanup 
efforts and destruction of property and land would 
generate huge amounts of waste. Assuming 90 vo?/ 
person of waste generation for Co-60 as well, the total 
waste is expected to be around 12.6 million metric 
tons.^° Application of BEIR VII cancer risk estimates 
for single exposure reveals excess cancers of 17 out of 
1,498 exposed population, 202 out of 17,792 exposed 
population, 86 out of 75,930 exposed population, 11 
out of 10,081 exposed population due to dose contours 
of 10 rem, 1 rem, 0.1 rem, and 0.01 rem out to distances 
of 0.5 km, 5.3 km, 24.9 km, and 155 km respectively. Of 
these, cancer fatalities of around 160 (almost 50 percent 
suffering from excess cancer) are expected (see Table 
7.2). «i 
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Figure 7.7. Lahore High Activity Radioactive Source 
Scenario, Coutesy of Google Earth. 



Figure 7.8a. Lahore High Activity Radioactive 
Source Scenario; Historical Weather Data; Actual 
Population. 
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Figure 7.8b. Lahore High Activity Radioactive 
Source Scenario; Historical Weather Data; Actual 
Population. 


Facts 

Lahore, Pakistan 

440 lbs. TNT 

200,000 Ci Co-60 

June Historical Weather Data 

Actual Population Figures 

REM 

Persons 

Excess 
Cancers 

Excess 
Cancers 
Fatalities 

Dose 
Length 

(km) 

Dose 
Contour 
Area (km2) 

10 

1498 

17 

9 

.5 

.087 

1 

17792 

202 

101 

5.3 

3.9 

.1 

75930 


43 

24.9 

77.17 

.01 

10081 

11 

5 

155 

3028.43 

.0001 

10395 

1 

1 

300 

33026.2 

Totals 


317 

160 




Table 7.2. Radiation Effects. 


ADDRESSING PAKISTAN'S VULNERABILITY 

The Federal Government has tasked the Pakistan 
Nuclear Regulatory Authority (PNRA) with the 
physical protection of nuclear and other radioactive 
material. The PNRA has initiated towards the last 
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quarter of 2006, a 5-year National Nuclear Safety and 
Security Action Plan (NSAP) to establish a more robust 
nuclear security regime. It seeks capacity growth in 
Pakistan's ability to plan for, respond to, and recover 
from terrorist iacidents in collaboration with relevant 
governmental agencies. 

The salient features of the plan cover five areas. 

SECURE RADIOACTIVE SOURCES 
OF GREATEST CONCERN 

Of the approximately 140 firms that handle 
radioactive sources in government and private sectors, 
a third interact with "Greatest Concern Sources." 
Periodic inspections of these facilities revealed a 
need to upgrade security. Inspections must be more 
frequent, carried out at least quarterly to biannually 
depending on the category and vulnerability. A follow- 
up mechanism would ensure issues are addressed 
promptly. 

It is necessary to add Inspectorates to the already 
existing PNRA Regional Directorates located at 
Islamabad, Chashma, and Karachi. Additional 
Inspectorates at Peshawar, Multan, and Quetta 
are proposed within the Regional Nuclear Safety 
Directorates I, II, and III. There will be an addition of 
18 inspectors over the next 5 years, with increases to 
support staff. 

Inspectors will require radiation survey, commun- 
ication, and secretarial equipment in addition to 
suitable vehicles. Personnel would be trained to 
required competencies in radiation protection, use of 
radiation survey equipment, identification of sources, 
and regulatory requirements. Beyond inspectors, an 
education program for the licensees and their staff is 
needed to propagate a security culture. 
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ESTABLISH A PNRA NUCLEAR SAFETY 
AND SECURITY TRAINING CENTER 


The PNRA would be the focal point of training 
in nuclear safety and security. This Center would 
require laboratories with appropriate state-of-the-art 
equipment and at least six officers and supporting 
staff. 

To start, a few select senior PNRA staff would 
be trained in appropriate institutions and centers 
in collaboration with the IAEA. They would then be 
responsible for developing the training modules for the 
Center and establishing its needed infrastructure. They 
would then educate trainers, having a "multiplier" 
effect. 

New junior officers would be trained in review, 
assessment, and inspection techniques. Externally, 
first responders expected to deal with radiological 
emergencies would be trained in the identification and 
handling of radioactive sources as well as emergency 
management skills. The Center would continuously 
facilitate this training throughout Pakistan due to 
the significant rotation and redeployment of first 
responders. Additionally, the Center would provide 
consultation and evaluation to licensees. Further, the 
Center would have a research role in techniques and 
technologies in nuclear safety and security. 

ESTABLISH NATIONAL NUCLEAR SECURITY 
EMERGENCY COORDINATION CENTER 

A National Nuclear Security Emergency Coordina- 
tion Center (NuSECC) would assess, respond, and 
coordinate in case of a nuclear security emergency at 
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the national level. It would track all movements of 
large radioactive sources in Pakistan. The center would 
be manned 24 hours a day with at least six officers 
and support staff. It would also establish six mobile 
monitoring laboratories, distributed and located at 
each of the regional Directorates and Inspectorates. 

LOCATE AND SECURE ORPHAN RADIOACTIVE 
SOURCES 

An "orphaned source" is material that poses a 
sufficient radiological hazard to warrant regulatory 
control but never was controlled because it was 
abandoned, misplaced, stolen, or otherwise transferred 
without proper authorization. It is unknown how 
many orphaned sources there are in Pakistan. Sources 
and/ or their containers can be attractive as valuable 
metals and may not display a radiation warning label. 
Unsuspecting victims might tamper with these sources 
causing injury or even death. 

The risk to the public and the risk of their possible 
malicious use will be addressed. The strategy 
would involve launching a public campaign seeking 
information on orphan sources, nonphysical/ physical 
searches, and finally, eventual recovery, secure storage, 
and disposal. 

DEPLOY RADIATION DETECTION EQUIPMENT 
WIDELY 

None of the major points of entry in Pakistan have 
radiation detection devices. Thus, we remain unaware 
of any radioactive/ nuclear material moving in or out. 
It is proposed to provide these systems, perhaps in a 
phased program. Initially one radiation monitoring 
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instrument at each point of entry supplemented later 
by vehicle/ pedestrian portal monitoring equipment 
where needed. Fixed detectors may be installed at 
airports. Random inspection of personnel luggage may 
also be carried out. 

In addition, law enforcement and local governments 
need to have this equipment as well. They would 
be the first to survey incidents to determine if they 
were nuclear or radiological. Such equipment would 
be needed at the district level for a swift response. 
The PNRA would be responsible for preparing the 
equipment and training. The installation, operation, 
and maintenance would be the responsibility of other 
agencies. 

RECOMMENDATIONS 

Population Protection. 

In the event of a successful RDD, the following 
measures may be taken to protect the population:^^ 

• Recommend all persons who were outside 
during the attack to shower and change 
clothes. 

• Temporarily limit time spent outside. 

• Temporarily stay in a basement or shelter; 
staying inside a house offers a safety factor of 
approximately 10. 

• Limit the consumption of certain agricultural 
products. 

• Ban harvesting, putting livestock out to pasture, 
hunting, and fishing. 

• Recommend temporary evacuation. 

• Have a definitive relocation of the affected 
population. 
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strengthening Transportation Security. 

Based on our current studies, the following 
recommendations are presented to improve security 
measures to cover a range of activities involving 
transportation of high risk sources. 

Prevention. PNRA has taken stringent measures 
for the physical protection of nuclear facilities and 
radioactive sources. A cradle to grave concept is applied 
for preventing any radioactive source from getting out 
of regulatory control. Besides these considerations, 
preplanning and intelligence gathering are very 
important through well-developed and coordinated 
efforts of various agencies to deter, detect, and thwart a 
possible sabotage attempt.^^ The agencies should keep 
track of terrorist groups, their financial resources, and 
their linkages with the outside world; and assess their 
potential to engage in nuclear terrorism. Information 
sharing, especially with neighboring states, on activities 
of groups likely to engage in nuclear terrorism will be 
useful. Moreover, prevention efforts should also include 
measures to prevent illicit trafficking by monitoring at 
border cross points. 

Transportation. Nuclear materials and high risk 
sources requiring shipment from one place to another 
should employ dedicated governmental vehicles 
driven by official drivers with proven trustworthiness. 
Authorization for simultaneous shipment of high 
risk sources within a city should be avoided to evade 
multiple sabotage events leading to dilution of an 
effective emergency response system. This measure 
would allow authorities to focus on only a single post 
radiological event and pool their resources to effectively 
implement and mitigate the consequences 

Control over Missiles. Any successful sabotage event 
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and consequences would primarily depend on three 
factors, namely, RDD material, the missile, and fuel for 
fire. Therefore, effective control measures are needed 
against theft or illicit trafficking of portable anti-tank 
weapons. 

Emergency Operations Center and Emergency Plans. 
PNRA's NRECC— an emergency operations center— is 
manned around the clock to receive national as well 
as iaternational information regarding events related 
to nuclear or radiological incidents and to assist in 
national emergency response activities. However, 
the center has to develop capabilities for evaluating 
potential consequences of various threats to radioactive 
consignment during movement as well as transit 
and subsequent radiological impact. Based on threat 
assessment, the center has to perform emergency 
exercises to counter terrorism. Such exercises may 
include scenarios like dirty bombs, stolen radioactive 
material, sabotage of nuclear and radiation facilities, 
and sabotage during movement and transit of nuclear 
and high risk radioactive materials. It should also learn 
from national (e.g., earthquake of October 8, 2005, in 
Azad Kashmir and North West Frontier of Pakistan) 
and international experiences (e.g., U.S. Katrina havoc 
of 2004) of handling natural disasters in order to 
enhance its response capabilities in coordination with 
relevant national agencies in case of nuclear terrorism. 
PNRA should continue to interact with appropriate 
stakeholders to continually improve emergency 
preparedness capabilities at all levels. The Center, 
in coordination with national agencies, should have 
capabilities for emergency assessment and diagnosis 
of the sabotage event, for management, response, 
hazard mitigation, victim care, and for guiding advice 
on evacuation or shelter options. Decisionmakers 
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need to know what steps are taken automatically, and 
the nuclear regulatory authority needs to be present at 
the table with the decisionmakers; local leaders need 
to be in direct contact with national leaders; and the 
most important lesson is that all the systems must be 
exercised regularly. 

Emergency Exercises at the Top Level. Top govern- 
mental level exercises of credible nuclear terrorism 
scenarios are often overlooked. 

Sheltering and Evacuation. In an incident in an urban 
area like Karachi or Lahore, the estimated numbers 
of citizens affected by the release and dispersion of 
radioactivity and requiring shelter or even evacuation 
would depend on the prevailing weather conditions. 
Based on the assumption that during the event 90 
percent of the public are indoors and thus are already 
sheltering at a 50 percent reduction in dose uptake, 
the additional benefit of implementing the organized 
sheltering countermeasure only applies to 10 percent of 
the potentially exposed population.^ However, advice 
from the authorities regarding shelter and evacuation 
on the basis of national emergency reference levels 
might lead to a panic situation prompting a mass 
self-evacuation. If the public undertakes self-action, 
particularly self-evacuation, many more are likely 
to be on the streets without much protection and/ or 
in poorly shielded vehicles and, indeed, some may 
unknowingly move into contaminated areas becoming 
trapped for hours in the jams and traffic chaos that 
are almost certain to arise. In such circumstances, 
the public may receive a greater radiation exposure 
than if, generally, they remained indoors. Therefore, 
unless adequate infrastructure is in place, a sheltering 
or evacuation directive may have counterproductive 
effects. 
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Robust e-Communication. Robust and direct electron- 
ic communication is needed between PNRA to share 
information amongst federal/ provincial/ local offi- 
cials. 

Credible Information. A designated, credible 
spokesman is needed that can deliver a statement 
shortly after an incident and can exchange credible 
real time information with all concerned agencies. 

Crisis Management. A crisis management team is 
needed to handle the current situation as well as to 
preplan and organize in order to possibly deter another 
event at an unknown location. 

Public Education. In order to minimize confusion 
and chaos, it is necessary to create public awareness 
about the potential effects of nuclear terrorism. This 
involves integrating the official and unofficial media 
to disseminate information and encourage public 
confidence without causing unnecessary panic. The 
use of the civil defense warning sirens and loud 
speakers at mosques may be used to alert people and to 
advise them to check the radio or television for further 
information. 

Personnel Reliability Program. A personnel reliability 
program has to be an integral part of any nuclear 
security infrastructure. The elements of PRP have been 
described as, 

several lines of inquiry to develop a comprehensive 
picture of the individual in question. A background 
check is conducted to verify identity, credit history, 
criminal history, reputation, and character. Psychological 
and medical screening are used to evaluate the mental 
health and stability of the individual; depression, 
schizophrenia, epilepsy, high/low blood pressure, 
and other disorders are all taken into consideration. 
Additionally, a detailed interview to verify background 
information and elucidate other potential concerns 
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is conducted at the time of employment or when a 
sensitive task is being assigned. Periodic reviews of job 
performance and coworker interaction are a standard 
means of ensuring that an employee's reliability remains 
high over time, and an individual's after work activities 
may also be monitored. The following occurrences may 
result in decertification for nuclear duty: alcohol abuse/ 
dependency, drug abuse, conviction of or involvement 
in a serious incident, an adverse medical— physical and 
mental— condition or serious progressive illness, lack of 
motivation, and suicide attempt or threat."^' 


The efficacy of any transport security system specially 
dealing with nuclear materials and high risk sources 
would depend on the training, reliability, and integrity 
of the individuals, without which the system would 
remain vulnerable. 

Non-nuclear Terrorism. Even during a case of a 
catastrophic non-nuclear sabotage event, radioactive 
consignment under shipment should be reassessed 
and until such time, all movement should be halted 
and shipments secured in a safe place. 


CONCLUSION 


The advancement in the knowledge of science and 
technology and their accessibility to terrorists has made 
the threat of nuclear terrorism no longer a fiction but 
real, especially considering terrorists' intention to inflict 
catastrophic damage to man, environment, and prop- 
erty. Pakistan is not considering reprocessing and there- 
fore there may be no need for transportation; how- 
ever, the case study, based on several low probabilities 
of sabotage events of spent fuel and high activity 
sources, has revealed that an explosion and subsequent 
fire would cause hundred of deaths and severe damage 
to surrounding buildings. Whereas in an explosion 
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alone only a few casualties could be expected due to 
radiation sickness in the area of 200m^' amid the failure 
of SNF containment, aerosol containing mostly volatile 
Kr-85 and semi-volatile Cs-137, would be lifted into the 
air leading to extensive environmental contamination 
and potential exposure of thousands of individuals in 
the downwind zone. The number of people expected 
to get exposure to unsafe levels of radiation causing 
late effects leading to cancerous deaths would not only 
depend on the strength of the radioactive materials 
but would also depend on the timing and location of 
the attack. Any evacuation/ sheltering of communities 
based on a 360° potential-hazard zone may be adopted 
instead of a cone shaped zone predicted by the code 
to eliminate the many associated uncertainties and 
changing wind directions in real situations. Difficulties 
are likely to arise in informing members of the public 
in an urban area where it may not be practicable to 
evacuate such large numbers, or in a rural situation 
where individuals may be unaware of the incident and 
who, scattered about the countryside, may be difficult 
to locate and advise in time. All exposed individuals 
will need to be monitored for health outcomes over 
their lifetimes, especially those that suffer internal 
contamination. Massive decontamination efforts would 
be needed for recovery and if decontamination remains 
unsatisfactory, institutional controls would become 
essential. To dilute the consequences of any successful 
sabotage event, preplanning is very important through 
well-developed and coordinated efforts of various 
agencies. Periodic integrated table-top and field 
exercises based on credible scenarios developed on 
the basis of intelligence information gathering should 
remain the focus at all levels. 
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The controls around various nuclear installations 
and radiation facilities in Pakistan are enough to deter 
and delay a terrorist attack and any malicious diversion 
would be detected in early stages. This chapter is an 
attempt to calculate the consequences of terrorist acts of 
very remote probability bordering near impossibility. 
Therefore, it can be concluded that the fabrication of 
a RDD and WMD is not very attractive to a terrorist 
group in general and especially within the context of 
Pakistan. 
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CHAPTER 8 


SECURITY ISSUES RELATED TO PAKISTAN'S 
FUTURE NUCLEAR POWER PROGRAM 

Chaim Braun 

INTRODUCTION 

This chapter deals with the prospects for the 
expansion of the current Pakistani nuclear power 
program, and the dangers to national safety and 
security such expansion entails due to rapid expansion, 
and the potential military or terrorist attacks against 
future nuclear power plants. In terms of organization, 
this chapter is divided into two parts. The first part, 
including the front two sections, summarizes the 
current status of the Pakistani nuclear power program, 
and the prospects for its expansion. The second part 
deals with the nuclear safety risks that the expansion of 
the Pakistani nuclear power program might entail, and 
the security risks related to military or terrorist attacks 
against nuclear power stations. A detailed conclusions 
section completes the presentation. 

It is concluded here that Pakistan has maintained 
its currently small nuclear power program in a 
safe mode, though plant performance records are 
mediocre, given the limited integration of Pakistani 
plants into the global nuclear industry. That Pakistan 
provides many of the requisite plant maintenance and 
upgrade capabilities from its own resources attests 
to the potential for improved operations if Pakistan's 
nonproliferation position could be resolved. Future 
expansion of the Pakistani program on the scale 
projected by the government depends on changes 
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in Pakistan's nonproliferation stance that might be 
related to resolution of the proposed U.S.-India nuclear 
cooperation agreement. A similar agreement between 
Pakistan and China, if possible, might allow significant 
expansion of the Pakistani nuclear program. It is further 
concluded here that rapid expansion of the installed 
nuclear capacity might strain the regulatory agencies' 
capability to supervise safe construction and operation 
of the prospective new nuclear power stations. Fast- 
rate capacity growth might strain Pakistan's ability 
to train adequate numbers of station operating staffs, 
support infrastructure, and regulatory manpower. 
The combined effects of the above could lead to safety 
problems related to plant operations and supervision 
by poorly trained personnel with potentially severe 
consequences. 

We make the point here that the overall security 
situation in Pakistan is unstable, with large numbers of 
terrorist groups allowed to operate within the country, 
with an armed insurrection ongoing in Balochistan, 
and with the government's loss of control of several 
provinces to the Taliban and other Islamic and Arabic 
terror organizations. This generally unstable security 
situation is not conducive to stable long-term expansion 
of nuclear power capacity. An immediate problem may 
be the difficulty of security screening of all prospective 
nuclear stations and infrastructure employees, with 
the distinct possibility of terror supporters gaining 
access to power stations and providing insider support 
to putative terrorist attacks. Large multiunit nuclear 
power stations that likely will be constructed if the 
nuclear expansion plan is implemented would become 
vulnerable to terrorist attacks or attempted takeovers 
all supported by potential inside collaborators. 
Terrorist attacks against nuclear power stations could 
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be motivated by three factors: (1) the desire to obtain 
radioactive or fissile materials for the construction of 
radioactivity dispersion devices or nuclear weapons; 
(2) the intent to create significant damage to the station, 
nearby population, the environment, and the country 
as a whole as revenge for some government actions 
inimical to terrorist interests; or (3) the desire to force 
the government to accede to some terrorists demands 
and modify its policies accordingly. In similar fashion, 
military action against nuclear power stations can not be 
ruled out, motivated possibly by the intent to change or 
reverse government decisions and policies to respond 
to military demands. Since the military already controls 
security at all nuclear facilities in Pakistan, military 
takeover of future nuclear power stations is that much 
simplified. We conclude here that installing large 
multiunit nuclear power stations is in the economic 
interest of any country, like Pakistan, projecting large 
scale nuclear capacity growth. However, given the 
less than stable situation in Pakistan such stations 
are vulnerable to future security threats against the 
government. Both economic and security trade-offs 
should be evaluated when considering large scale 
nuclear capacity expansion in Pakistan's situation. 

CURRENT STATUS AND PERFORMANCE OF THE 
PAKISTANI NUCLEAR POWER PROGRAM 

Introduction. 

The current status of the Pakistani nuclear power 
program is reviewed before the prospects for further 
expansion and the problem this expansion might entail 
are addressed. Discussion is limited to the commercial 
nuclear power plants operated, under construction, or 
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planned in Pakistan. The Pakistani nuclear weapons 
and fuel cycle programs, though indirectly affecting 
the civilian program as discussed below, are outside 
the scope of this review. It is important to understand 
the current small size and limited capabilities of the 
Pakistani nuclear power program so the multifold 
increase in capacity planned for it within a relatively 
short time span can be appreciated. Such rapid 
expansion will create safety and security vulnerabilities 
which will be discussed later. It is concluded that the 
Pakistani plants' performance has been below world 
standards, caused by the limited contacts established 
with the globalnuclear power industry, given Pakistan' s 
refusal to join the nonproliferation treaty regime. 
Yet the fact that Pakistan has operated its existing 
plants safely, and gained a degree of independence in 
providing plant services, attests to the inherently good 
capabilities of Pakistan's nuclear plants' personnel and 
to the potential for enhanced operations if improved 
relations with the world nuclear power community 
could evolve. 

Current Status. 

The current Pakistani nuclear power program is 
rather modest and consists of two operating nuclear 
power plants and one under construction. The total 
installed nuclear capacity is 462 MWe (gross) or 
425 MWe (net). The reactor under construction has a ca- 
pacity of 325 MWe (Gross) or 300 MWe (net).^ Nuclear 
capacity represents but 2.4 percent of the total installed 
capacity of 19,252 MWe in Pakistan by June 30, 2004.^ 
Nuclear generation in Pakistan in 2004 was 1.93 TW- 
Hr, or 2.4 percent of total generation.^ Thus nuclear 
contribution to current Pakistani total electricity supply 
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is limited. In comparison, 50.5 percent of total electricity 
generation in 2004 was produced by fossil thermal 
power plants, with hydroelectric plants providing 22.4 
percent of total generation. The Pakistan Atomic Energy 
Commission (PAEC) operates all Pakistani nuclear 
power plants, and the Pakistan Nuclear Regulatory 
Agency (PNRA)^ performs nuclear safety regulation. 
Pakistan shares information with and obtains technical 
assistance from the CANDU Operators Group (COG), 
and the World Association of Nuclear Plant Operators 
(WANO).^ 

Pakistan is not a signatory to the Nuclear 
Nonproliferation Treaty (NPT). All commercial nuclear 
power plants are, however, operated under IAEA 
Safeguards.^ The Canadian origin KANUPP reactor is 
safeguarded under INFCIRC/135 of October 1969, and 
the Chinese origin CHASNUPP is safeguarded based 
on INFCIRC/418 of February 1993. Pakistan did not 
sign and did not ratify the IAEA proposed Additional 
Protocol to its safeguards agreements.'' Pakistan did 
sign and ratify the IAEA Convention on Physical 
Protection of Nuclear Material (CPPNM), which 
entered into force on October 2000. Pakistan did sign 
several other conventions with the lAEA;^ however, 
it is not a member to the Vienna Convention on Civil 
Liability for Nuclear Damage. 

Pakistan is not a member of the Zangger Committee 
or the Nuclear Suppliers Group (NSG) and does not 
abide by the nuclear export guidelines issued by these 
two organizations. Pakistan has, however, recently 
held discussions with the NSG aimed at harmonizing 
its export control regulations with the requirements of 
the NSC^ Given the past activities of the A.Q. Khan's 
network,^" which are outside the scope of this chapter, 
this could well be viewed as "locking the bam door after 
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the horses ran out" and is probably aimed at preparing 
groundwork for a future nuclear deal with the NSG 
including measures similar to those incorporated 
in the U.S.-India Nuclear Agreement/^ as discussed 
later. Pakistan participates in the activities of the 
United Nations Security Council (UNSC) Resolution 
1540 Committee, and has submitted a report to the 
Committee as well as provided later detailed answers 
to the additional questionnaire.^^ 

A listing of plant data related to the construction 
and operation of the Pakistani nuclear power plants 
is provided in Table 1 below.^^ A map of Pakistan 
indicating the location of nuclear power plants as well 
as nuclear military sites is shown in Map 1.^* A similar 
Pakistani map showing the location of nuclear plants 
and fuel cycle facilities is shown in Map 2}^ 


station 

KANUPP 

CHASNUPPl 

CHASNUPP2 

Type 

PHWR 

PWR 

PWR 

Gross Capacity 

137 

325 

325 

Operator 

PAEC 

PAEC 

PAEC 

Status 

Operational 

Operational 

Contractsigned 

Reactor Suppiier 

CGE 

CNNC 

CNNC 

Construction Date 

August 1, 1966 

August 1,1993 

April 8, 2005 

Criticaiity Date 

August 1, 1971 

May 3, 2000 


Grid Connection Date 

October 18, 1971 

June 13, 2000 

-2011 

Commerciai Operation Date 

December 7, 1972 

September 15, 2000 


Shutdown Date 

-2012 




Source: PAEC 


Table 1. Current Pakistani Nuclear Power Plants 
Data. 
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Map 1. Nuclear Power Plants Locations in Pakistan. 

The oldest Pakistani nuclear power plant is the 
Karachi Nuclear Power Plant (KANUPP), located 
at Paradise point, 15 miles west of Karachi on the 
Arabian Sea. A view of KANUPP is shown in Figure 
1. KANUPP is a 125 MWe (net) CANDU type natural 
Uranium fueled and heavy water (Deuterium) cooled 
and moderated reactor. KANUPP was obtained from 
Canadian General Electric (CGE) in 1965, and the plant 
reached commercial operation in 1972. KANUPP and 
its sister plants in India, Rawatbhata 1 and 2, were 
based on the Canadian design for the Douglas Point 
early CANDU plant, which was shut down in 1985.^^ 
All contacts with the Canadian suppliers were cut off 
in 1975 when it became clear that Pakistan would not 
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Reprinted by permission of the publisher from "Deadly Arsenals" 
by Joseph Cirincione, Jon B. Wolfsthal, and Miriam Rajkumar 
(Washington, DC: Carnegie Endowment for International Peace, 
2005), p. 238, available at www.carnegieendowment.org). 

Map 2. Nuclear Power Plants and Fuel Cycle 
Facilities in Pakistan. 

become a signatory to the NPT. This required PAEC 
to undertake an extensive self-reliance program 
regarding plant operations, maintenance, and capital 
improvements. PAEC reached domestic capability 
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Figure 1. The Karachi Nuclear Power Plant 
(KANUPP). 


in CANDU fuel assemblies manufacture by 1980. 
Following the Three Mile Island accident, Pakistan 
was accepted into the COG and WANO, and received 
additional technical assistance and performance 
assessment from the IAEA. Following 1991, PAEC has 
embarked on a life extension program referred to as 
Balancing Modernization and Rehabilitation (BMR) 
which involvesupgrading of theplant'sinstrumentation 
and control (l&C) system and replacement of its 
computer equipment. The BMR program also calls for 
upgrading balance of plant (BOP) equipment as well 
as some nuclear island (NI) equipment. With these 
modifications, plant lifetime is estimated at 40 years, 
i.e., extended until 2012.^7 

The second nuclear power plant installed and 
commercially operated in Pakistan is the Chasma 
Nuclear Power Plant— Unit 1 of 300 MWe (net) capacity. 
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located in the Punjab Province, near Chasma Barrage 
on the west side of the Indus river. The plant was 
purchased from China National Nuclear Corporation 
(CNNC), the main nuclear power corporation in China, 
and represents the first case of South-South nuclear 
power plant technology transfer. The design of the 
CHASNUPP-1 unit is based on the Chinese Qinshan 
Phase I nuclear power plant, the first indigenously 
designed and built nuclear power plant in China. The 
Qinshan Phase I design is the current nuclear plant 
export model of China and has also been offered to 
Iran (cancelled in 1997 under U.S. pressure), and to 
all other countries interested in small capacity nuclear 
plants provided by a Third World nuclear supplier. 
Even though the reactor design is of Chinese origin, 
Mitsubishi Heavy Industry (MHI) produced the 
pressure vessel and the two primary pumps were 
manufactured in Germany.^^ CHASNUPP-1 
nuclear plant is a two-loop pressurized water reactor 
(PWR), fueled with 3.4 percent enriched Uranium Oxide 
fuel provided by China. CHASNUPP-1 represents 
the second unit worldwide based on the Qinshan 
Phase I design and the first Chinese nuclear power 
plant export. As such, this is a prototype operation to 
both China and Pakistan. No information on possible 
spent fuel return to China is available, and wet pool 
storage of spent fuel at the reactor site is assumed. 
No information on possible reprocessing of spent fuel 
for military purposes, particularly from KANUPP, is 
available. The construction of the CHASNUPP-1 unit 
was started in 1992, and commercial operation was 
attained in 2000. Since then the plant has completed 
five annual operating cycles with an improving 
performance trend.^^ 
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The second unit of the Chasma nuclear power 
plant (CHASNUPP-2) will also be supplied by CNNC 
and is a 300 MWe PWR design similar to the Qinshan 
Phase I plant operating in China, and a replicate of 
the CHASNUPP-1 unit operating on site. The total 
investment in the new unit is estimated at 860 Million 
Dollars,^" and a sum of 350 million dollars is financed 
by China, $200 M through concessionary loans and 
$150 M through preferential supplier credits provided 
by the Exim Bank of China.^^ Site construction work 
started in April 2005 and commercial operation is 
expected by 2011. China became a member of the 
NSG in June 2004,^^ and as a member is forbidden by 
NSG Guidelines from supplying nuclear equipment 
to countries that did not sign the NPT and did not 
accept full scope safeguards. However China claims 
that its contract negotiations with Pakistan regarding 
CHASNUPP-2 construction have been ongoing even 
before its accession to NSG membership, and are thus 
"grandfathered" from its NSG obligations. 

The Chasma nuclear site includes also a reprocess- 
ing plant, based on a French design supplied by the 
Saint Gobain Corporation. With the cessation of 
French nuclear assistance to Pakistan in 1975, Pakistan 
has completed the construction of the plant by itself 
and PAEC operates it outside of the safeguards regime 
in support of its nuclear military program.^^ In close 
proximity to the Chasma site is the Khushab Plutonium 
production reactor provided by China.^^ Khushab is 
a 50 MW (Th) natural Uranium fueled, heavy waster 
moderated reactor operated by PAEC as a part of the 
Pakistan nuclear weapons program. Other military 
program facilities are indicated in Map 1. Several 
research reactors also operate in Pakistan, however 
they are outside the scope of this chapter. 
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Operating Record of Pakistani Nuclear Power 
Plants. 

It is important to review the operating record of the 
current Pakistani nuclear power program in order to 
assess how future nuclear plants will be operated given 
the fast expansion plan proposed by the government. 
As discussed next, the current operating record is below 
world standards, even though the inherent capability 
for improved performance is there. The concern is that 
given the fast growth rate projected, the potential for 
better performance might not be realized for some time. 
Conversely, the Program might be vulnerable to safety 
and security problems brought about by inexperienced 
staffs or by terrorist sympathizers who managed to foil 
the clearance system and act as inside collaborators. 

The energy availability factors (energy produced 
after all losses are deducted divided by total energy 
produced) which are related to the capacity factors 
(net energy produced divided by the total energy that 
could have been produced had the plant operated at 
full capacity all the time) are computed by the IAEA 
and reported on an annual and cumulative basis in the 
Power Reactor Information System (PRIS) database 
for each commercial nuclear power plant operating in 
IAEA member countries.^^ The history of the energy 
availability factors over the lifetime of the KANUPP 
reactor is reported in Table 2 below, and for the 
CHASNUPP-1 reactor in Table ?>}^ 

Inspection of the KANUPP performance data in 
Table 2 indicates a mediocre plant record with a lifetime 
energy availability record of less than 28 percent. This 
is particularly low for a CANDU type reactor, which 
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Capacity 

E nergy Availability Factor | 




Annual 

Cumul 



77.27 





19.3 





35.6 

35.6 




52.75 

44.18 




44.83 

44.39 




40.49 

43.35 




30.74 

40.88 




20.88 

37.62 




2.7 

32.72 




6.17 

29.45 




17.55 

28.14 




6.48 

26.01 




17.7 

25.26 




24.9 

25.23 




21.83 

24.95 




43.49 

26.24 




25.09 

26.17 




15.6 

25.52 




5.56 

24.37 




34.33 

24.91 




33.82 

25.37 




45.51 

26.36 




33.75 

26.71 






1995 

461.04 

125 

42:1 

28!28 

1996 

310.86 

125 

28.31 

28.28 

1997 

386.12 

125 

35.26 

28.55 

1998 

353.35 

125 

29.74 

28.6 

1999 

68.99 

125 

11.93 

27.99 

2000 

368.31 

125 

33.54 

28.18 

2001 

399.46 

125 

36.48 

28.47 

2002 

444.02 

125 

40.55 

28.87 

2003 

0 

125 


27.94 

2004 

183 

125 

24.71 

27.84 


Table 2. Annual Performance Data for the KANUPP 
Reactor. 

Y Energy Capacity E nergy Availability Factor (%) 

(GWe.h) (MWe) Annual Cumulative 

2000 529.15 300 72.19 

2001 1581.75 300 60.06 60.06 

2002 1356 300 52.25 56.16 

2003 1809.8 300 68.85 60.39 

2004 1750.71 300 66.35 61.88 

Table 3. Annual Performance Data for the 
CHASNUPP-1 Reactor. 


operates on online refueling principles and is thus 
expected to demonstrate high availability and capacity 
factors. In fact, KANUPP performance is lower than 
even the oldest CANDU reactors operated in Canada 
and elsewhere except for the Rawatbhata reactors in 
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India. KANUPP represents the oldest CANDU model 
still refurbished and in commercial operation in the 
world today. Most other similar model CANDU 
reactors have already ceased operation and have shut 
down. That KANUPP still operates is a testament to 
the resourcefulness and determination of the Pakistani 
nuclear engineers. The operational history of KANUPP 
is the story of Pakistan's nonproliferation policy and 
external relations. 

As seen in Table 2, the plant started commercial 
operation and after a slow start performance 
improvements were recorded until 1975, the year 
Canada cut off technical support due to Pakistan's 
refusal to sign the NPT. The KANUPP engineers were 
on their own with no fresh fuel assembly supplies, 
replacement parts, training or technical support from 
Canada. Performance deteriorated significantly and 
revived only in the mid-1980s when the Pakistanis 
learned to manufacture their own fuel assemblies 
and developed some domestic plant maintenance 
and component replacement capabilities. Since 
then the plant operated at varying performance 
levels never exceeding 48 percent and was down for 
different Pakistani initiated refurbishment campaigns. 
Performance, even at these low levels, has improved 
following the reestablishment of technical exchanges 
with the COG and with WANO. By that time the plant 
was getting older and its improving performance trend 
was overtaken by the need for further maintenance 
and modifications (M&M). The overall result is that of 
mediocre performance quite lower than other CANDU 
reactors operated elsewhere. 

Another relevant element is the low burnup levels 
achievable at CANDU plants. The KANUPP reactor 
was designed for an average (over the core) assembly 
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burnup of 8,650 MW (th) D/MTU and for cycle length 
(period between refuelings) of 12 months. At this low 
burnup level the percent fissile content of the discharged 
Plutonium (Pu-239 + Pu-241) is estimated in the low 80 
percent, almost weapons grade. If fuel assemblies were 
discharged annually regardless of the low achieved 
capacity factors, the realized fuel burnup would have 
been lower and the fissile content of the discharged 
plutonium would be higher, and close to weapons 
grade quality. It is also known that natural uranium 
fueled heavy water moderated reactors (like the 
CANDU models) are copious producers of plutonium 
in the discharged fuel assemblies ~ 360 Kg Fissile Pu/ 
G We/ Year, according to the DOE Nonproliferation 
Alternative System Assessment Program (NASAP) 
report.^** 

Thus, assuming annual refuelings, the KANUPP 
reactor could have produced significant amounts of 
weapons grade (or close to weapons grade) plutonium 
in its discharged fuel assemblies. The KANUPP 
reactor, including its spent fuel pool, is operated under 
IAEA safeguards. However, given the relatively mild 
application of safeguards by the IAEA prior to the 
early 1990s when the Iraqi nuclear weapons program 
was discovered, the Pakistanis might have been able 
to divert some fuel assemblies to their unsafeguarded 
program. This is only a speculation, based on the fact 
that the KANUPP spent fuel pool might contain, by 
now, significant amounts of high grade plutonium, 
thus offering a tempting target. 

Inspection of the CHASNUPP-1 performance data 
shown in Table 3 indicates significantly higher energy 
availability levels, in the range of 60 percent plus as 
compared with the lower performance record of the 
KANUPP reactor discussed above. Evidently, the 
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more modern and simpler PWR design and possibly 
ongoing help from CNNC which may have wanted 
their first export project be a successful one, might 
have contributed to the improved plant performance. 
CHASNUPP-1 performance declined during the first 
three annual operating cycles until the plant "settled 
down," and then the availability factor markedly 
increased over the next two cycles. Yet the fact is that 
the CHASNUPP-1 performance record lags the record 
of the Qinshan Phase I plant— its reference plant— by 
10 to 20 annual percentage points over the same 
operating period. Review of the Qinshan-I data in the 
PRIS database^'' indicates that whereas Qinshan-I has 
a cumulative (lifetime averaged) energy availability 
factor of close to 80 percent over its first five operating 
cycles, CHASNUPP-1 has reacted with a cumulative 
availability factor of 62 percent only (still much better 
than the 44 percent cumulative availability factor 
recorded for the KANUPP reactor over its first 5 
operating years). 

Two general trends can be identified from review 
of the performance data of the first two Pakistani 
operating nuclear power plants. First, energy 
availability factors are lower than those recorded for 
similar plants located elsewhere, possibly reflecting 
Pakistan's isolation within the global nuclear 
community given its nonproliferation stance. Second, 
valiant attempts have been made by the Pakistanis to 
improve plant performance, relying mostly on their 
own limited national resources. The results indicate 
improving performance records although lower than 
worldwide figures for similar plants over similar 
operating periods. Evidently more needs to be done, 
with significant external inputs to bring Pakistani 
nuclear plants performance to world-class level and 
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assure long-term safe plant operations. It could well 
be that with adequate external support (if this were 
possible) and with the development of additional 
nuclear infrastructure and technical capabilities within 
Pakistan, the performance of the Pakistani nuclear 
plants could reach levels similar to those achieved by 
other successful Asian nuclear nations like Taiwan or 
Korea. 

Expansion Plans of the Pakistani Nuclear Power 
Program. 

Pakistan's Mid-Term Development Framework 
of 2005 calls for the installation of an additional 8,500 
MWe of nuclear capacity by the year 2030,^° which will 
bring the operating capacity by that year to about 8,800 
MWe. The first part of this overall program involves a 
Pakistani request to purchase eight 600 MWe reactors 
from China with a total program capacity of 4,800 
MWe.'^ Pakistan has requested export of the second 
generation of indigenously designed Chinese nuclear 
plants based on the Qinshan Phase II, a 2 x 600 MWe 
station now reaching full commercial operation in the 
Qinshan site near Shanghai, in Zhejiang Province. The 
first two 600 MWe units in Pakistan are planned for 
the KANUPP site near Karachi. It is surmised that one 
future nuclear station might be located in Balochistan.^^ 
Should Pakistan manage to import only one 300 MWe 
unit in the early expansion phase, that unit might be 
built at the Chasma site as CHASNUPP-3 unit. 

A recent report on the status of the Qinshan Phase 
II program was provided by Kang Rixin, the director 
General of CNNC.^^ The Qinshan Phase II station 
includes two units, each one being a two-loop PWR 
of 650 MWe (gross) or 610 MWe (net).^* Construction 
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of the first unit on site was started in June 1996 and 
the plant reached commercial operation in April 2004. 
Construction of the second unit of Qinshan Phase II 
was started on April 1997, and commercial operation 
started in May 2005. CNNC received approval in 2005 
to replicate on site the Qinshan Phase II units and these 
will become the third and fourth identical units on 
site, referred to as the Qinshan Phase IV project. China 
plans the Qinshan Phase II units to be the prototypes 
for all 600 MWe nuclear units of indigenous design 
which might be built in the future in remote nuclear 
plant sites in China, or exported to clients like Pakistan. 
As yet, no reactor of this type has ever been exported 
outside China. 

The Qinshan Phase II plant design was based on 
Chinese expertise, though with significant French 
and Japanese contributions. In terms of components 
manufacture, 55 percent of Qinshan Phase II first 
unit equipment was of Chinese origin, the rest being 
imported, mostly from Japan. The localization content 
of the second unit on site was 60 percent. While China 
is capable of building the 600 MWe turbine generators 
used in this station, most of the nuclear island 
equipment— including the pressure vessel, steam 
generators, and primary pumps— were manufactured 
by the Mitsubishi Heavy industry (MHI) Corporation 
of Japan.^^ China is yet incapable of constructing the 
main components of the nuclear island of a 600 MWe 
nuclear unit, let alone larger sized nuclear units. This 
limits China's ability to export the 600 MWe sized 
plants since it must obtain the approval of the foreign 
NI equipment supplier (and its government) for the 
production of the nuclear components prior to the 
signing of an export deal with a client country. 
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Exporting new nuclear power plants to Pakistan 
(beyond contracts already negotiated) is difficult since 
most nuclear exporters belong in the NSG, and NSG 
guidelines prohibit export of nuclear components to 
countries that did not sign the NPT and signed "full 
scope" safeguards agreements with the IAEA. In 
Pakistan's case, all its commercial power plants are 
under safeguards; however, its military facilities are 
excluded from the safeguards regime so it does not 
meet the "full scope" safeguards criterion. Pakistan 
did not sign the NPT, and furthermore, it might have 
helped and abetted the proliferation activities of A. Q. 
Khan and his network, might not have come clean 
regarding the full extent of Khan's activities, and has 
prevented independent interrogation of A. Q. Khan 
by foreign experts (except for limited contacts with 
the IAEA, and possibly the United States regarding 
the Iranian and North Korean putative enrichment 
programs). It is also possible that General Musharraf, 
while serving as army chief of staff, might have known, 
if not approved, of Khan's last major proliferation 
program in Libya. Given this record, it is not clear that 
even the more lenient NSG members so far as Pakistan 
is concerned, like China, might be able to bypass the 
NSG guidelines and export future new nuclear plants 
to Pakistan. In the case of the Qinshan Phase II plant, 
export approvals might also need to be obtained 
from Japan and France, which might not be willing 
to bend the NSG Guidelines sufficiently on Pakistan's 
behalf. It might be possible that when China develops 
independent manufacturing capability for heavy 
nuclear island components, it might be able to strike 
specific export deals with Pakistan, unencumbered 
by other more conservative NSG members. However, 
that capability does not yet exist in China, and its 
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development might require a gestation period of 10 
to 20 years to achieve adequate high quality control in 
the domestic manufacture of such heavy components. 
Thus under normal business conditions, the ability of 
China to export Qinshan Phase II type reactors to a 
country like Pakistan is not a foregone conclusion. 

This situation changed, however, with the signing 
of the U.S.-India nuclear cooperation agreement in July 
2005 and the facilities separation plan of March 2006. 
Pakistan has demanded a similar deal for itself and has 
requested comparable nuclear cooperation agreements 
with the United States,^^ Russia,^^ China, France, 
Canada, and possibly others. Pakistan's demands for 
equal treatment with India are based on the fact that 
all its commercial nuclear plants, unlike India's, have 
always been under IAEA safeguards. Pakistan further 
claims that it has put the A. Q. Khan affair behind 
it, conducted adequate investigation of the affair, 
punished Khan and his collaborators, strengthened its 
institutional controls over its entire nuclear complex, 
and coordinated its export control policies with 
the NSG^"* as well as with the United Nations (UN) 
Resolution 1540 Committee.''" As such, Pakistan views 
itself as having turned a corner and deserving of a 
special nuclear cooperation deal similar to that signed 
between the United States and India. Such an agreement 
could be signed between Pakistan and the United States 
(preferably); the United States, Pakistan, and India;^^ 
Pakistan and China;*^ or Pakistan, China, and any 
other member of a group of other friendly countries 
such as Russia, Canada, or France. So far, the United 
States has refused to consider a nuclear cooperation 
agreement with Pakistan similar to the India deal. 
President George W. Bush did not publicly address 
this issue during his visit to Pakistan in early March 
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2006, and U.S. Department of Energy (DOE) Secretary 
Samuel W. Bodman, during his visit to Pakistan on 
March 13, 2006, refused to discuss nuclear cooperation 
with Pakistan,'^ limiting his discussions to non-nuclear 
energy cooperation only. Pakistani contacts on these 
matters in both Washington and Beijing continue to 
await the review of the U.S.-lndia deal by the U.S. 
Congress and by the NSG. A possible new nuclear sale 
deal will be discussed during President Musharraf's 
visit to China in June 2006 to attend the meeting of the 
Shanghai Cooperation Organization (SCO). 

To recapitulate, it seems that Pakistan's strategy is 
to convince the United States or China (and possibly 
other interested nuclear supplier countries) to offer 
it a nuclear deal similar to the agreement between 
the United States and India, and to have such a deal 
approved by the NSG. Since in the near- term China 
cannot manufacture all the nuclear island components 
of its new 600 MWe plant, it will require the consent of 
the supporting equipment manufacturers— Japan and 
France— before it can export the newer Qinshan Phase II 
plant to Pakistan. Pakistan will keep all its commercial 
nuclear power plants under IAEA safeguards but 
retain uninspected control over its military program 
facilities. Pakistan will also abide by the requirements 
of UN Security Council Resolution 1540 and harmonize 
its export control guidelines with the NSG, much like 
China did prior to accession to full membership. While 
this is a less than full scope safeguard as required by 
NSG guidelines, and while Pakistan could not thus sign 
the IAEA Additional Protocol (which may become an 
NSG condition of supply in the future), the agreement 
it is willing to sign is more comprehensive than the 
facilities separation agreement reached between the 
United States and India.^ 
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Assuming the above transpires and Pakistan 
could import 600 MWe class PWRs from China or 
eventually larger sized plants from China or other 
nuclear suppliers such as Canada, Russia, France, and 
eventually the United States so as to meet its target of 
8,500-8,800 MWe installed nuclear capacity by 2030, 
this will require the identification, characterization, 
qualification, and regulatory certification of several 
new nuclear station sites. To estimate the number of 
sites required, assume that all capacity additions will 
be provided in terms of 600 MWe units. This implies 
that about 14 new units will have to be installed, the 
first two of which are already planned for the KANUPP 
site near Karachi. We can further assume that Pakistan 
will build multiunit sites, as Japan, Korea, India, 
China, and most other Asian nuclear power countries 
have done. Should Pakistan opt for four unit sites, its 
planned nuclear construction program will require 
the opening of three new four-unit station sites. This 
would be in addition to the two existing power plant 
sites near Karachi and Chasma. 

The number of sites estimated here would increase 
if not all the proposed sites could accommodate four 
units or if some of the units ordered are of the 300 
MWe size, and would decrease if larger units than 600 
MWe could be constructed during the later phases of 
this nuclear plants expansion program. Considering 
the difficulties of obtaining approvals for the export of 
600 MWe Qinshan Phase II plants from the multiple 
suppliers and from the NSG, China might revert to 
providing Pakistan with the 300 MWe Qinshan Phase 
I reactors that can be manufactured based mostly on 
China's internal resources only. This might require 
doubliag the number of new sites required, until the 
issues involved with exporting the larger sized nuclear 
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plants are resolved. Given the landmass of Pakistan, the 
opening of three new multiunit nuclear sites between 
now and about the year 2020 (when the last site must 
be opened) seems achievable. 

PROSPECTIVE NUCLEAR STATION SAFETY 
PROBLEMS 

Introduction. 

The fast expansion rate proposed for the Pakistani 
nuclear power plants' capacity from 325 MWe to 8,800 
MWe over a 24-year period in a country with limited 
nuclear industrial infrastructure, may pose some 
safety risks as discussed below. In turn, these safety 
issues may also have national security implications, 
given the volatile security environment in Pakistan 
and along its borders with its neighboring countries, 
as discussed in greater detail in the next section. The 
need to hire and train at a fast rate large numbers 
of regulators, station staffs, and support personnel 
creates vulnerabilities for the nuclear program in 
terms of operation by inexperienced crews and the 
emergence of terrorist supporters within the system. 
Such vulnerabilities might lead to safety-related 
events discussed in this section or to security threats 
discussed in the next section. It is important to note 
that safety-related events might cause severe social 
and economic implications on their own, and might 
precipitate further national security related actions by 
the government, or terrorist attacks trying to capitalize 
on the general unrest created by a safety event. Each 
one of the safety issues discussed here is of concern, 
in and of itself. The possible combination of more than 
one of the factors listed here might prove problematic. 
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Inadequate Regulatory Oversight. 

The nuclear capacity expansion plan proposed 
for Pakistan might strain the oversight capabilities of 
the Pakistani nuclear safety regulatory agency— the 
Pakistani Nuclear Regulatory Agency (PNRA). PNRA 
might be called upon within a period of less than 20 
years to license the construction of 10 to 20 new nuclear 
units (depending on reactor capacity), i.e., a rate of one 
new plant license every 1- to 2-year period. This may 
be a fast rate for an agency that over its existence has 
licensed no more than two nuclear units (KANUPP 
haviag been constructed probably before PNRA was 
established). Worldwide experience indicates that 
a new nuclear plant licensing process may require 
several years— from 2 to 6 years. Thus it is likely that 
PNRA will have to undertake a parallel licensing 
process involving more than one unit at a time. This 
problem might be somewhat ameliorated given the 
Pakistani intent to standardize new plant purchases, 
so that the regulators might be familiar with units they 
may have licensed previously. If Pakistan might have to 
import several types of reactors from one country, e.g., 
Chinese 300MWe, 600 MWe, and later 900 MWe sized 
units, this will increase the strain on PNRA regulators 
who will have to become familiar with several types 
of new plants almost at the same time. If more than 
one supplier country will eventually be able to export 
nuclear plants to Pakistan— China, Canada, France, 
Russia or the United States— this will further increase 
the learning curve required of the PNRA staff. 

A new plants construction program requires 
additional regulatory reviews of new sites qualification 
and licensing. As discussed above, the Pakistani nuclear 
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plants construction plan might require the licensing of 
at least three new sites during the next 20 years. While 
this is a "doable" effort in and of itself, coming on top of 
the reactor licensiag commitments might further strain 
PNRA resources. Site licensing is a detailed process 
requiring the review of the site characterization studies 
and the evaluation of how many units of a particular 
type the site can accommodate given the reactor and 
site-specific data. Sites found to have limited capacity 
potential may require further opening of new sites. 
Local population density around the sites or political 
opposition to nuclear plants construction may 
exacerbate the problem of finding an adequate number 
of sites along with the regulatory review burden. 

Finally, the PNRA will not only have to license 
new nuclear sites and reactor types, but it must also 
supervise the safe operation of the nuclear units 
already installed and operating. As we have seen 
before, the operating records of the existing Pakistani 
nuclear units show improving trends over time, but 
are lower than world standards. This will require 
continued monitoring of plant operations to assure 
occupational and public health and safety. In this 
arena, the independence of the safety regulators from 
external pressures to increase electricity generation at 
the expense of safety considerations will be important. 
As PNRA will constantly be expanding its resources 
to meet its regulatory obligations, it may well happen 
that new and yet inexperienced staffs might not be able 
to well withstand outside pressures to generate, with 
potentially serious consequences either immediately, or 
down the line. The history of the regulatory oversight 
vs. plant operational considerations in the Chernobyl 
plant is a case ia point. 
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Thus, the overall strain on PNRA resources, having 
to contend with assuring the safety of operating 
plants, licensing new sites, and further licensing the 
construction of new nuclear units, all within a relatively 
short time of 20+ years may become severe. Given 
the limited trained manpower resources of Pakistan, 
even with foreign help, assuring adequate regulatory 
oversight may be a challenge. 

Inadequate Operator Training. 

The problems of qualifying trained manpower for 
nuclear plants operation may be as severe within the 
PAEC side (the nuclear operator) as they might be 
within the nuclear regulator (PNRA) side. Nuclear 
units require operations and maintenance (O&M) 
staffs estimated in the range of 0.5—1.0 Persons/MWe 
or even higher ratios (~1.5 Persons/MWe) in the 
nuclear programs of third-world countries. Thus for 
8,800 MWe nuclear expansion program, an operations 
cadre of 4,400 to 8,800 persons or more may have to 
be trained and qualified over a 20-year period. On the 
surface, this seems easy for a country of 150 Million 
people. Yet most plant staff persons require special 
training and years of experience. Licensed nuclear 
plant operators, let alone Senior Reactor Operators 
and shift supervisors may require even additional 
years of training. The Koreans, with a larger and more 
mature nuclear plants program, refer to their licensed 
plant operators and senior operators as "Gold People" 
since they are viewed as "worth their weight in gold." 
The training requirements for plant operators should 
be considered in conjunction with the need to train 
nuclear plant regulators for the PNRA, provide trained 
manpower for the nuclear infrastructure industry 
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supporting PAEC, and provide additional trained 
manpower for the Pakistani military program and the 
related nuclear fuel cycle industry. We can assume that 
the numbers of the additional civilian regulatory and 
nuclear infrastructure personnel that will have to be 
trained will about equal the number of nuclear stations 
personnel. At the outer envelope, this equates to an 
additional 8,800 persons. Thus the Pakistani training 
and educational system will have to qualify about 
18,000 trained persons over a 20-year period or close to 
1,000 persons per year over each of the next 20 years to 
provide the personnel needs of the expanding nuclear 
power program. Not all of these persons will have to 
be trained to the same levels, but all will have to receive 
basic radiation worker and plant safety training. 

The consequences of having less than well-trained 
staff at an operating nuclear power plant could be 
significant. Routine plant operations and maintenance 
activities might suffer delays in identifying and fixing 
small-scale problems. This could be further exacerbated 
by the limited availability of industrial infrastructure 
supporting plant operations in the areas of diagnostics 
and surveillance. Outage management which requires 
long planning and preparation might be less than 
could be achieved in other nuclear programs. That all 
nuclear plants are operated by a government agency, 
PAEC, might limit the exposure of plant operations 
to economic market forces and the discipline of the 
market. All these factors combined might lead to the 
low capacity factors and energy availability factors 
incurred in the nuclear program, as noted above. This 
low plant availability situation might be tolerable in 
a 425 MWe program, which provided less than 2.0 
percent of national generation. When the installed 
nuclear capacity might reach 8,800 MWe— close to 20 
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percent of total capacity and might be expected to 
provide 20 percent of total generation, low availability 
factors might be less well-tolerated, and PAEC might 
be pushed to increase electricity send-out from its 
generating stations whether the operating staffs are 
ready or not. 

Nuclear plant operation with relatively inex- 
perienced staff might increase the chance of severe 
nuclear accidents. Nuclear plants are designed with 
relatively large safety margins, which makes them 
somewhat forgiving of operational mistakes. However, 
if an accident precursor event occurs and the operators 
misread their computer and indicator dials and 
misdiagnose the significance of the event, they might 
initiate a wrong corrective action, which might worsen 
the situation, leading eventually to a full blown nuclear 
plant accident. The importance of having well-trained 
and drilled plant operations staff, with continuous on- 
the-job and simulator trainings, who are steeped in 
the discipline of following plant procedures and not 
operating beyond equipment technical specifications, 
was highlighted in the Three Mile Island and Chernobyl 
nuclear plant accidents. In both accidents inexperienced 
staff members either misdiagnosed equipment reading 
and plant monitoring systems, or willfully ignored 
operating procedures in order to achieve management- 
dictated performance goals. While more modern plants 
have incorporated significant improvements in man- 
machine interaction, the potential for an inexperienced 
crewmember making the wrong technical decision 
thus worsening an evolving accident chain cannot be 
discounted. This is particularly so when the nuclear 
capacity expansion plan gets into high gear and new 
nuclear units are commissioned at relatively high rates 
which outpace the rate of new operator training and 
maturation. 
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Another aspect of operating nuclear plants 
with less than well-trained staffs may be the lack of 
adequate response to security emergencies. As will be 
discussed later, various security emergency scenarios 
ranging from attempted takeover of the nuclear plant 
by subnational groups for political purposes to attacks 
on nuclear stations either to divert nuclear materials 
or to damage the reactors as an act of revenge for 
some grievance inflicted (real or imagined), cannot be 
ruled out in Pakistan's environment. Given such ever- 
present danger, a less than well-trained nuclear staff, 
which may not be familiar with plant security and 
protection procedures, might not be able to withstand a 
well-motivated attack led by experienced terrorists. In 
particular, new multiunit stations with relatively new 
staffs (newly arrived) may be susceptible to insider 
threats assuming some members of the new staffs 
might not have been adequately security vetted by the 
authorities. Even if no insider's threat materializes, it 
is not clear that a relatively new staff will know how 
to handle emergency situations caused by multiple 
explosive laden trucks similar to the (almost successful) 
Saudi al-Qaeda attack on the oil facilities in Abqaiq, 
Saudi Arabia, in early 2006.^^ Nor is it clear that a raw 
staff will know how to handle conflagrations which 
might ensue should a terrorist group manage to load 
a plane with explosives and dive it into a nuclear 
containment structure. This sabotage attack is not 
completely out of bounds in Pakistan, and newly 
arrived and less than adequately trained staffs might 
not be able to respond properly. 

Protection of Spent Fuel Storage Pools. 

One of the side problems engendered by multiple 
units sitting in one station is the large amount of spent 
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nuclear fuel that will accumulate in the cooling ponds 
of all the reactors located on site. A CHASNUPP type 
reactor discharges on an annual cycle of 11.9 MTHM/ 
year.^^ The existing two units CHASNUPP station will 
have, after 5 years of equilibrium fuel cycles operation 
of both units, about 120 MTHM stored on site. This is 
not taking into account the early years of operation 
of CHASNUPP-1 and the first core discharges from 
both units. Since the station life is expected to be 40 
years and since no plans for central storage of spent 
fuel, fuel reprocessing, or take back of the spent fuel 
to China were announced, then close to the end of life 
of the CHASNUPP it will contain on site about 1,000 
MTHM of spent fuel. Spent fuel accumulation will 
double for prospective future four-unit CHASNUPP 
type stations rather than the two-unit station now 
being constructed. 

More intensive accumulation of spent fuel is 
expected for future Pakistani stations containing 
600 MWe reactors possibly copied from the 
Chinese Qinshan Phase II design. No data on fuel 
consumption and discharge from this reactor were 
yet published; however, the 300 MWe Qinshan Phase 
I reactor discharges 13.5 MTHM/year.^^ Assuming 
fuel consumption of a 600 MWe reactor will about 
double that of a 300 MWe reactor and rounding off 
for economy of scale, we can estimate that a Qinshan 
Phase II reactor will consume and discharge annually 
about 25.0 MTHM/ year. Thus, a prospective four-unit 
Qinshan Phase II station operating in Pakistan, after a 
future 10-year operation period of all four units, will 
have accumulated on-site a spent fuel load of about 
1,000 MTHM, and this amount will about quadruple 
towards the end of its life. Much larger spent fuel 
accumulation could be expected assuming it may be 
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possible to construct CANDU type reactor stations 
in Pakistan. The plutonium contained in such spent 
CANDU reactor assembUes will be closer to weapons 
grade as compared with the higher burnup plutonium 
discharged from the Qiinese PWR stations. 

The large accumulation of plutonium containing 
spent fuel in the future Pakistani nuclear power stations, 
assuming the nuclear expansion plan is implemented, 
could act as a magnet for all sorts of terrorist groups 
or subnational organizations with a grievance against 
the central Pakistani government. This issue will be 
discussed in greater detail in the next section. Suffice 
it to say here that unless plant staffs and their security 
complements are well-trained, they might not be able 
to effectively protect their stations from future attacks. 
It is just possible to assume that due to the multiple 
units co-location feature planned by PAEC, an external 
attack has a greater chance of hitting or capturing one 
part of a station, if not all of it. A subnational group 
attack against a multiunit station such as truck bomb 
convoy, commando style land attack, or an airplane 
attack, even if deflected from one unit, might still 
succeed against another. Once a hostile force captures 
one unit in a station or heavily damages a unit, the 
fight is over and the station is effectively lost, with all 
the attendant consequences. This is a risk element that 
should be considered when implementing an extensive 
nuclear power expansion plan based on multiunit 
stations in a politically unstable environment. If it will 
be decided to construct smaller-sized stations due to 
security considerations as noted above, then a larger 
number of sites will have to be qualified, licensed, and 
eventually protected. 
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Common-Mode Failures and Impacts on Grid 
Stability. 

Multiunit siting carries with it also nuclear safety 
risks related to common-mode failures and power sta- 
tion impacts on the electric transmission grid. Com- 
mon-mode failures are events or accidents that affect en- 
tire groups of co-located units or similar technology and 
design units. In the past, the most notorious common- 
mode failures that have affected entire classes of plants 
were the need to replace stem generators in PWRs due 
to stress corrosion cracking in Inconel 600 constructed 
steam generators; the need to replace PWR reactor vessel 
heads due to cracking near the control rod penetration 
tubes; the core shroud corrosion in Boiling Water 
Reactors (BWRs) that have shut down the entire BWRs 
fleet of Tokyo Electric Power corporation (TEPCO); 
the need to retube CANDU reactor pressure tubes due 
to tube sagging under thermal and radiation induced 
stresses; and the need to remove tritium from CANDU 
reactors' heavy water due to increased accumulation 
of tritium in the heavy water with the attendant 
radiation risks. During the last year, a new problem 
has emerged in Westinghouse-designed modern four- 
loop PWRs constructed by the Commonwealth Edison 
Corporation of Chicago (CECO, now part of Exelon 
corporation)— that of tritium leaks from the primary 
system to local water sources.*^ 

Most of the above noted failures have been corrected 
by the global nuclear industry and remedies were 
most likely incorporated into the designs of relatively 
modern plants that might be offered to Pakistan such 
as the Qinshan Phase II reactor. Yet, the potential 
for discovering new generic problems can not be 
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discounted as the case of the tritium leaks from the more 
modern Exelon plants demonstrates. In this regard, we 
should note that the Qinshan Phase I reactors (one in 
operation and one being constructed in Pakistan) are 
based on a 1980s vintage domestic Chinese design 
which may not incorporate the latest plant design 
innovations, materials, or modern equipment. This 
reactor represents the second of its type constructed 
an)rwhere and the first Chinese nuclear plant export. 
The potential for future defects being discovered and 
potentially leading to the initiation of a nuclear accident 
chain cannot be discounted given the relatively limited 
operations experience accumulated. The Qinshan 
Phase II reactors represent a mix of design data and 
components supply from China, Japan, and France. 
There exists even more limited operational experience 
to indicate that no unforeseen problems will emerge in 
this complex plant, than the case is with the Qinshan 
Phase I reactor. These putative problems were hinted 
at by Indian authors.^^ Thus, the two reactors that are 
available or proposed to Pakistan might exhibit later in 
life safety problems that could affect all such plants to 
be constructed: in the first case due to a relatively older 
design and in the second case due to design complexity. 
Should a generic problem occur in a multiunit future 
Pakistani station, the units might need to be shut 
down one at a time, or the entire station might need 
to be shut down to implement the required fix-ups 
and modifications. Should more than one multiunit 
station be operational at the time a generic problem is 
discovered, the impact on PAEC operations and on the 
entire Pakistani electric grid could be that much more 
severe. The impacts of generic reactor problems and 
the need for corrective action might be hampered if the 
station staffs are relatively new and inexperienced, as 
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discussed above. This might delay completion of the 
required modifications and further loss of electricity 
generation. 

Typical of common-mode failures are events such as 
loss of off -site power, restart problems with emergency 
diesel generators (EDG) of gas turbines providing 
station emergency power, loss of intake cooling 
water supply, or limitation of hot water discharges 
from the cooling systems into local water bodies due 
to a rise in average water temperature particularly 
in summer months. A good example is a loss of off- 
site electric power event.^" Off-site electric power is 
usually required to operate station in-house electric 
power consumption for runniag pumps, compressors, 
air conditioners, computers, office equipment, etc. 
Usually plant generation is up-voltaged in the station's 
transformer yard and sent to the grid, while the grid 
through a separate line provides low voltage power 
for station internal consumption. If the line carrying 
grid power to the station is cut due to an accident 
or deliberate sabotage action, then the station has to 
rely on internal electric power supplies provided by 
batteries (short duration supply to essential operations 
such as the control room), EDGs, or gas turbiaes. Both 
EDGs and gas turbines which are normally idle might 
fail to start up when suddenly called upon to generate. 
Should the station staff fail to start the emergency 
power sources, then an accident chain might be 
initiated with potentially severe consequences. If we 
are dealing with multiple-unit stations, the loss of off- 
site power might impact all units on site thus making 
corrective action and recovery more difficult. Such 
difficulties might be compounded if the station staffs 
are relatively inexperienced and not well trained in 
handling emergency situations. 
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The potential effects of common-mode failures 
within a multiple-unit station on the national electricity 
transmission grid should also be considered. This is both 
a safety concern and a point of vulnerability to terrorist 
attacks as discussed later. A multiple-unit station with 
an installed capacity of about 2,000 MWe, e.g., a 4 x 
600 MWe Qinshan Phase II reactor station, represents a 
significant generation node injecting electric power into 
the grid. Such a station would represent about 1-1 0th of 
the total installed capacity in Pakistan. Should such a 
station shut down due to a generic design flow, or due 
to a common-mode failure, then the entire transmission 
grid in the regional vicinity might become unbalanced 
in that the load exerts a pull on the grid while the 
grid suddenly cannot supply the existing demand. 
In such a situation, the grid operators will attempt 
to shed some load centers to restore balance, call on 
reserve plants to generate, and shift available extra 
power from more remote regions to support the local 
demands. Depending on the existing grid equipment 
and experience of grid operators, such remedial actions 
might stabilize the system, or in the worst case might 
lead to a regional or total grid shutdown as happened in 
the U.S. Pacific grid partial blackout event of 2001, the 
U.S. Northeast blackout of August 2003,^^ and similar 
blackouts during the 2003-04 period in Italy, France, 
and elsewhere. Thus installing large multiple-unit 
nuclear stations might carry the additional risk of grid 
instability, which could be protected against to some 
degree, by constant beefing up of grid equipment and 
installation of multiple transmission lines at great cost. 
However, even better protected grids such as in the 
United States and European Union (EU) countries were 
found to be prone to blackouts as recently discovered. 
We cannot assume that the Pakistani electric grid will 
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be free of disturbances whose consequences could be 
more severe when large nuclear stations are built. 

Impacts of Natural Disasters. 

Finally, the impacts of natural disasters on 
multiunit nuclear stations, on the electric grid, and 
on the interactions between the grid and the stations 
could not be ignored. Due to its geographical location, 
Pakistan is prone to earthquakes as was unfortunately 
discovered during the large-scale earthquake that hit 
the Northwest Frontier Province and the Kashmir area 
in October 2005. Furthermore, Pakistan is also prone 
to Monsoon floods hitting closer to the coastal areas. 
Any such naturally occurring event might severely 
impact the operation of a multiunit nuclear station if 
it is located in an area relatively near to the disaster's 
epicenter, or if the electric grid has been disturbed near 
the disaster area and grid instability has percolated to 
the location of the nuclear station. In either case, the 
combination of the direct effects of the disaster, ensuing 
transmission grid instability, and the possible initiation 
of a nuclear accident chain such as loss of off-site power, 
coupled with loss of on-site emergency power supply, 
could lead to very difficult consequences involving a 
severe nuclear plant accident. Such events could be 
exacerbated if a multiunit nuclear station is located 
near the disaster-impacted area and if the station staffs 
are relatively inexperienced and insufficiently trained 
in emergency response procedures. 
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PROSPECTIVE NUCLEAR STATION SECURITY 
PROBLEMS 


Introduction. 

In this section interactions and cross-impacts 
between Pakistani security issues and the proposed 
expansion of the Pakistani nuclear power system 
including multiunit nuclear power stations are 
discussed. The rapid growth rate planned for Pakistani 
nuclear power and its safety implications were reviewed 
above. Here related security implications are analyzed. 
A short review of some of the national security and 
stability issues particularly affecting Pakistan and their 
impacts on multiunit nuclear stations are considered. 
It is possible that large multiunit stations that would 
be constructed if the nuclear expansion plan is 
implemented might constitute tempting targets for 
terrorist attacks or military takeover, given their large 
size, economic importance, and significance as national 
growth and development symbols. These issues are 
discussed below. It should be stated, for fairness sake, 
that no case of terrorist attack against a Pakistani 
nuclear power station site, or any other nuclear site, is 
known to have occurred so far. Yet the past may not be 
an indication as to the future. 

Pakistan's National Security Issues Possibly Affecting 
Power System Infrastructure. 

In this section, discussion is limited to those national 
security considerations which might directly impact 
the Pakistani electric and nuclear power infrastructure. 
Specifically, the existence of terrorist organization 
networks and subnational instabilities and sectarian 
violence are discussed, all of which could be considered 


313 


as sub-sets of the more general problem of the lack of 
democracy and the rule of law. 

The inception of the Islamic terrorist infrastructure 
in Pakistan is related to the evolution of the state itself. 
Pakistan was ruled by the military for all but 6 years 
of its history as an independent state. The community 
is divided among Sunni and Shia followers of Islam. 
The state is controlled mostly by Punjabi elites, leading 
to ethnic tension with the Sindhi and Baluchi regions, 
Afghan refugees, and groups of foreign terrorist 
elements (Chechens, Arabs, Uzbekistanis, etc). The 
military regimes have failed to produce results 
for the country in terms of political and economic 
development, competition with India, and Pakistan's 
regional position. Several wars have resulted in the 
loss of the majority of Kashmir to India, East Pakistan 
(now Bangladesh), loss of control of Afghanistan, and 
an almost nuclear war situation with India in 2000. 
There is a high degree of availability of weapons and 
of heroin, opium, and other drugs coming from the 
mountainous regions near the border with Afghanistan, 
as a result of 25 years of continued strife in that area. 
The period 1970-80 brought the unsuccessful war 
with India and dismemberment of East Pakistan, the 
emergence of the Khomeini Shia revolution in Iran, the 
Soviet Invasion of Afghanistan, and the introduction 
of Wahabi Sunni influences into Pakistan by Saudi 
Arabia as a counterweight. All these were serious 
shocks to the state, its political system, and its citizens, 
with one result of all of the above being the feeling that 
the state as a civil institution had failed its citizens and 
a possibly better answer could be found in Islam and 
in the establishment of a strictly Islamic regime. The 
penetration of Islamic influences into the affairs of the 
state and into the armed forces was accelerated towards 
the end of the Bhutto regime, and particularly during 
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the military dictatorship of General Zia ul Haq. The 
international Moslem insurgency win in Afghanistan 
against the atheistic Soviet Union further strengthened 
the push towards Islamization of the state. 

During the last 30 years or so, the armed forces 
began to encourage the emergence of Islamic terrorist 
organizations as once-removed instruments of state 
power to bring pressure on India to accede to Pakistani 
demands in Kashmir and in Afghanistan. Terror 
groups were used to defeat the Soviet Russian invaders 
of Afghanistan, and then the Taliban movement was 
brought into existence and encouraged to establish a 
pro-Pakistani regime that would enlarge Pakistan's 
hinterland and enhance its overall position vis-a-vis 
India. Additionally, various irredentist movements 
have developed their affiliated terrorist groups to 
help carry out their sectarian strife aims. Among these 
are the rising Baluchistan insurrection, the Taliban 
attacks on Afghanistan from the Quetta region in 
southwest Pakistan, ongoing Shia/Sunni attacks, Sikh 
terrorism, and various other attacks related to the 
Pakistani and Afghan drug trade. A general discussion 
of the development of the Pakistani state, the role of 
the army in society, and the government's indirect 
encouragement and control of the Islamic terrorist 
movement are provided by Haqqani,^^ Ahrari,^^ 
and Isaac Kfir.^'' The political and terrorist unrest in 
Baluchistan,^^ in the Jammu and Kashmir area,^^ and 
in the North West Frontier Province (NWFP)^^ is also 
discussed. A subset of the large body of literature 
related to terrorism and Pakistan can be found in the 
prolific writings of B. Raman of India, who attempts 
to link state supported Pakistani terrorist groups and 
the quest for nuclear weapons,^* as well as in other 
sources.^^ Ramen has reported in some detail on a 
Baloch Liberation Army (BLA) terrorist mortar attack 
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on the PAEC nuclear installation near Dera Ghazi 
Khan in Balochistan on May 15, 2006, which resulted 
in a large fire in the nearby area.^" 

A listing of terrorist and extremist groups operating 
in Pakistan is shown in Table 4.^^ 


Terrorist Groups 

Extremist Groups 

Domestic organizations 

Transnational organizations 


1. L3shk3r-e-0m3r (LeO) 

1. *Hizb-ui-Mujaliideen (HM) 

1. Al-Rashid Trust 

2. *Sipah-e-S3h3ba Pakistan 


2. Al-Akhtar Trust 


^ aTH^a'rkatHj'i^Muja^Wd^^ 

3. Rabita Trust 

3 "fehreek e Jaferia Pakistan 

3. *Lashkar-e-Toiba (LeT) 

Ummah Tamir-e-Nau 




4 Tehreel<-e-Nafaz-e-Shariat- 

E-Tanzeem (JeM) 


e-Mohammadi 

^ ^nown as'H^arka^^^^^ previously 


5. *Lashkar-eJ hangvi (LeJ ) 




6. *Ai Badr 


Pakistan (SMP) 

7. *J amait-ui-Mujahideen (J uM) 


7. Muttahidda Quami 

8. Lashkar-e-J abbar(LeJ ) 


Movement-Altaf Hussain 

9. *Harkat-ui-Jehad-i-lsiami 


(MQM) 

10. Muttahida Jehad Council (MJC) 


8. HaqiqlMuhajir Quami 

11. AlBarq 


Movement (MQM-H) 

12. Tehrik-ul-Mujahldeen 


9. Baiucli Peopie's Libration 

13. Aljehad 


Front(BPLF) 

14. J ammu & Kashir National Liberation 


10. Baluch Students' 

Army 


Organistalon (BSO) 

15. People's League 


11. Jamaat-ul-Fuqra 

16. Muslim J anbaz Force 


12. Nadeem Commando 

17. Kashmir] ehad Force 


13. Popular FrontforArmed 

18. Aljehad Force (combines Muslim 


Resistance 

J anbaz Force and KashmirJ ehad 


14. Muslim United Army 

Force) 


15. Harkat-ui-MujahideenAi- 

19. Al Umar Mujahideen 


alami 

20. Mahaz-e-Azadi 


16. Baluch Students' 

21. IslamiJamaat-e-Tulba 


Organistalon -AwamI 

22. J ammu & Kashmir Students Liberation 


(BSO-A) 

Front 

23. Ikhwan-ul-MuJahldeen 

24. Islamic Students League 

25. Tehril<-e-Hurrlat-e-Kashmir 



*Also listed in the U.S. Department of State 2004 Terrorist 
Report. 


Table 4. Terrorist and Extremist Groups of Pakistan. 
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Terrorist Groups whose name is preceded by an asterisk 
are also listed in the U.S. Department of State's Annual 
Terrorism Report of 2004, ''^ and information related 
to their activities is reviewed in the Congressional 
Research Service (CRS) report on Terrorism in South 
Asia.*'^ Inspection of Table 4 indicates that currently 
there are about 48 domestic and international terrorist 
groups operating in Pakistan. This number in itself 
represents a record of sorts. Assuming that not all 
groups are really active, we can estimate about 40 
active terrorist groups. As discussed above, the 
installed nuclear capacity in Pakistan is now about 
450 MWe (Gross) comprised of KANUPP-137 MWe, 
and CHASNUPP-1-325 MWe. This is the equivalent 
of 0.45 GWe of installed capacity. A notional ratio of 
the number of active terrorist organizations per GWe 
of installed capacity can now be defined, and that ratio 
is found to be about 90 Terrorist Groups/ GWe. Note 
that this is only a notional number, not implying that 
there are about 90 terrorist groups in Pakistan or that 
there is a firm GWe of installed capacity. This number 
represents an artificial ratio computed to make a point. 
Once CHASNUPP-2, which is now under construction, 
is completed, the installed nuclear capacity in Pakistan 
will increase to 775 MWe or 0.775 GWe. The ratio of 
terrorist organizations per GWe of installed capacity 
will then decline to about 52 Terrorist Groups/ GWe. 
In the future, it can be assumed that with the general 
stabilization of South Asia and of Pakistan particularly, 
the number of active terrorist organizations in Pakistan 
might halve to about 20 organizations by 2030. At that 
point, the installed nuclear capacity is projected by the 
Pakistani Government to reach about 8,800 MWe or 8.8 
GWe, and the notional ratio will decline to about 2.3 
Terrorist Groups/ GWe of installed nuclear capacity. 
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still probably a world record. It should be considerd, 
however, that most terrorist organizations active in 
Pakistan will not have the capabilities or motivations for 
attacking nuclear power plants. Only a small number 
of the organizations listed in Table 4 present a possible 
danger to future nuclear power stations. All Pakistani 
nuclear installations are guarded by the army, and no 
attacks against nuclear power stations by such groups 
or others have occurred thus far. Yet the fact that some 
terrorist organizations are still capable or motivated 
enough to launch such a hypothetical attack, should 
give us pause. 

Superimposed on the ratios developed above is 
the data shown in Figure 2,^* depicting the number of 
sectarian violent incidents that have occurred in Pak- 
istan till 2003. The data shown in Figure 2 indicate a pos- 
itive long-term trend of a decline in sectarian violence. 
This decline is, however, punctuated by periodic epi- 
sodes of large-scale eruptions of violence occurring 
about once every 4 years, and indicating an element 
of short-term instability in intersectarian relations 
that could manifest itself in future similarly violent 
episodes. The short-term instability feature indicated 
in Figure 2 could be detrimental to the evolution of 
nuclear power infrastructure, which requires a long- 
term stability trend. This is so due to the long lead- 
times for the development of nuclear power and 
fuel cycle facilities and due to the long-term need to 
acquire operators experience and good plant operating 
practices. 

In summary, Pakistan is unique in having 
encouraged the development of a large terrorist 
infrastructure resulting in a significant number of ter- 
rorist organizations that are allowed to operate within 
the country. That terror system is also internally used 
in various episodes of sectarian violence that encom- 
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Figure 2. Sectarian Violence in Pakistan (1989-2003). 

pass various minority groups within the diverse 
Pakistani society. There exists an ambiguity as to the 
relations of the regime to the terrorist organizations, 
some of which might have been utilized by the 
Government, one step removed, to accomplish 
irredentist goals in Indian Kashmir and in Afghanistan. 
Some elements of the terrorist infrastructure resident 
in Pakistan represent foreign terrorist groups (al- 
Qaeda Arabs, Chechens, Uzbekistanis) which were left 
stranded in Pakistan following the various Afghan wars 
which are only notionally controlled by the regime, 
and are allowed to pursue their specific grievances 
regardless of the interests of Pakistan itself. Sectarian 
violence is concentrated mostly in the large population 
centers such as Karachi and has not spilled far into the 
countryside where nuclear stations are (to be) located. 
However, it is questionable whether this climate is 
the most propitious for a significant nuclear power 
expansion plan, and some of the potential security 
risks involved are discussed next. 
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Missile Material Diversion from Nuclear Power 
Stations. 

As mentioned above, a large amount of spent 
fuel will be discharged annually from the operating 
reactors in multiunit stations such as those planned for 
Pakistan, and will accumulate in the spent fuel storage 
pools. A 4 X 600 MWe reactor station will discharge 
on an equilibrium cycle about 100 MTHM/year from 
all four reactors, and that spent fuel will reside in 
the four pools located next to the reactor buildings 
on-site. As estimated elsewhere, the discharged first 
core is only partially "burned," does contain higher 
grade plutonium, and will lose its shielding protection 
earlier than equilibrium burnup spent fuel.*'^ We have 
estimated that at least three new large stations will have 
to be constructed to meet the stated capacity expansion 
plans of PAEC. Each station will also store on an annual 
basis an equal amount of fresh fuel waiting to be 
loaded into the reactors during their annual refueling 
outages. Usually each reactor will have its outage at 
a different time to prevent significant contiguous loss 
of generation for the grid. This implies that fresh fuel 
supplies will reside for a significant amount of time in 
each multiunit station. Additionally, a large nuclear 
power station contains other radioactive sources such 
as cobalt irradiation sources, neutron sources, etc. 
that could be utilized by experienced saboteurs with 
technical education for the production of radioactive 
dispersion devices (RDDs). Within such a large station, 
there will likely be found some large lead shielded 
containers which might provide (nearly) adequate 
protection for the transport of radioactive sources or 
possibly long cooled spent fuel assemblies. In short. 
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such large multiunit stations operated by PAEC might 
offer tempting targets— might in fact act as magnets— for 
future terrorist groups determined to obtain WMD 
capabilities. 

As further indicated above, the large staffs required 
to operate such stations— within the range of 1,200 to 
2,400 persons or even more— offer the opportunity for 
a terrorist group to recruit a staff member as insider 
support or coerce one, under various threats, to provide 
data and cooperation. Even within such a populous 
country as Pakistan, one can assume that the leadership 
of some terrorist group and nuclear station operators 
may well have roots in the same social group, which 
might ease prospective recruitment. It may be possible 
to assume that terrorist organizations might cooperate, 
with one group having developed an insider support 
providing control over that staff person to a different 
terror group interested in breaking into the station and 
diverting radioactive material. Furthermore, Pakistani 
intelligence, which might control components of the 
guard force in these power stations, or rogue elements 
within the intelligence apparatus, might provide a 
terrorist organization they cooperate with, with inside 
person(s) contacts. In this way, the putative attackers 
might gain information on site characteristics, location 
of sources, and means of transport; or even get active 
support in disarming various alarms and detection 
devices. 

In summary, the future emergence of large nuclear 
power stations containing radioactive material, the 
existence of a large number of well-armed and well- 
trained terrorist organizations, some of which might be 
interested in acquiring WMD/RDD components and 
possess technical training, the potential for developing 
insider support to facilitate such attacks, and the fact 


321 


that station staffs at some point might be relatively 
new and inexperienced and thus unable to protect their 
stations from outside attack, all point to the possibility 
that future nuclear material diversion attempts might 
prove successful. To be fair, we must point out that 
Pakistan has operated a nuclear reprocessing plant in 
Chasma, a uranium enrichment plant in Kahuta, and 
several other weapons facilities for almost 20 years, and 
no diversion attempts from these facilities are known 
to have occurred. Likewise, the IAEA has not recorded 
any diversion of nuclear material from facilities under 
safeguards in Pakistan thus far. It is possible that this 
is so, since these facilities were guarded by the military 
as parts of its nuclear weapons complex and thus were 
well-protected. It is not clear if future nuclear power 
stations operated by the civilian PAEC will be subjected 
to as thorough a protection by the military as the 
military weapons facilities, thus making prospective 
diversion from the power stations more feasible. 

Terrorist Attack, Seizure or Takeover of a Nuclear 
Power Station. 

Terrorist attacks on nuclear power stations in a 
complex society such as Pakistan, might be launched 
for other purposes than radioactive material diversion. 
A nuclear station might be attacked to create 
radioactivity release and dispersion, thus creating a 
major national and possibly international crisis and 
punishing the central government, or neighboring 
countries' governments, for having committed some 
sins (from the perspective of the terrorists). A terrorist 
attack on a nuclear power station— a government 
prestige project— might be launched to extract specific 
concessions from the government— release of captives, 
guaranteed amnesty, a change in specific government 
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polices whether domestic or foreign— or to publicize 
some terrorist political demands against the 
government or against foreign governments. Finally, 
an attack against a nuclear power station might be 
launched during a period of regime change, political 
instability or regional sectarian strife when the terrorists 
might view the control of the station as a bargaining 
chip to extract from the incoming regime specific 
concessions for their organization or for a sectarian 
group they might claim to represent. 

The considerations discussed above apply here: i.e., 
the desirability of attacking a nuclear power station 
as a government status symbol; the station might 
contain significant amounts of radioactive material the 
dispersion to the atmosphere of which might create 
havoc in nearby and possibly far off communities; 
terrorist organizations in Pakistan might be well- 
equipped, trained, and motivated— more so than some 
nuclear station staffs; the relative ease of securing or 
coercing insider support for an attack plan; and the 
possibility that a new nuclear station staff might not yet 
be well-trained and versed in security procedures, thus 
increasing the likelihood that a terrorist attack might 
succeed and that some elements in the government 
intelligence agencies might cooperate with the terrorists 
and support, if not encourage, their impending attack. 
The important point here is that a multiunit nuclear 
station will represent an attractive target for control 
by a terrorist organization. This is due to the immense 
publicity such attack might create which will provide 
free advertisement for the terrorist organization and 
its political demands. Due to the public fear created 
relative to the large accumulation of radioactive 
material on site, political pressure on the government 
to accede to the terrorist demands so as to prevent a 
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nuclear catastrophe might be a result. The calculation 
of relative terrorist organization's attacking strengths 
(including possible insiders support and/ or covert 
support by elements of the government intelligence 
agencies) vs. the weakness of the station security staff 
and military guards, might indicate that a prospective 
attack might well succeed. 

These considerations indicate the unintended 
effect of constructing large multiunit nuclear power 
stations in a politically unstable country such as 
Pakistan, with its unique concentration of (partially 
government sanctioned) terrorist organizations. Under 
normal (politically stable) environment, constructing 
nuclear reactors within multiunit stations carries 
many advantages related to design standardization, 
on site replication, greater construction efficiency, 
and ultimately, improved operations efficiency. All 
these might result in significant cost savings over 
time. In Pakistan's unique situation, these advantages 
might be negated by the fact that such large national 
prestige projects could, perversely, become magnets 
for prospective terrorist attacks. 

Airplane Attacks on Nuclear Power Stations. 

A terrorist attack mode which has gained notoriety 
following the September 11, 2001 (9/11), attack on 
the World Trade Center in New York City and on the 
Pentagon in Washington, DC, is attack by airplanes on 
civilian targets, prospectively including commercial 
nuclear power stations. It has been revealed in the 
interrogation of captured al-Qaeda operatives since 
then that they contemplated, though never practically 
attempted to implement, coordinated aerial attacks on 
specific U.S. nuclear stations. It is also hypothetically 
possible that some rogue elements of the Pakistani Air 
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Force might attempt such attacks for purposes of their 
own. Airplane attacks could be mounted in two main 
ways: 

1. kidnapping commercial passenger planes and 
flying them into the target, relying on the penetrating 
power of the airplane body and the engine turbine 
shafts to achieve containment structure penetration, 
and on the mass of jet fuel to catch fire and burn inside 
the breached containment; and, 

2. smaller commercial aviation planes laden with 
explosives that rely on the explosive power of the 
total charge placed inside the planes to breach the 
containment structure. 

To be fair, we should state that no airplane attack 
against a nuclear power station, let alone a multiunit 
station, has ever taken place, though again, this is no 
indication as to the future. 

An airplane attack is different from the terrorist 
attacks discussed so far in that it is meant to breach at 
least one containment structure or spent fuel storage 
pool and cause a major radioactive release with all 
the attendant population exposure hazards along the 
radioactive plume's path. There is no mistaking the 
terrorist's intentions in mounting this sort of an attack, 
and all the ambiguities that might surround a terrorist 
action are swept away. The purpose here is clearly to 
punish the regime by hurting the civilian population so 
as to "pay" for having committed some sins against the 
terrorists or the people they might claim to represent. 

If this is the terrorists' declared intention, then a 
multiunit nuclear station could be a useful target from 
their perspective. First, the symbolic nature of (even 
partially) destroying a prestige national project such as 
a large nuclear station cannot be understated. Second, 
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if successful, such an attack might cause a significant 
radioactive release leading to casualties in the nearby 
and further away populations and potentially causing 
exposure in neighboring countries— India in Pakistan's 
case. Third, the economic damage to the station itself, 
to the regional and national electric grids, to the 
contaminated area due to loss of work and the expense 
of decontamination, and to the national economy due 
to loss of electricity supply and reduction in national 
productivity, could be substantial. 

Furthermore a multiunit station is an attractive 
target since there is always the chance that if one 
reactor target is not hit, then another reactor or critical 
site facility might be hit. A reactor building is a 
relatively small target within all other structures to be 
found in a nuclear power station, including the turbine 
generator buildings, the cooling towers, the electrical 
buildings, and the transmission station. Near ground 
air turbulence might make it difficult to maintain aim 
and steadily point the airplane towards the reactor 
building. There exists, however, the possibility that 
in the last few seconds before the actual hit, even if 
the suicide pilot is deflected from hitting one reactor 
structure, he might still be able to point his plane and 
hit another reactor building. The chances of a successful 
hit on a multiunit station is then that much greater. 

This is even more important if the terrorist pilot's 
intention is to hit the spent fuel storage pool and cause 
heating and meltdown of the stored fuel, with a release 
of the inventory of volatile fission products contained 
therein. The spent fuel pool is but a small appendage on 
top of the "wrap around" auxiliary building surrounding 
the reactor containment structure. It is difficult for 
the pilot diving on the power station and struggling 
to point his plane, to aim specifically at the spent fuel 
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storage pool, if he can identify it at all. However, the 
pilot stands a greater chance of success on a multiunit 
station in that he might hit a different pool than the 
one he originally intended, since the choice of targets is 
multiple and more varied. In general, the more critical 
target structures are identified on-site, the greater the 
chance that at least one of them would actually be 
damaged, with all the attendant consequences. This is 
particularly true in a country such as Pakistan with a 
number of terrorist organizations, some of which might 
ultimately wish to hurt the central government in this 
way. PAEC's reasonable goal of multiple sitings of the 
nuclear units it plans to build might blow back on it 
by creating targets for high-consequences putative 
terrorist attacks. 

Military Takeover of Nuclear Station Sites. 

The discussion on possible military takeover of 
nuclear power stations follows the above discussion 
of potential terrorist attempts to occupy nuclear power 
sites. The major difference is that terrorist groups might 
intend to harm those facilities and cause radioactive 
leaks, whereas a military takeover of a nuclear facility 
might be more in the nature of acquiring political 
bargaining chips rather than harming the plants. We 
should recognize that all Pakistani nuclear installations, 
including power stations, are guarded by military units 
to start with. A takeover of the station implies local 
military control over the station disregarding central 
government orders. (The station's military guard force 
might belong to a different unit.) It may even suffice 
for the military just to hint that it might take full 
control over the nuclear power station to achieve its 
political aims, without even resorting to actual exercise 
of control. 
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Why would the military contemplate such a move? 
The reasons mostly involve a change of political 
regime in Pakistan where a regional corps commander 
might feel that his interests as a regional commander 
and as a representative of his region are not respected, 
or the commander might actually be threatened with 
dismissal by the new incoming regime. To maintain his 
position, privileges, and concessions to his region, the 
corps commander might notify the central government 
that unless his conditions are met, he might take control 
of the large nuclear power station located in his region 
from the special unit guard force. Alternatively, the 
corps commander might actually do so or just block 
lines of communications to the station. Under such 
threats or real action, the central government might 
accede to the regional commander's demands rather 
than face the possible consequences of his actions. 

A large multiunit nuclear power station might 
be the logical target for such military/ political 
maneuverings since it represents a national prestige 
project, of which the national government would be 
loath to lose control. The economic consequences for 
such loss of control and the political backlash might 
be worse, from the government's perspective, than 
the political fall-out from the fact that the government 
capitulated to the local corps commander and met 
his terms. Thus, taking over a nuclear station, or just 
threatening to do so, could produce benefits to regional 
military commanders viewing themselves under risk. 
This is another perverse result related to the fact that 
a large-scale nuclear stations construction program 
is planned for a country where the military presence 
and impacts on society are very pronounced. Pakistan 
has been referred to in the past as "A military with a 
country, rather than a country with a military."^^ In 
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this climate where the military views the country as 
under its direct, or indirect, control, national prestige 
projects such as nuclear power stations could be used 
as hostages in political/ military confrontations not of 
their own makings. 

Foreign Military Attacks on Nuclear Power Stations 
Sites. 

Future large nuclear sites in Pakistan such as 
multiunit nuclear power stations might prove tempting 
targets for foreign military attacks should Pakistan 
be embroiled in a war with any of its neighboring 
countries. Nuclear facilities have already been targeted 
in war situations, specific evidence being the Iranian 
aerial attacks on the Tuwaitha nuclear site in Iraq 
(home of the Osiraq reactor as well as other nuclear 
facilities), as well as the Iraqi air force attacks on the 
Bushehr nuclear power plant, then under construction 
in Iran. Both attacks occurred during the Iran-Iraq 
war of the 1980s.^^ The precedent of attacking nuclear 
power station sites has thus been established, though 
the Bushehr station was under construction and not 
yet operational, and did not contain nuclear fuel. The 
Tuwaitha site, on the other hand, contained radioactive 
material— the cores of the Osiraq and other research 
reactors on site, all under IAEA safeguards. This did 
not prevent another IAEA member country (Iran) from 
attacking the site. It should be noted that both Iran and 
Iraq were IAEA members, both signed the NPT, and 
both had safeguard agreements in force with the IAEA 
at the time of the Iran-Iraq war. Despite their treaty 
commitments, the Iraqis were developing nuclear 
weapons capabilities prior to the war, and the Iranians 
are most likely engaged in a similar program as 
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a result of that war, this under the guise of developing 
a nuclear power program. 

Prospective attacks on operating nuclear power 
stations could be considered under two scenarios. 
First is the preemptive takeover of a nuclear site to 
prevent it from being captured by an internal Pakistani 
terrorist organization during the general turmoil that 
a war brings. The aim here is protective— preventing 
potential destruction of the power station and possible 
radioactive release due to capture and damage by 
a nihilistic terrorist organization. Second is capture 
of a large operating nuclear station by an enemy 
country— India for instance— to deny electricity to the 
Pakistani government and disrupt the electric power 
grid remaining under Pakistani control. This would be 
a form of a sophisticated economic warfare in which 
the capture and denial-of-use of large infrastructure 
projects such as dams, refineries, or nuclear power 
stations might bring about the collapse of the enemy 
government regardless of other military offensives. 
In either case the actual destruction of, or significant 
damage to, the nuclear power station would not be 
contemplated as the attacking military might be aware 
of the potential consequences of a damaged nuclear 
plant, and would not want a nuclear debris plume to 
spread over its own country. 

Under the scenarios listed here, multiunit nuclear 
power stations as well as military nuclear sites could 
be attractive targets for capture by an attacking foreign 
army. In order to assure the undamaged capture of 
such high value targets in the early stages of the war 
so as to prevent damage to the facilities that could 
be inflicted by either side through the "fog of war" 
situation, it is likely that a commando type operation 
would be planned and carried out by highly trained and 
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disciplined military units. Such attacks might succeed 
without causing significant damage to the reactors, 
though the risks are great. Placing a relatively small one- 
unit nuclear power station in the path of an invading 
army is one matter. Constructing a multiunit nuclear 
power station in regions susceptible to war between 
neighboring countries (contemplated as recently as 
5 years ago) raises the risks and consequence scales 
considerably. 

CONCLUSIONS 

In this chapter we have reviewed the current 
nuclear power situation in Pakistan and the plans and 
prospects for its significant expansion. We have then 
reviewed the safety and security of the prospective 
large multiunit nuclear power stations that will have to 
be constructed in Pakistan under its ambitious capacity 
expansion plan. 

Our conclusions regarding the nuclear power 
growth prospects in Pakistan are ambivalent. Under 
the current rules of nuclear trade, it will be difficult 
to construct any large sized nuclear power reactors 
in Pakistan not yet committed. The U.S.-India nuclear 
power deal, if approved by the U.S. Senate and by 
the Nuclear Suppliers Group (NSG), could open the 
door to a similar deal with Pakistan to be possibly 
sponsored by China and supported by other nuclear 
suppliers such as Canada and potentially France or 
Russia. If such a deal is initiated, there is little doubt 
that Pakistan could effectively participate in the 
construction of future nuclear stations and be able 
to operate them. Successful world class operation of 
future Pakistani nuclear power plants depends to a 
large extent on improved communication and flow 
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of technical support and training between the global 
nuclear power industry encompassing its various 
institutions, both private and public, and PNRA, PAEC, 
and Pakistani industry. Additionally, extensive training 
and retraining programs for all nuclear personnel 
will have to be instituted by Pakistani educational 
organizations supported by foreign technical experts. 
For that to happen, Pakistan's position within the 
NPT world community and the NSG would have to 
be regularized, possibly building on a modified (more 
stringent) version of the U.S.-India deal. Furthermore, 
the security situation in Pakistan will have to improve 
so that foreign experts could be assigned to work with, 
provide technical assistance to, and train their Pakistani 
counterparts without concerns for their personal safety 
and security. 

The record indicates that even with limited 
technical contacts with the global nuclear power 
industry, Pakistan did well in preserving the safety 
of its operating plants and managed to maintain them 
in operation, though at lower capacity factors than 
achieved by other Asian countries better integrated 
into the global nuclear community. The raw potential 
for operational excellence is there, and it requires 
additional refinements to break through and shine. 

The two limiting factors on the expected fast 
growth of the Pakistani nuclear industry are (1) the 
ability of the regulatory agency PNRA to license new 
sites and new power stations fast enough to meet the 
target expansion schedule and to properly supervise 
the safe operation of the constructed nuclear power 
stations, and (2) the ability of PAEC to train new plant 
operators and stations' O&M staff members to meet 
the staffing requirements of the newly established 
stations. It is yet to be determined whether the Pakistani 
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technical institutes could train adequate numbers 
of new personnel fast enough to meet the expected 
demand. Lack of trained personnel could hamper the 
safe operation of future nuclear power stations and 
contribute to nuclear accident initiation. 

Based on current information, Pakistan will most 
likely expand its nuclear capacity, if possible, relying 
on the Chinese reactor designs of Qinshan Phase I— a 
300 MWe reactor and Qinshan Phase II— a newer 600 
MWe unit. Pakistan will attempt to standardize its 
growing nuclear capacity by relying on a few standard 
designs with reference plants in operation. We estimate 
that to expand to the full extent of its plan— 8,800 MWe 
of new installed capacity by 2030— Pakistan will have 
to license and open at a minimum three new nuclear 
sites, each site containing a 4 x 600 MWe station. In 
this way, Pakistan might enjoy the economic benefits 
of both plant standardization and on-site replication of 
identical units. 

All plant standardization and replication programs 
do, however, carry inherent risks. If the reference 
design chosen happens to have unexpected technical 
problems that crop up only after years of operation, 
then all reactors built to that point will suffer from 
the same generic problem, and technical fixes will 
have to be retrofitted later into the operating reactors. 
Both Chinese designs contemplated by Pakistan are 
relatively new (particularly the 600 MWe units) with a 
limited operational track record and thus present risks 
that future problems might emerge. Should repairs 
and retrofits be required, these will result in economic 
penalties both due to the direct cost and due to lost 
generation from the repaired reactors while undergoing 
modifications. 
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The more serious consequence of a generic 
reactor problem is that it might lead to the initiation 
of an accident chain which could evolve into a full 
blown nuclear accident if the station's staff was still 
inexperienced and not very familiar with emergency 
procedures. Multiunit stations could further suffer 
from common-mode reactor failures caused by 
operational error within the station or within the 
electric grid— the loss of off-site powei^or caused by 
natural disasters such as earthquakes or floods. All 
such events would further be exacerbated by new 
and inexperienced station staffs. We should realize 
that station operation and electric grid operation are 
interrelated. Common-mode reactor problems, which 
might shut down a nuclear station, might also cause 
cascading plant shutdown throughout the electric grid, 
which could eventually (under the worst case) lead to 
a grid collapse and electricity blackout with severe 
social and economic consequences. 

Due to its unique characteristics, history, and the 
nature of its internal as well as external politics, Pakistan 
has allowed the emergence of an entire infrastructure of 
terrorist organizations within its borders. Up to 50 to 60 
active or partially active terrorist groups are estimated 
to operate in the country in pursuit of their own 
nihilistic, sectarian, or pan-Islamic goals. It is further 
suspected that some of these groups receive direct or 
indirect aid from Pakistani intelligence or some rogue 
elements within the Pakistani intelligence community, 
which use terror tactics to promote Pakistan's interests 
in its conflict with India over Kashmir and its attempts 
to control the Afghanistani regime. Only a limited 
number of these organizations have got the requisite 
capabilities and the motivation to attack a nuclear 
power station, though such attacks have not yet 
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materialized. In addition to this terror infrastructure, 
one should consider simmering regional and sectarian 
strife between the Punjabi and the Sindhis, the 
Punjabis and the Baluchis, and between the majority 
Sunni and minority Shia communities. On top of all 
these, we should consider the existence of large-scale 
foreign terrorist base areas within Pakistan, only 
partially controlled by the government, if at all. In this 
category, we include the Taliban and the International 
Islamic Group (al-Qaeda and their associate Chechen, 
Uzbekistani, Arab, and other groups). All these 
concentrate along the border areas between Pakistan 
and Afghanistan; however, they maintain active 
terrorist cells within the main Pakistani population 
centers. 

The overall conclusion from this enumeration of 
the unstable environment within Pakistan is that the 
country may not present the most secure environment 
in which to construct a large system of nuclear power 
plants and their supporting infrastructure. Due to 
their long lead-times, all nuclear projects require long 
stable periods to allow licensing, construction, and 
successful operation. Thus a long-term stable security 
environment would be conducive to the development 
of a large nuclear power program within any country, 
and the converse is also true. Unfortunately, as discussed 
above, Pakistan is not a model of a stable country, and 
developing a large nuclear power program under these 
conditions might present considerable risks. 

The risks that the terror infrastructure and unstable 
national security environment present to operating 
multiunit nuclear stations are diverse. Terrorist groups 
might initiate a diversion campaign or a direct attack 
against a multiunit nuclear station, relying in part on 
an insider's help, which they might recruit. Given the 
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large number of terrorist groups existing, it is possible 
that some group might identify a sympathetic insider 
or coerce one into cooperation and pass him along 
to the group initiating the fissile material diversion 
operation. Terrorist groups might try to capture intact 
a nuclear station and use it as a bargaining chip in their 
negotiations with the central government regarding 
their own, or general political demands. Terrorist 
groups might, under some grievous conditions, 
attempt to destroy a nuclear station, creating large 
radioactive dispersion within Pakistan which could 
spread to neighboring countries. To achieve such a 
goal, the group might mount an aerial attack or use 
an explosive laden truck convoy to attack the station. 
Airplane attacks could come in two variants: (1) 
kidnapping and piloting a large passenger jet into a 
containment building or into the spent fuel storage 
structure on top of the auxiliary building next to the 
reactor, or (2) piloting several smaller commercial 
aviation planes laden with explosives placed there by 
the terrorists into the reactor buildings. In all cases, 
multiunit nuclear stations would be tempting targets 
for such kinds of attacks due to the multiplicity of 
high value targets. The prospective success of such 
attacks would be enhanced with insiders' support and 
assuming that the station staffs are yet new and not 
well-versed in emergency procedures. 

Finally, the general political instability in Pakistan 
could lead to attempted takeover of nuclear power 
stations by regional military commanders during 
times of political turmoil, either to protect the stations, 
which are prestige national projects, or to use them as 
bargaining chips to secure conditions desirable to the 
commander, his command, or the sect he represents. 
Even the threat of a takeover might suffice rather 
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than actual occupation. Such preemptive protective 
takeover of a nuclear station might be carried out by 
an invading army in case of a war between Pakistan 
and one of its neighboring enemy countries (e.g., 
India). This takeover would likely be carried out by 
commando-style attacks so as to prevent attempted 
terrorist attacks in times of general instability such as 
a war, or as a way to deny Pakistan the electricity the 
station generates until hostilities cease. 

In general, the more attack scenarios against 
multiunit nuclear power stations that one can identify, 
the greater the indication that these type stations 
may not be the most desirable means of generating 
electricity in an unstable environment such as exists 
in Pakistan. This may happen despite the economic 
benefits that a well-managed and executed nuclear 
power program could bring, and despite the external 
assistance the Pakistanis might garner in implementing 
the program. 
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CHAPTER 9 


BAD OPTIONS: 
OR HOW I STOPPED WORRYING AND 
LEARNED TO LIVE WITH LOOSE NUKES 

Thomas Donnelly 


"The prospect that a nuclear-capable state may lose 
control of some of its weapons to terrorists is one of the 
greatest dangers the United States and its allies face." 
So states the 2006 report on the Quadrennial Defense 
Review, noting that, at its core, the problem is one of 
"internal stability." While this sort of language might 
seem vague and euphemistic, Pentagon planners have 
a very specific scenario in mind: Pakistan. Our most 
strategically immediate proliferation problems are 
posed by North Korea and Iran, two states obviously 
hostile to the United States. But a more important 
problem may be that of Pakistan, a crucially important 
ally in the global war on terrorism and the larger 
"Long War" for the future of the Islamic world. The 
Pakistan problem magnifies the military difficulties 
of operating in the shadow of nuclear weapons by 
trying to focus them through a very cloudy political 
lens. To be effective, any operation would have to be 
excruciatingly precise, yet the opacity of Pakistani 
politics, especially its domestic politics, naturally 
diffuses any military option. It would be hard to 
know in advance whether American intervention in a 
Pakistani crisis— whether related to nuclear weapons, 
materials, or facilities— would make things better or 
make them worse. 
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An unstable nuclear state poses a novel conundrum 
for American strategists. We thought we knew how to 
deter the massive nuclear force of the Soviet Union 
through 5 decades of superpower Cold War— although 
the unanticipated collapse of the Soviet empire and 
the resulting nuclear chaos suggests that the principles 
of deterrence might have rested on a more liquid 
foundation than we understood at the time. But the 
Soviets appeared to be the model of implacable, 
unchangeable stability, and to them, we appeared to be 
"rational actors," predictable and open to carrot-and- 
stick diplomacy, even if their assessment of carrots and 
sticks might have been very different than ours. 

Despite a high degree of rhetorical hand-wringing 
by both the Clinton and Bush administrations and 
also by other nations, a barely-diminished belief in 
the efficacy of deterrence remains at the core of the 
proliferation and broader strategy for Iran and North 
Korea. The U.S. and international approach in both 
cases can be regarded as a recycling of Cold War 
containment, if only because no one can think of a better 
option. Even though the leaders in Pyongyang and 
Tehran seem to be the embodiment of irrational, even 
megalomaniacal, autocrats, we act as though we can 
do business with them if we are properly cautious. We 
pretend not to notice the odd behavior of Kim Jong II, 
whose eccentricity was encapsulated by The Economist 
magazine's cover portrait with the caption, "Greetings, 
Earthlings," or even Iranian President Mahmoud 
Ahmadinejad, whose apocalyptic pronouncements are 
too frequent to keep up with— the daily declarations 
to incinerate Israel or bring death to the Great Satan 
America have simply become part of the background 
chatter. We take their hostility for granted but retain 
our belief in their rationality as international actors. 
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Only in the cases of Pakistan— to repeat, an 
important, if uncertain ally— and the remnants of 
the former Soviet Union, do the prospects of dealing 
with nuclear instability and unpredictability appear 
to have pierced the adamantine brows of American 
strategists. In the case of Russia, the primary approach 
has been a kind of renewed arms control reflected in 
the 1991 Nunn-Lugar Nuclear Threat Reduction Act. 
And only, really, in the post-September 11, 2001 (9/11) 
world have the dangers of "loose nukes" suggested by 
Pakistan's backing of the Taliban in Afghanistan, its 
nuclear brinksmanship with India, and the used-car- 
salesman proliferation practices of A. Q. Khan, begun 
to take root in the imagination. Indeed, we are coming 
very late to thinking about a military option for this 
very perplexing problem. 

Inherently Unstable? 

On the other hand, Pakistan has always been a 
somewhat unstable state; one might even argue it was 
built upon not just a myth but a falsehood. Even before 
they created Pakistan, the Muslims of the subcontinent 
have been divided and confused about many basic 
questions defining the nation and the state.^ The 
original conception, as Stephen Cohen of the Brookings 
Institution has explained, was for a Pakistan as an 
"extraordinary" state, "a homeland for Indian Muslims 
and an ideological and political leader of the Islamic 
world."^ At the same time, the ideology of the Pakistan 
movement was opaque and contradictory, with the 
contradictions seemingly captured in the figure of 
its leader, Muhammad Ali Jinnah, Karachi-born but 
trained as a lawyer in England and retaining a lifelong 
affinity for fine English tailoring. Though a partner of 
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Gandhi and Nehru in the Indian Congress, Jinnah was 
suspicious of their all-India approach, and as British 
imperial power on the subcontinent began to wane in 
the early 20th century, the compact between Indian 
Hindu and Muslim likewise weakened. Moreover, 
Kemal Ataturk's abolition of the Ottoman caliphate in 
1922 threw the Muslim world into turmoil, with the 
particular effect of politics becoming ever more local; 
the pan-Islamic caliphate movement collapsed entirely. 
There was rising political uncertainty not only in the 
subcontinent but across the broad Islamic world. 

Thus, at the 1928 session of the Indian Congress, 
Jinnah proposed not only guaranteed seats for Indian 
Muslims in national and provincial legislatures, 
but the creation of three "designated Islamic 
states"— Sind, Baluchistan, and the Northwest Frontier 
Province— within a future independent Indian 
federation. In other words, while the subcontinent 
was still struggling to separate itself from British rule, 
Jinnah was proposing an ethnic state-within-a-state 
that held within it the promise of further separation. 
To be sure, to Jinnah and others, the allegedly inclusive 
All-India Congress appeared more like a vehicle for 
Hindu political dominance. And the definition of who 
was a "Muslim" was mostly defined in distinction to 
Hinduism and elided traditional differences between 
regions and tribes. The deeply secular Jinnah declared 
in 1940 that the two communities "are not religious in 
the strict sense of the word, but are in fact different and 
distinct social orders. And it is a dream that the Hindus 
and Muslims can ever evolve a common nationality."^ 

Jinnah' s dream also held an expansionist tendency. 
When Gandhi embarked upon his "Quit India" 
campaign at the nadir of Britain's fortunes in World 
War II, Jinnah seized the opportunity to double his 
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territorial demands, adding Kashmir, the Punjab, and 
Bengal to his list of Muslim provinces. Though this 
would prove to be an inherently unstable strategic 
fantasy, Britain, in its haste to leave India after the 
war, allowed the growing fissures between Hindu 
and Muslim to fester. In the final solution to the Raj, 
the Punjab and Bengal were split, inciting massive 
ethnic cleansing and resulting in the deaths of nearly 
1 million people and, of course, leaving Kashmir a 
contested province. The fundamental instability of 
the new Pakistan was apparent from the start, and 
was confirmed— though hardly entirely resolved— by 
the 1971 secession of East Pakistan. That the nascent 
"Bangladesh" would rely on Hindu India to secure 
the separation, showed the weakness of Jinnah's and 
Pakistan's ideas of Muslim brotherhood. The bond of 
Islam was not strong enough to convince Bengalis that 
they should remain confederate with, and subordinate 
to, Punjabis. 

"Pakistan is a paranoid state," writes Stephen 
Cohen, "that has enemies." Pakistani strategists 
and political elites fear they may become a "West 
Bangladesh— a state denuded of its military power, 
and politically as well as economically subordinated 
to a hegemonic India."* Yet, somewhat perversely, 
the result is a strategic "adventurism," by which 
Cohen means Pakistan's ambitions in Kashmir and 
Afghanistan, but which should be applied equally to 
Pakistan's nuclear program, its relations with China, 
and its ambiguous stance vis-a-vis the Taliban, al- 
Qaeda, various "associated movements" internation- 
ally, and its homegrown radicals. Indeed, it is hard to es- 
cape the conclusion that Pakistan began as and remains 
a profoundly unsettled and unsettling political 
phenomenon, both internally and internationally. 
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Curiously for a self-conceived Islamic state, Pakistan 
has found it difficult to deal with a narrower but more 
immediately powerful vision of Islam— that advanced 
by al-Qaeda and the radicals. Islamist madrassas have 
provided education and other state services when 
and where the Pakistani government has not. The 
Pakistani army, by far the strongest institution of the 
state, has long had cozy relations with Islamist groups, 
particularly in the eternally troublesome North- West 
Frontier Province. The traditional wisdom is that the 
army holds the upper hand. Cohen expresses this 
perfectly. "The political dominance and institutional 
integrity of the Pakistani [army] remain the chief 
reasons for the marginality of radical Islamic groups," 
he concluded even in 2003. "Although the army has a 
long history of using radical and violent Islamists for 
political purposes, it has little interest in supporting 
their larger agenda of turning Pakistan into a more 
comprehensively Islamic state."^ 

But who is using whom is difficult to tell from a 
distance. At a minimum, there seems to be a strong 
correlation of interests between Islamic radicalism 
and Pakistan's otherwise "national" interests, or the 
interests of Pakistan's Pashtuns. Indeed, the history of 
Pakistan is— to oversimplify for the sake of clarity— a 
history of the pact between Punjabis and Pashtuns, 
a partnership reflected particularly through the 
Paksitani army and officer corps. While this has itself 
been an unstable relationship, it has helped keep a lid 
on the even more fissiparous tendencies of Sindhis 
and Baluchis. It has also made the Punjabis partners 
in the nationalistic yearnings of Pashtuns to reclaim 
"Pashtunistan"— a homeland cut in half by the 1893 
Durand Line, the border that allegedly advanced 
British colonial interests but, like a good number of 
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the borders throughout the Islamic world, left constant 
conflict in its wake. 

This has made for unending border wars, both in 
KashmiMt was Pashtun tribesmen, supported by the 
Pakistani army, who sparked the fighting that began 
in October 1947, shortly after the British withdrawal, 
and continues to this day— and in Afghanistan. The 
persistence of terror and guerilla attacks in Kashmir, 
such as the recent series of bombings in Srinagar, is 
in part a product of "tolerance" in Islamabad, as is 
the continuing tension with Afghanistan. Speaking 
at a counterterrorism conference in Turkey in March, 
Afghan President Hamid Karzai— a Pashtun himself, 
it should be remembered— complained that extremist 
tendencies and terrorism in Afghanistan were not just 
an internal problem, but the result of "political agendas 
and the pursuit of narrow interests by governments." 
By this euphemism, Karzai meant Pakistan, as he 
made clear when talking about the Taliban, whose 
rise in the 1990s he described as a "hidden invasion 
propped up by outside interference and intended to 
tarnish the national identity and historical heritage" of 
Afghanistan.^ 

Yet it would be a mistake to blame all of Pakistan's 
internal and border problems on the Pashtuns; Punjabis 
have often been at odds with their Baluchi and Sindhi 
countrymen. Recent deployments of the Pakistani 
army to Karachi, ostensibly to dampen unrest in the 
wake of a suicide attack that killed three Surini Muslim 
clerics but seen to be a move against the large Baluchi 
population there, have fueled Baluchi separatist 
feelings. Islamabad "has treated Baluchistan like a 
colony," complained Imran Khan, a member of the 
Pakistani parliament. Baluchi nationalist Humayun 
Baluch charges that Punajbis are being introduced as 
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settlers, traders, and miners. " [Our] provincial resources 
are being exploited and looted," he says. "People's 
rights are being compromised and everything is being 
done for the benefit of the Punjabis. Army troops, army 
weaponry, helicopters, jets, and F-16s are being used 
in Baluchistan. The population is being forced out and 
primarily living in Sindh [in Karachi]. Houses have 
been burned and looted."^ 

Also irritating to Baluchi national pride is the 
construction of the Gwadar port and the influx of 
Chinese engineers who oversee the project. On May 3, 
2004, the "Baluchistan Liberation Army" killed three 
Chinese engineers working on the port project, an 
effort that employs several hundred Chinese nationals. 
Baluchi nationalists believe that Beijing is in league 
with Islamabad to develop and export the province's 
natural gas resources. Pakistan's leading natural gas 
company, Sui, is located in Baluchistan but provides 
products for the entire country. 

Pakistan was born in instability and retains a 
political culture marked by deep insecurity and 
uncertainties that underlie the idea of the Pakistani 
nation and the formation and history of the state of 
Pakistan. These distortions are exacerbated by the 
army's dominance of the state; civil society has been 
unable to soothe either Pakistan's real fears or the fears 
that are the unsurprising result of "adventurism." Even 
those accustomed to Pakistan's "normal" instability, 
like Stephen Cohen, cannot be sure that the army will 
continue to balance these many competing demands 
in the face of rising Islamic populism or Baluchi 
separatism; he is not confident much beyond the 
immediate future. The more Pakistan acts as though 
it were cornered, the more cornered it becomes. The 
more tightly the army grips the reins of power, the 
more likely the bridle may break. 
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A Nuclear Nightmare. 


The marriage of seemingly incorrigible tastability 
and nuclear weapons is a profoundly frightening 
prospect, as the Quadrennial Defense Review noted: 

Several other [weapons of mass destruction (WMD)]- 
armed states [beyond Iran], although not necessarily 
hostile to the United States, could face the possibility 
of internal instability and loss of control over their 
weapons. The lack of effective governance in many parts 
of the world contributes to the WMD dangers, providing 
opportunities for terrorist organizations to acquire or 
harbor WMD. The prospect that a nuclear-capable state 
may lose control of some of its weapons to terrorists 
is one of the greatest dangers the United States and its 
allies face.^ 


The report goes on to observe that collecting 
reliable intelligence on such programs and activities 
is a challenge. Research efforts are easy to conceal 
and difficult to detect and track; the study forecasts 
"further intelligence gaps and surprises." Despite 
such difficulties, the United States must be prepared to 
"act in cases where a state that possesses WMD loses 
control of its weapons, especially nuclear devices."' 
If this is an injunction to act should Islamabad lose 
control of its nuclear weapons— or its nuclear materials 
or nuclear expertise— it is asking an awful lot, not just 
in a military operational sense, but in a strategic and 
geopolitical sense. 

Consider, to begin with, the extent of Pakistan's 
nuclear program. The effort was begun in 1972 shortly 
after the secession of Bangladesh, under the direction 
of Pakistan's then-Minister for Fuel, Power, and 
Natural Resources, Zulfiqar Ali Bhutto— a man who 
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was later prime minister, ousted in a military coup 
by General Muhammad Zia ul-Haq, and executed 
as a murderer. Pakistan was hit with an embargo of 
Western nuclear imports after India's 1974 nuclear 
test, but the program took a huge step forward in 1975 
with the arrival of Dr. Abdul Qadeer Khan, a German- 
trained metallurgist who had worked at the URENCO 
uranium enrichment plant in Holland and had great 
experience with gas centrifuges. He also, it seems 
clear in retrospect, had great experience in espionage, 
for not only did he supervise the construction of the 
Kahuta weapons facility— formally, the Khan Research 
Laboratories— which produces highly enriched uran- 
ium and also ballistic missiles, he also enhanced Pak- 
istan's standing in the clandestine networks of 
proliferation. 

Kahuta is a massive complex east of Islamabad, 
with dozens of buildings and reportedly housing 3,000 
centrifuges. It is said to produce enough material to 
make three to six warheads per year. While estimates 
vary, Pakistan's total inventory of highly enriched 
uranium is something on the order of 1,000 kilograms, 
enough material for approximately 60 fission devices. In 
addition, in the 1990s Pakistan began construction of a 
research reactor at Khushab, near the city of Faisalabad 
in the Punjab, capable of producing plutonium 
and perhaps tritium— ingredients key to making 
smaller-sized nuclear devices. Overall, the Carnegie 
Endowment for International Peace has estimated that 
Pakistan's nuclear weapons, nuclear testing, civilian 
nuclear, and related facilities extend to nearly two 
dozen sites, clustered in the Punjab and centered on 
Islamabad, but also as far away as Karachi, where the 
Canadian-supplied KANUPP reactor provides power 
to the city. 
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All in all, Pakistan maintains a relatively small 
amount of nuclear material, which it guards closely; 
under U.S. pressure, formal command and control 
mechanisms have been improved. The Pakistani army 
has gained firm control over the nuclear program, 
which it did not always maintain previously. At the 
same time, the possibilities of an "insider job," from 
those in the Pakistani nuclear establishment with radi- 
cal Islamic sympathies or from a rogue army officer, 
can no longer be dismissed out of hand. For that, thank 
A. Q. Khan. 

This is not the place to rehearse the entire story 
of Dr. Khan's proliferation activities. Experts differ 
as to how complicit the Pakistani military may have 
been in the creation and running of the networks that 
included North Korea, Libya, and Iran, but in many 
ways, the more disturbing interpretation would be 
that Khan operated without the army's knowledge. 
The civilian prime ministers of the era, Benazir Bhutto 
and Nawaz Sharif, were both extraordinarily weak, 
though in different ways. Khan's nuclear programs 
were nominally under civilian control, although in 
practice. Khan enjoyed a large degree of autonomy 
during times of military rule. 

While Khan's clients and potential clients 
were states— possibly including the Taliban's 
Afghanistan^"— the nature of his networks and 
motivations remains as opaque as, well, as opaque 
as Pakistan. Khan had an undeniable profit motive, 
but there was more: He was "also motivated by 
pan-Islamism and hostility to Western controls on 
nuclear technology."" These two traits— pan-Islamism 
and resentment of Western constraints on Pakistani 
strength— are part of what make Dr. Khan a figure of 
Pakistani pride. 
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The extent of the Pakistani nuclear infrastructure, 
and the resulting array of potential targets, calls for an 
arbitrary analyst. To examine the strategic, operational, 
and tactical issues embedded in the Pentagon's rhetoric 
about securing other nations' nuclear materials, one 
must simply manufacture a scenario and hope that it 
contains some illustrative value. Thus, I intend to dis- 
cuss a situation in which the facility at Kahuta is pene- 
trated and partially seized by a relatively small force of 
insurgents in concert with some radicalized elements 
of the Pakistani army and nuclear bureaucracy. I will 
further suppose that while the larger part of this force 
seizes and defends part of the installation, one or more 
smaller detachments may have made off with materials 
in order to produce a "dirty bomb"— a simpler device 
more in keeping with the immediate capabilities of 
al-Qaeda and its affiliates. Thus the military task for 
U.S. and allied Pakistani forces is to reclaim the facility, 
render it safe, and attempt to recover whatever has 
been pirated away. I do not intend to discuss much a 
"Phase IV" post-combat environment, but any serious 
planning would have to do so. The operation will be a 
watershed event in Pakistani politics, in the politics of 
the region, and for the United States; a tactical success 
could still create larger strategic problems. 

To repeat: This is a very arbitrary scenario, at once as 
realistic as any other, and at the same time fantastical. 
Some Pentagon analyses— which seem to be driven 
more by operational and programmatic than strategic 
considerations— posit a larger breakdown of the 
Pakistani state. I cannot judge the relative plausibility 
of any particular scenario, but intervening in what 
would amount to a civil war in Pakistan is enough 
to set the strongest heart aflutter. And whatever set 
of circumstances one might imagine, many of the 
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strategic, operational, and tactical issues would remain 
constant from scenario to scenario. 

Strategic Issues. 

While the periodic assassination attempts on 
Pakistani President General Pervez Musharraf have 
spurred U.S. military planners to begin to work 
through the operational issues associated with a 
potential loss of control of nuclear weapons, facilities, 
materials, and expertise, the prospect remains, as the 
New York Times reported, "an extremely difficult and 
highly risky venture."^^ And when former Central 
Intelligence Agency (CIA) Director George Tenet and 
former Deputy Secretary of State Richard Armitage 
visited Islamabad prior to the invasion of Afghanistan, 
an important secondary issue to the invasion was the 
safety of Pakistan's nuclear program. 

Any operational assessment— even one as brief as the 
one to follow— must make some strategic assumptions. 
Although an India-Pakistan exchange occupied many 
analysts' minds in the 1990s, clearly the sort of scenario 
envisioned by the Pentagon now is a far more limited, if 
more likely, danger. The first assumption is to stipulate 
that any U.S. military action in Pakistan must have at 
least the tacit agreement of the central command of the 
Pakistani army, if not the government in Islamabad. 
Indeed, it might be that a split between a future 
civilian government and the high command would be 
the event that leads to loose nukes. But any notion of 
fighting to gain access to Pakistan makes speculation 
so complicated as to make it an exercise in futility or, 
at minimum, an operation that takes so long to unfold 
that it is not responsive to the situation. Also, it must be 
assumed that the situation that leads to loss of control 
is not a broad-based rebellion or insurgency against 
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the Pakistani army or the Musharraf government. 
Fighting for access in the face of a popular uprising 
across Pakistan, or even across the Punjab, is too hard 
to contemplate. Another correlated but necessary 
assumption is that the Pakistani army allows U.S. forces 
to deploy through some— and at least several— airfields 
and ports. Indeed, in this illustrative exercise, I will 
tend to assume the most benign conditions, if only to 
show how complex even the "easiest case" might be. 

A second kind of political presupposition must be 
made about the international politics of the situation. 
Attempting to gain a United Nations (UN) resolution, 
for example, could well slow any useful military 
action, even if the climate were generally favorable; 
it is hard to imagine the Chinese being very "forward 
leaning"— although if the Pakistanis made an appeal 
to the "international community" in the moment of 
such a crisis, it might be hard to keep the Chinese 
out, and even harder to do so the longer the operation 
continued. As in the 2001 invasion of Afghanistan, 
allied participation would not be of much military 
value; at the same time, any U.S. deployment would 
require international cooperation, such as the use of 
airfields in Germany. The sole exception to this rule 
might be Indian assistance, which would be useful 
tactically and operationally, but any hint of Indian 
cooperation would make a U.S. intervention more 
toxic to Pakistanis than it would be otherwise. 

A third set of assumptions has to be made about 
the level of political and strategic preparedness on 
the part of the United States. This means not just 
traditional intelligence "indications and warning," but 
a predisposition on the part of an American president 
and his advisers— and the political system more 
broadly— to react in a timely fashion. These will be 
circumstances where indecision can be fatal. It may be 
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that the crisis in Pakistan comes at the denouement of 
a process that unfolds over weeks or at least days, but 
that is hardly a certainty. The key issue is how much 
predeployment notice is given to U.S. forces. In the 
spirit of arbitrariness, let us say one week, enough time 
to allow the movement of some U.S. forces, but not, for 
example, large-scale ground forces. 

More important than the strategic preparedness 
would be the preparedness of the American body 
politic. Under today's climate, it is difficult to imagine a 
great enthusiasm for further American "adventurism" 
in the Islamic world, especially if premised upon 
worries about WMD. Such public doubtfulness may 
be a reaction to Bush administration policies and 
performance since 9/11, but the public's mood would 
shape the choices of a future administration, too. 
Even if there were a "rallying" effect in time of crisis, 
it might be difficult to get a congressional resolution 
authorizing the use of military force— if, indeed, the 
Congress were even in session. In sum, the domestic 
politics of a "preemptive" operation to secure Pakistani 
loose nukes is at best uncertain and might well provoke 
strong opposition. 

Fourth, one must stipulate the regional posture 
of U.S. units. Will we have significant forces still in 
Afghanistan? What will be the location of U.S. carriers, 
surface combatants, submarines, and Marine expedi- 
tionary forces? What other operations will be ongoing 
at the time, such as in Iraq? Again, one must be 
somewhat arbitrary. For the sake of this argument, 
I will assume that U.S. forces will have access to 
Afghanistan for purposes of deployment, that some 
significant land force will still be deployed there, but, 
with the exception of small special operations units, its 
ability to redeploy from Afghanistan will be limited. 
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It should be possible to deploy naval forces, including 
Marines, to the Indian Ocean littoral within striking 
distance of targets in Pakistan. But the core assumption 
must be that this is largely a strategic deployment by 
units based in the United States itself. 

Operational Issues. 

The most immediate challenge of any military 
operation to secure Pakistan's nuclear materials will 
simply be to get there. It is a long way from the United 
States to Pakistan, from Fort Bragg to Islamabad. As 
suggested above, the cooperation of some substantial 
elements of the Pakistani army and government will 
be essential. Without access, for example, to multiple 
airfields and ports in Pakistan— not just for initial 
strategic access, but to stage follow-on operations— a 
U.S. operation would not be possible. 

The core of the operation will be infantry-style 
land forces; air and naval forces can and must provide 
support, but the operation should not be an exercise in 
firepower. The most essential units— the small, highly 
trained teams of Delta Force or the Navy's SEALs— are 
held in constant readiness to deploy, and indeed, it 
is reasonable to expect that some of these forces may 
already be in the region, engaged in the al-Qaeda 
manhunt. But even those units held in high states of 
readiness would have to deploy from their bases half 
a world away from Pakistan; conversely, those forces 
most likely to be in the region might not be ideal for 
the immediate mission. 

It is reasonable to assume that amphibious forces 
and Marine infantry, with limited lift capability, are 
within reach of Pakistan in times of crisis. Additionally, 
prepositioned stocks on the Indian Ocean island of 
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Diego Garcia would be quite valuable, especially 
for follow-on operations. Still, the scope of such an 
operation would overwhelm the capabilities of such 
small units. This is not simply a "snatch" operation. 
Two factors argue strongly in favor of a larger force: 
the size and city-like complexity of the Kahuta facility, 
and the need to cast a wider "dragnet" to cover possible 
escape routes— Kahuta is located hard by the mountains 
and not far from the North-West Frontier Provinces. 
While Pakistani forces will be able to provide an outer 
shell of security, along with whatever heavy forces and 
additional firepower is necessary, and will certainly 
demand to take nominal command at every step of 
the way, the United States will want to take every 
step possible to ensure tactical success. A substantial 
number of Special Forces would be required for liaison 
with Pakistani tactical units and raids and other highly 
demanding operations; perimeter-securing numbers 
of U.S. Army Rangers or Marine infantry would also 
be required. Moreover, prudence demands that there 
be a second substantial "on-call" force should an 
extraction operation be required or, heaven forbid, 
an escalation. Ideally, the flow of forces into the 
region should continue for several weeks; one might 
deploy, for example, a brigade of the 101st Airborne 
into Afghanistan, and a follow-on force of Marines or 
soldiers and their helicopters afloat on a large-deck 
carrier. 

Securing Pakistani air space might well be a 
challenging task. Even if one stipulates that the Pak- 
istani air force— a not insignificant fleet— is generally 
friendly, the number of man-portable, heat-seeking air 
defense missiles available to the "rebels" would be a 
major worry. U.S. cargo aircraft would be vulnerable, at 
the very least on take-off and landing, as would assault 
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helicopters. But even when the air space is secure, the 
more benign job of building an "air bridge" from the 
United States to Pakistan in a timely fashion and with 
sufficient carrying-capacity to move and sustaia units 
in the field would itself be complex and costly. 

With the possible exception of the most elite 
special operations forces (SOF) units, there would be 
several stages of deployment after the initial strategic 
movement. This is not going to be a case of deploying 
directly to the fight. Whether staging in Afghanistan 
or in Pakistan proper, the force will require tactical 
and even operational mobility— this means vehicles 
and helicopters. In addition, the operation will require 
a small forward headquarters element, but it must 
be commanded by a very senior general; the military 
practice of a three-star joint task force headquarters is 
probably the wrong, one-size-fits all approach. Political 
sensitivities alone demand a four-star officer; the 
commander must be able to speak authoritatively and 
win trust among Pakistanis, as well as in Washington. 
At the same time, it would be folly to try to direct 
tactical events from a distance. 

Nor would the operational problems be solved 
once deployment to the theater has been accomplished. 
Getting from, say, Islamabad to the vicinity of Kahuta 
would itself be a challenge; for example, there is a 
single access road the front gate of which is closer 
to the city than to the facility. And there probably 
would be as much worry about "leakers"— small 
teams carrying nuclear materials into the surrounding 
countryside or to the megalopolis of Islamabad and 
beyond— as about any force holed up in Kahuta. Again, 
much would depend upon the level of cooperation 
by the Pakistani army and the overall state of the 
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country, but any situation dire enough to demand an 
American intervention would also complicate military 
operations. 

Tactical Issues. 

To be precise, let us imagine that an American force 
actually makes it to the scene of a Kahuta crime. The 
deployment will have been a difficult challenge, but 
the situation at the site will be no Cakewalk. 

The Kahuta facility is a large one, as discussed 
above. It is a small city nestled into the ridges of a 
mountain, making access difficult, and any operations 
inside the facility itself a kind of urban warfare. Since 
Kahuta, in addition to being a nuclear facility, also hosts 
the factory for Pakistan's ballistic missiles, there would 
be plenty of explosive material to handle. Whether 
a break-away group might be able to manufacture 
a radiological "dirty bomb" on the premises is an 
interesting question. 

Penetrating the Kahuta perimeter should be 
relatively easy to do, despite the fact that there is a 
single access road. But the situation inside would be a 
challenge. Any intelligence about the site itself— and I 
would assume Pakistani army cooperation here— would 
still be of limited value. The location of nuclear weapons, 
materials, scientists, hostages, and the disposition of 
the enemy inside would be hard to determine. The 
enemy within would have a fair amount of time to 
prepare multiple fighting positions, plant mines and 
booby-traps, and plan retreat and escape routes. 

Additionally, there might be very little time for 
intelligence preparation of the battlefield; time would 
most likely be an overriding factor. It would be hard 
to preserve the virtue of patience. Satellite surveillance 


365 


would be useful, but ideally, more persistent and 
penetrating intelligence-gathering platforms, from 
unmanned aerial vehicles to larger manned electronic 
warfare aircraft, would be among the first units to 
deploy. But how much capability would be available 
is difficult to say. 

Even supposing that, like a George Clooney movie, 
the operation ends relatively successfully, a number of 
further questions would remain. Was all the nuclear 
material accounted for? How would we know? If some 
has gone missing, where is it, or how far might it have 
gone? (It is not very far, for example, from Kahuta to 
Kashmir.) Even if we believe we have all the stuff, 
what is to be done with it? What, exactly, is meant by 
"rendering safe"— the term of the art for dealing with 
recovered nuclear materials— in this situation? 

And what happens after the immediate operation 
is concluded? What will have been the larger effect on 
what we have stipulated will be an extremely chaotic 
situation in Pakistan? Will we hold the nuclear materials 
"in trust" for a future Pakistani government? Will such 
a U.S. intervention tip the balance in a civil war— how 
could it not? What is a reasonable "exit strategy" in 
this situation? 

Inventing New Options. 

In the end, the very complexity of such an 
operation— which would be similar in the cases of 
North Korea or Iran— makes it quite right for the 
Pentagon to start thinking about options for dealing 
with "loose nukes" other than the kind of recycled 
arms-control thinking reflected in the Nunn-Lugar 
program. International Atomic Energy Agency (IAEA) 
reform, or other international agreements. Traditional 
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nonproliferation approaches can have a value, and 
the danger is great enough to warrant the effort, but 
working on a military "Plan B" is more than prudent. 
At the same time, taking the bottom-up, tactical-and- 
operational approach can only be expected to achieve 
limited goals, making a "military option" only slightly 
less unappealing while still leaving the strategic and 
geopolitical conundrums to be solved on the spot. 
One of the strongest reasons to work through the 
operational and tactical challenges is the need to make 
informed strategy. The likelihood of the above scenario 
ever coming to pass is less important than that the 
distances, geography, and other military realities are, 
more or less, constants. 

As hopeless as this chapter may have made it seem, 
perhaps the best protection against a loss of control of 
nuclear materials in Pakistan is for the United States to 
adopt a long-term policy of engagement with the army 
and with the people of Pakistan. As things now stand, 
our desire for stability and nuclear control depends 
entirely on General Musharraf and the Pakistani army, 
a necessity that will continue for the foreseeable future. 
At the same time, the dominance of the army and the 
Punjabi elite has stifled any hopes for a more legitimate 
and responsible government in Islamabad. Fortunately, 
the Bush administration appears to have realized that 
South Asia is a strategic priority for the United States; 
the American commitment to Afghanistan and the 
budding strategic partnership with India have the 
potential to shape a more stable future for the region. 
Pakistan has every reason to feel itself an important 
part of this future, and to become something other 
than a paranoid state beset by enemies with nothing 
more than nuclear weapons to guarantee its safety. 
That would be a genuinely new option. 
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